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Weapons of Mass
Destruction—Conceptual and Ethical
Issues with Regard to terrorism

Jonas Feltes

1 Introduction

The concept of WMD is part of numerous national laws and is the core of one of
the most important treaties of the United Nations [51, 64]. Yet, the definition of
what should be considered a WMD is far from established and subject to contro-
versial debates. Academics, policymakers, and legislators have been introducing
a variety of partly conflicting conceptualizations of WMD into scientific debates,
public discourse, and legislations over the last eight decades. Hence, it is unsurprising
that this concept and its changing definition have been subject to politicization. Espe-
cially in light of the so-called “War Against Terror,” WMD became the synonym of
a worst-case terrorist attack scenario that ought to be prevented by any means [55].
However, terrorism and other asymmetrical conflicts pose serious challenges to the
concept of WMD—serious enough to think about alternatives to this term in case of
counter-terrorism discussions. One particular issue stems from the ethical challenges
that the label WMD generates if used in combination with terrorism.

This chapter presents the history of the termWMDaswell as numerous issueswith
and alternative approaches to the concept of WMD. In this discussion the concept of
CBRN (chemical, biological, radiological, and nuclear) as a prominent interpretation
of WMD is of utmost importance. It will be argued that a static concept that includes
or excludes certain weapon types purely on the basis of their physical impact in an
attack deals with problematic threshold issues and ethical challenges. In this chapter,
I discuss concepts of terrorist weaponry that are focused on a more complex account
of the impact of each weapon type used by terrorists. Specifically, the impact of
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a weapon type will be assessed by means of analyzing its hard (physical) and soft
(psychological, economic, political) damage. Furthermore, the time that is necessary
to create a high impact with the one-off use of the weapon, as well as uncertainties
with regard to the consequences of the use of said weapon, will be part of the impact
assessment.

However, in order to assess the dangers involved in and the severity of specific
weapons in the hand of terrorists, it is not sufficient to focus only on the impact of a
possible attack with this weapon. For example, even without an elaborate analysis,
it is clear that nuclear weapons would easily achieve the highest score in terms of
impact. However, the impact of a certainweapon technology does not saymuch about
the terrorist threat posed by this weapon if this technology is simply not available
to terrorist groups. Hence, a basic assessment of the resources and other restricting
factors that guide the weapon choices of terrorists needs to be part of this chapter
as well. This assessment might show a trend that is diametrically opposed to the
impact of specific weapon technologies. It includes, for example, factors like acces-
sibility, required expertise, operational space needed as well as tactical advantage
and ideological considerations.

With this more complex understanding of the impact of a certain weapon and its
availability to terrorists, the threat that terrorist attacks with improvised unconven-
tional weapons can be analysed and displayed more accurately. This does not only
allow for more efficacious and precise countermeasures, but also reduces ethically
unsustainable behaviour of first responders and the press during a terrorist incident.

2 The (Never-Ending) History of WMD and CBRN

The notion of weapons of mass destruction has its origins in the middle of the
twentieth century. One of the first recorded uses of the term WMD dates back to
1937 when the Archbishop of Canterbury warned against “all the new weapons of
mass destruction” during his Christmas address [13], pp. 6–8. The archbishop never
specified what kind of weapons he referred to in his address. Yet, researchers have
been arguing that the term and the address, in general, was designed as a response
to the bombing campaigns against civilians in Spain and Asia during that year [13],
pp. 6–8. However, as Seth Carus argues, the Archbishop was also actively concerned
with novel weapon systems like chemical warfare and could very well have referred
to chemical or even biological weapons with the term weapons of mass destruction
[13], p. 7.

The first politically relevant and precise notion of WMD was delivered roughly
eight years after the Christmas address of the Archbishop of Canterbury. On 15
November 1945, the political leaders of the United States, Canada, and the United
Kingdom issued a joint declaration calling for the regulation of atomic energy. In this
declaration, the authors called amongst others “[f]or the elimination from national
armaments of atomic weapons and of all other major weapons adaptable to mass
destruction” (opp. cit. Carus [13], p. 8). An even more precise notion of WMD was
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defined only three years later by the United Nations Commission on Conventional
Arms Control (CCA). The CCA issued an official definition of WMD and character-
ized this concept as chemical, biological, radiological, and nuclear (CBRN)weapons.
Furthermore, the CCA opened up this definition towards potential, novel weapon
systems “which have characteristics comparable in destructive effect to those of the
atomic bomb or other weapons mentioned above” (opp. cit. Carus [13], pp. 9–10).

Another important part of the history of WMD and CBRN is the strategic use
of the term WMD for political ends. As Michelle Bentley shows in a convincing
argument, WMD has been defined and interpreted in different ways by different
political actors in order to further political agendas (See Bentley [8, 9]). For example,
the U.S. government and specifically the Department of Defense (DOD) appeared to
favor a definition of WMD that exclusively refers to CBRN devices that are capable
of mass destruction. Note that this definition would potentially exclude low-yield
nuclear devices. As Bentley argues and Carus suggests, this slightly different—and
ambiguous—definition had political advantages for the USA [8], pp. 392–393, [13],
p. 31. Amongst others, it would enable the U.S. military to deploy low-yield nuclear
weapons in space or the deep sea, although the UN Space Treaty and the Sea Bed
Treaty prohibited the deployment of WMDs in space or the deep sea. Because of
these changing definitions of WMD that admittedly only differed in nuances from
the CBRN-based understanding of WMD, Bentley argues that WMD should be
understood as a non-essentialist term rather than as a static definition. Furthermore,
Carus managed to identify six different understandings of WMD in national and
international discourses, of which most are based on (some) CBRN technologies
[13], p. 36. The most controversial interpretations of WMD in this list (such as
weapons of mass effect) will be discussed below.

3 Abandoning WMD Altogether?

Researchers have identified several different problems with the concept of WMD
that range from conceptual issues to implementation issues in intelligence and
law enforcement practice. In particular, Christian Enemark has been stressing the
problems of the term “WMD”. In a pivotal article for this discussion, Enemark
states:

“The WMD label exaggerates the destructiveness of chemical weapons, misrepresents the
problem of biological weapons, and diverts attention from the overriding importance of
dealing with nuclear weapons” [25], p. 382.

This heterogeneity ofweapon types summarized under the umbrella termofWMD
certainly poses challenges to the concept of WMD. These challenges are even more
pressing when dealing with improvised CBRN weaponry. As past incidents of use
of chemical agents showed, attacks using chemical or even radiological weapons do
not inflict mass casualties comparable to those casualty numbers expected for the
deployment of, for example, a nuclear weapon or a weaponized biological agent (For
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cases seeDanzig et al. [18]; TheTimes of Israel [63]). In fact, researchers have argued
that, for example, improvised radiological weapons do not produce more physical
impact than IEDs or other conventional weapons [36], p. 73.

Moreover, even each of the four major weapon types summarized under the term
WMD seems too broad to account for terrorist weapon technologies. For example,
the use of salmonella bacteria to terrorize innocent people would certainly count as
improvised biological warfare but does not create the devastating consequences that
a weaponized Marburg virus may be capable of. The salmonella campaign of the
Rajneesh cult in 1984 is a case in point here [24], p. 59. Thus, it seems inaccurate to
refer to all CBRNweapons as “weapons of mass destruction”. The extent of destruc-
tiveness between these four categories, but also within each of these categories, is
too diverse to group all of these weapons under the term WMD.

However, contrary to Enemark’s position, one could think of at least three different
arguments against the radical abandonment of WMD: First of all, it is simply impos-
sible (and undesirable) to remove the concept of WMD from international law and
diplomacy. Seth Carus shows in a detailed analysis that the term of weapons of mass
destruction is an essential concept in many of the most relevant international treaties
including the Chemical Weapons Convention (CWC), Biological Weapons Conven-
tion (BWC), the Nuclear Non-proliferation Treaty, the Strategic Arms Reduction
Treaty (START), the Space Treaty, and the Seabed Treaty [13], pp. 6–34. Aban-
doning the term WMD would mean to, potentially, having to jeopardize or even
renegotiate these treaties.1 Secondly, Bentley points out in a well-crafted argument
that the termWMD is a non-essentialist concept that is being re-defined and used by
political actors in order to further political agendas. This active role of WMD as a
strategic tool in politics makes it almost impossible to abandon it from policymaking
(See Bentley [8]). Lastly, it should be noted that military-grade biological, chemical,
and nuclear weapons that are stockpiled and deployed by nation-states have common
characteristics that could make the WMD concept useful for military strategists: For
example, all three weapon categories require decontamination and extensive protec-
tive gear and all three weapon categories include strictly anti-personnel capabilities
that outperform the blast radius of conventional weapons.

Yet despite the arguments in favor of keeping WMD as a concept in general, one
still has to account for Enemark’s criticism of diversity of impact within this concept.
One possible solutionwould be to adopt the strongest definition ofWMDas presented
in Carus’s article that only classifies those CBRNweapons as WMD that are, in fact,
mass destructive [13], p. 36. Obviously, this classification almost immediately poses
a threshold level problem: what should be consideredmass destruction in this regard?
One way of arguing would be to favor a potential mass destructiveness of certain
CBRN weapons: while a nuclear warhead, the Novichock virus or a weaponized
Marburg virus could potentially kill thousands of people in a one-off use, Salmonella

1 Enemark argues against this by stating that WMD is a redundant term in international treaties
that could be simply replaced by chemical, biological, or nuclear weapons. However, as Bentley
has shown, the term WMD is more than a summarizing term of NBC, but a political tool. Because
of this historically grown relevance of the term, it might, in fact, not be as easy to replace it in
international treaties as Enemark suggests (See [8, 25, 26].
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bacteria or a dirty bomb are not capable of doing so. Obviously, this interpretation of
WMDis not flawless as it allows certain strategic and politicallymotivated exclusions
or inclusions to the WMD category, as seen above. However, in light of Enemark’s
strong case against the concept on the one hand and good reasons to keep WMD
on the other, the definition of WMD as military-grade CBRN weapons that have
been in national military arsenals at some point and that are actually capable of mass
destruction seems to be the least problematic choice and will be used in the next
section of this chapter.

4 WMD and Terrorism

It is important to note that, despite massive amounts of WMD-related research and
threat assessments in terrorism studies,2 WMDs (defined as military-grade CBRN
weapons with mass destructive effects) are almost absent in the arsenal of the most
relevant terrorist groups. Yet, not only WMDs, but even the use of the much broader
weapon group of CBRN weapons in general (mass destructive or not) seems to be
the exceptional more than the rule in terrorism. According to the Global Terrorism
Database (GTD), the most comprehensive collection of terrorist incidents, only
0.233% of all recorded terrorist attacks were committed with CBRN weapon tech-
nologies. The majority of these cases were targeted poisonings and the use of CS
or tear gas [60]. Based on an empirical assessment of terrorist attacks against the
United States of America, the authors of another study note that “[b]etween 1970
and 2010, there were 751 terror attacks using conventional explosives and only 85
attacks using CBRN weapons” [24], p. 58. Moreover, the authors of this study have
included very low-impact CBRN incidents such as attempted poisonings.

Furthermore, the concept ofWMD, as defined above, does not encompass all mass
destructive terrorist events or all terrorist weapons of mass destruction. Indeed, many
of the past terrorist attacks that produced exceptionally large amounts of fatalities
were executed with weapons that would not qualify as WMD as defined above. The
attack on September 11, 2001, in New York City is just one (prominent) example
of such weapons (See discussion in Bentley [8], p. 397). Furthermore, it has been
shown in different studies that the most deadly terrorist attacks have been committed
with conventional weapons such as IEDs or firearms. For instance, the authors of the
recent studies on WMD terrorism in the USA that was mentioned above note in this
regard:

In addition to their higher attack frequency, conventional attacks using explosives cause
higher damage, on average (…) Since 1970, 216 people have died from terrorist bombings
in the USA while seven individuals have died from CBRN attacks. On average, 0.28 people
die per bombing campaign, while 0.08 people die per CBRN attack [24], p. 59.

In addition to this observation, a quantitative data analysis of the incidents listed
in the GTD calculated both the total numbers of fatalities as well as the fatalities per

2 A brief selection of published research includes [2–5, 8–10, 13, 14, 25, 26, 36, 37, 39, 45, 53, 54].
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attack for different weapon types used by terrorist groups (See LaFree et al. [46]).
Based on this calculation, vehicle-based attacks seem to be the deadliest terrorist
weapons, followed bymeleeweapons and firearms.According to this study, chemical
weapons come in fourth and are the deadliest weapons that are commonly considered
WMDs—with a total fatality number of 629. In comparison, explosive devices have
a slightly lower rate of fatalities per attack but are responsible for a total amount of
99,379 deaths [46], p. 139.

Because of the absence of WMDs in terrorist incidents, one could argue that this
weapon category should not have priority and should not be discussed to such an
extent in terrorism research. However, next to the low probability that a terrorist
group, in fact, gets their hands on a WMD, law enforcement and security agencies
have been using the term WMD with regard to terrorism to stress the danger of
certain non-CBRN weapons with particularly high impact. In these instances, the
notion of mass destruction has arguably lowered threshold levels when referring to
crimes or terrorism in comparison to the above-formulated definition of WMDs as
military-grade CBRN weapons. Even a death toll in the lower hundreds caused by
an improvised device could count as a WMD event in the eyes of practitioners and
policymakers:

In the USA, this approach to redefine WMD for terrorism was even turned into
national legislation. In the aftermath of the Oklahoma City bombing in 1998, the
perpetrator of the attack, Timothy McVeigh, was sentenced to death in accordance
with a by then only one-year-old reform of the US criminal code (For discussion, see
Madeira [49]). According to these changes, the use of a WMD can be punished with
the death sentence andWMD in this regard does not only refer to CBRN devices, but
also to other “destructive devices include[ing] bombs, grenades, mines, or any gun
with a barrel larger than one-half inch” (opp. cit. Carus [13], p. 29). In this reform, the
termWMDdoes not only refer toCBRNweapons, but could better be characterized as
CBRNE (chemical, biological, radiological, nuclear, and explosive). Next to Timothy
McVeigh, also the shoe bomber RichardReid aswell as the perpetrators of the Boston
Marathon bombing were prosecuted for usingWMDs—despite the fact that all these
attacks involved conventional IEDs.

The interpretation of WMDs as CBRNE is one of the most prominent proposals
to cope with the challenges of the concept of WMD with regard to terrorism. Next
to practical and legislative advantages, the interpretation of WMD as CBRNE in
terrorist incidents also appears to be a solution to the problem that the above-defined
interpretation ofWMDasmilitary-gradeCBRNmaybe both too narrowand factually
irrelevant to account for most mass-casualty terrorist attacks. By adding explosive
weapons, that were used in 52.65% of all terrorist attacks listed in the GTD [60],
the concept of WMD rapidly becomes a synonym for the most worrisome and most
destructive weapons in terrorism—as the term traditionally promised.

Despite these obvious advantages, the treatment ofWMDas CBRNE extrapolates
some of the problems Enemark is raising in his article. For example, the problem
that WMD includes too diverse weapon types that cannot be summarized in a single
category becomes even more severe with regard to the CBRNE interpretation. The
addition of explosive weapons to the definition of weapons of mass destruction
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would further broaden the concept and would, for example, refer to the nuclear
bomb and to small IEDs that contain little more than pyrotechnical substances alike.
Furthermore, if one would interpret explosive weapons as not only referring to IEDs
but also to RPGs, mortars, grenades, and small artillery, then the category of WMD
would include almost all known weapon types with the exception of small firearms
and melee weapons. This interpretation of WMD seems to be too broad to be an
efficacious category for both symmetrical and asymmetrical conflicts. Efficacious in
this regard does not only mean that the CBRNE interpretation of WMD seems too
diverse from a theoretical perspective.

It also poses serious challenges for the practitioners and institutions that work
with this definition. First of all, the CBRNE definition fundamentally conflicts with
the definition of WMD used in international law and numerous UN regulations
and treaties. Furthermore, since the label CBRNE presents itself as a single cate-
gory of (advanced) weaponry, law enforcement, and intelligence practitioners could
be tempted to allocate a special branch of their work to this category. However,
since the weapons summarized under this label are highly diverse, some of them
need completely different resources and analysis than others. For example, counter-
measures against nuclear terrorism ought to focus on global non-proliferation
efforts and state-funded terrorism, while IED counter-measures are (amongst others)
focused on restricting access to certain household chemicals. The CBRNE label
could be falsely suggesting that the threats evolving out of these different weapon
types should be treated within the same department or group of analysts.

Moreover, and relevantly for this chapter, the interpretation of WMD as CBRNE
with regard to terrorism poses some serious ethical issues that can be portrayed with
the help of two examples.

On June 12, 2018, German security forces stormed an apartment in Cologne and
arrested the Tunisian Salafist Sief AllahH. on the basis of intelligence that he planned
a terrorist attack. During the raid of his apartment, Special Forces were called in and
found over 3000 castor beans that contain the organic toxin ricin. According to the
German police report of this incident, Sief Allah H. had already begun to grind
the seeds and had apparently attempted to combine the ricin powder with an IED
(improvised explosive device) to disperse the toxin in a populated area in Cologne
[56, 59, 61].

In the aftermath of this plot, Sief H’s plan to construct a ricin-based IED was
portrayed as a singular and exceptional case of terrorism that had the potential to
kill or wound tens of thousands of persons. H’s device was repeatedly called the first
“bio bomb” in the history of terrorism in Germany [19]. This characterization of the
incident that the German news media called the “Cologne Ricin Plot” fits all too well
into the above decided interpretation of all CBRNE weapons as WMDs.

This portrayal of the ricin plot as WMD plot was visible in the journalistic
reporting on the incident. In many journalistic analyses of the plot, authors described
ricin as a biological weapon agent and referred to the Chemical Weapons Conven-
tion (CWC) and in the BiologicalWeapons Convention (BWC) of the UnitedNations
(UN) [51, 64, 67]. This interpretation of the plot as a WMD event significantly influ-
enced the style of reporting in the German news media. After the arrest of Sief
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Allah H., the German daily newspaper Rheinische Post published an article about
the details of H’s plot. In the title of this article, the author claimed that the amount of
ricin that H. produced had the potential to kill up to 13,500 persons [56]. Although
German counter-terrorism forces managed to arrest H. before he could commit the
attack, the journalist reporting on the incident and the hypothetical scenarios that
were formulated in the headline of the article, arguably, evoked a substantial amount
of anxiety among the German public. Furthermore, one could argue that this style of
reporting contributed to an erosion of public trust in the German security apparatus.
The mere prospect of an attack with up to 13,500 fatalities was more than enough to
spread fear and distrust in German society.

In the text of the article in Rheinische Post, the author explains that the estimate
of 13,500 potential fatalities on the basis of the ricin in Sief H.’s apartment was given
by a German security official. However, the author admits in a short sentence that the
same official also stated that the number of 13,500 was a mathematical calculation
on the basis of the LD50 value3 of ricin [56]. Yet, the LD50 value exclusively displays
the lethality of a perfectly purified substance under ideal laboratory conditions. Later
on in the article, the author, in effect, admits that this was an exaggeration when he
stated that the interviewed security official estimated the lethality of H.’s actual ricin
device to be in the low hundreds.While this death toll would still be horrific, it would
not be the almost apocalyptic number of 13,500 fatalities after a single attack, as was
propagated in the title of the article.

The security official that was interviewed for the article gave a differentiated
estimate of the possible consequences of an actual attack with H.’s device. Yet,
apparently, this estimate was not in line with the picture of a planned WMD attack
that the journalist wanted to communicate with the article. Hence, he chose to use
the estimate that was based on the LD50 value of ricin as the headline of the article.
However, with this headline, the article clearly provided H. with the means to greatly
increase fear among the German public. This fear was in large parts generated by
the WMD label that was pinned to the Cologne Ricin Plot.

The ethical issues that arises here stem from the coverage of the plot as one of
WMD: In presenting H’s plot as one of WMD with the potential to cause 13,500
fatalities, the press coverage likely spread significant fear through the relevant popu-
lation. The issue here is that, unknowingly, the press coverage may cause caused
‘soft damage’, where a particular attack has population level psychological impact
by means of causing widespread fear in society, a point returned to below. The issue
here is that presenting the Ricin plot as one of WMD in fact aided the social impacts
that H might have been seeking. Thus we have an ethical issue about responsibility
for soft damages, and how we ought to assign that responsibility to actors other than
the terrorist themselves.

Another example of these ethical challenges is the 2006 Forest Gate Raid, which
was based on intelligence provided by the British intelligence agency MI5 that a

3 The LD50 value refers to the lethal dose of a substance and describes how many µg (or mg) per
kg body weight of the substance is necessary to kill 50 percent of the exposed population under
laboratory conditions.
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radiological or chemical device was stored for an attack in two apartments in a
neighbourhood of London [11]. However, during the raid this piece of intelligence
turned out to be false. In fact, the two residents of the raided apartment did not
have any ties to terrorism. Yet, not knowing about this false intelligence, the police
arrested the residents of the apartment and one of the officers shot a resident in the
chest (Independent Police Complaints Commission 2006).

Here, the anticipated, devastating consequences of a ready-to-use WMD coupled
with the full-body protective gear that influenced the officer’s sensory apparatus and
further heightened the stress associated with the threat caused the officer to shoot
the resident. As a response to this, the British prime minister Tony Blair commented
on the raid as follows: “You can only imagine if they [police officers] fail to take
action and something terrible happened what outcry would be then, so they are in an
impossible situation” [6]. This raid was an “impossible situation” for the operatives
(and the residents) since the time pressure and the stress of an already assembled
WMDwith its anticipated consequences forced quick response and caused mistakes
and overreaction.

This has ethical relevance, as counting all CBRNEweapons asWMDs in a terrorist
attack can falsely extrapolate the gravity of the situation that police officers on site
might be confronted with. In case of the Forest Gate Raid, the police officers entered
the apartment with the expectation to be forced to prevent an attack of tremen-
dous destructive potential at all costs. The (implicit) labelling of all radiological or
chemical devices as WMDs caused the police officers to act disproportionately.

Here the ethical implications are twofold: first, using a coarse and broad definition
of WMDmeans that the security officials themselves perceive a particular operation
as posing significant risk to them. This places unjustified stress and pressure on
those security officials, which leads to the second ethical issue—in engaging with
a potential target as not simply a terrorist, but one with potential WMDs, it is more
than likely that the counter-terrorism response will be disproportionate to the actual
objective threat that they are facing. Proportionality is a fundamental ethical principle
for security actors, and so we need to be very careful with the use of terminology like
WMD that might both induce and potentially be seen to justify a disproportionate
response to the actual threat being faced.

Both of the above-described examples show that CBRNE definition of WMD
poses serious ethical challenges in practice and is still focused on physical impact as
a defining criterion. However, as will be shown below, the impact of a weapon in the
hands of terrorists should not only be characterized by focusing on its capability to
produce mass physical destruction. Several authors pointed out that the impact of a
terrorist weapon consists ofmultiple different categories including, but not limited to,
physical destructiveness (See e.g. Bunker [12], Dunn et al. [23]). Selected approaches
to give alternative concepts to classify especially impactful terrorist weapons will be
discussed in the following section.
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5 Alternative Concepts for Terrorist Weapons of Mass
Destruction

The issues associated with mass casualty terrorist events and the definition of
WMD caused several researchers, practitioners, and policymakers to rethink the
conceptualization of terrorist weaponry.

One possible solution to the problem of defining WMD was proposed by Robert
J. Bunker, who presented his concept of Weapons of Mass Disruption (WMD2) in a
publication in 2000 (See Bunker [12]). In his article, Bunker points out that certain
novel weapon types (including CBRN weapons like non-lethal viruses) cannot be
classified as causing mass destruction. Bunker argues that these weapons target rela-
tionships and bonds on a massive scale (mass effect) in society rather than physical
objects and persons [12], pp. 41–43. Therefore, these weapons might have an enor-
mously disruptive effect despite not inflicting mass casualties or large-scale physical
destruction. Clearly, Bunker’s novel concept of WMD2 could be used to solve the
problem that someWMDs such as radiological dispersal devices (RDDs) do not seem
to bemass destructive, but rathermassdisruptive in societies.However, in solving this
problem, Bunker creates yet another category of weapons that is arguably as vague
as WMD. The concept of WMD2 does not seem to have clear borders and threshold
values with regard to effect size and extent of disruption. Thus, Bunker’s solution
to the problems of WMD creates even more problems with regard to vagueness and
fuzzy borders between weapon categories. Furthermore, many of Bunker’s exam-
ples of WMD2 weapons (i.e., radio frequency weapons, genetic alteration weapons,
liquid metal embrittlement) seem even more detached from the reality of terrorist
weapon choices than the traditional WMD weapon category.

Perhaps the most promising candidate concept in relation to mitigating the prob-
lems of WMD with regard to terrorism is the concept of Weapons of Mass Effect
(WME). Initially proposed byWilliamYengst in 2008, the concept ofWME is aimed
at accounting for all those (terrorist) weapons that cannot be considered strictly mass
destructive in the traditional sense, but that create a mass effect (See Yengst in Dunn
et al. [23]). Yengst defines mass effect as an interplay of seven different criteria
(Fig. 1):

According to Yengst, these criteria can be used as a rating system for terrorist
weapons: only if a particular weapon reaches a certain score with each of these
criteria and surpasses a certain threshold (in Yengst’s analysis 41 points), then one
could reasonably call this weapon aweapon ofmass effect. Examples of theseWMEs
in Yengst’s analysis are explosive attacks against critical infrastructure, the use of
kinetic energy against office buildings (e.g., with an aircraft) or the contamination
of drinking water supplies. With his approach to a dynamic rating system, Yengst
effectively circumvented the demarcation problems resulting from static concepts
such as WMD. Thereby, he solves problems such as the lacking identification of
mass destruction and the high diversity of weapon types within the concept ofWMD.

However, Yengst’s proposal of WME does not abolish or replace the concept
of WMD but rather offers an additional category of terrorist weapons for all those
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a. Fatalities and Casualties 

b. Size of Area Devastated 

c. Critical Infrastructure Facilities Destroyed 

d. Extent of Economic Losses 

e. Duration of Functional Downtime 

f. Degree of Terrorism (Visible Damage, Shock, and Awe) 

g. Satisfaction of Terrorist Operational Capabilities 

Fig. 1 Yengst’s criteria for mass effect [23], pp. [2–5] 4–5

unconventional weapon types that are not regarded WMDs in the traditional sense.
While the dynamic nature of Yengst’s approach does not run into the same problems
as Bunker’s WMD2 proposal, it does not explicitly solve the problems with the
concept of WMDs, since only a few of Yengst’s WME examples challenge the
concept of WMD. Furthermore, Yengst’s concept of WME allows for a large degree
of subjectivity concerning the presumed effect of a weapon or an attack. For example,
a workshop report from 2010 that used Yengst’s concept portrayed the 9/11 attacks,
the Popular Front for the Liberation of Palestine aircraft hijackings in the 1970s
as well as the attempted assassination of Margaret Thatcher with an IED as WME
attacks.

To sum up, while Yengst’s approach to introduce a rating system to measure the
effect (or impact) of terrorist weapons appears to be a suitable candidate to resolve
a number of the problems with the concept of WMD in relation to terrorism, his
introduction of the staticWMEconcept for high-scoringweapons re-introduces some
of these problems. By including or excluding certain weapon types to this concept
according to varying criteria, researchers that use WME are yet again facing the
problems that have been discussed above with regard to WMD. Hence, and based
on Yengst’s proposal, the following section will propose to expand Yengst’s idea
of a rating system to measure the impact of terrorist weapons. However, contrary
to Yengst’s approach, this new proposal does not introduce yet another concept of
high-impact weapons but rather treats each and every (potential) terrorist weapon
individually and based on its score in the rating system.
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6 The Terrorist Weapon Rating System

As seen in the last section, some researchers and practitioners have made attempts
to overcome the problems arising from the traditional interpretations of WMD and
CBRN. However, it also has been shown that these attempts either run into new
problems or fail to resolve the original problems. However, the score-based approach
of WME that was introduced by Yengst seemed to be the most promising attempt to
cope with the problems that the term “WMD” poses with regard to terrorism. Hence,
elements of Yengst’s methodology will form the basis for my own proposal. In the
following section, a dynamic rating system to identify the most dangerous terrorist
weapons will be introduced.

Obviously, the term “dangerous” in this context is vague and unhelpful, at least
at first glance. However, on my account dangerous will be cashed in terms of the
broader concept of risk. Thus, a dangerous terrorist weapon is a weapon that poses
the greatest risk to society. As several researchers already pointed out, risk is a two-
dimensional term that refers both to the harmful impact as well as the probability
of that impact (See e.g. Forest [29]). Thus, in the cases of terrorist weapons the
risk would be calculated by recourse to, firstly, the factors restricting the terrorist’s
decision to use a weapon and, secondly, the possible impact (or effect) that this
weapon would have if used by terrorists. As already seen above, Yengst’s criteria
for defining WMEs are primarily aimed at one dimension of the risk that a terrorist
weapon poses, namely the impact (or effect) of the weapon. However, to properly
analyze this risk, both dimensions, impact and probability, are needed. Hence, the
rating system in this section will not only include some of the criteria Yengst uses to
assess the impact of a certain weapon but will also identify factors on the probability
axis—in particular, factors that restrict the weapon choices of terrorists.

Assessing the likelihood with which a weapon might be used by terrorists is a
highly complex endeavor. Terrorist groups and lone operators are agents with a wide
variety of motives (both rational and irrational) who are also interested in disguising
their decision-making and in deceiving researchers and investigators. Thus, a quan-
titative and standardized estimation of the probabilities of the use of certain weapons
by terrorists is, in general, challenging. However, researchers like Gary Ackerman,
AdamDolnik, Brian Jackson, and others have identified and discussed several criteria
that might influence the decision making of a terrorist group to use a specific weapon
for an attack [1, 17, 21, 41]. Based on these criteria, it might be possible to give an
indication as to how likely it is that a terrorist group might be successful in acquiring
and using a certain weapon for an attack.

First of all, however, it is necessary to further refine the criteria to be used in
assessing the impact or effect of a certain weapon in the hands of terrorists. One can,
at least, identify four major criteria that contribute to the impact of a certain weapon:
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(a) Hard damage

First of all, the most visible impact that a weapon can produce is physical damage.
This damage includes destruction of, and physical damage to, buildings or other struc-
tures as well as the physical harming or killing of persons and animals. However,
while damage to buildings and persons can be easily characterized as physical
damage, that might not be as easy with other forms of damage, such as the damage
created by a cyber-attack. Since no kinetic force is used to conduct these attacks, but
rather digital means such as software, it might be difficult to call the damage inflicted
by a cyber-attack hard damage.4 However, I argue that, depending on the chain of
consequences caused by a cyber-attack, one should characterize its damage as hard
damage even if the direct damage caused by the attack might not be physical. This
argument holds especially for those cyber-attacks directed at critical infrastructure.
In most of these cases, the software is not the weapon itself but rather the means
to turn the critical infrastructure into some sort of second-degree weapon that, via
being destroyed or damaged, does physical harm to persons or damage to buildings.

In addition to physical harm or damage resulting from an attack, international
organizations such as the ICRC stress that other specific harms that are not of a
physical nature can have devastating destructive effects on civilian life as well. With
regard to these harms, the ICRC counts (amongst others) (1) mental harm as well as
(2) economic loss and displacement, as potentially having such a destructive effect
[38], pp. 35–37 and 41–43.

(1) Mental harm as one possible source of damage in the aftermath of an attack is,
according to the ICRC, implicitly mentioned in international humanitarian law
since it forbids “(…) acts or threats of violence the primary purpose of which
is to spread terror among the civilian population” (opp. cit. [38], p. 33). In this
quote, “terror” refers to severemental harm in the form of horror, psychological
trauma, and post-traumatic stress.

Two important examples of such psychological reactions to terrorist attacks are
anxiety andmoral outrage. A terrorist attack with an advanced weapon technology or
CBRN device has the potential to inflict widespread anxiety in society [2], p. 24; [3,
33, 52]. For example, public fear of possible contamination caused by improvised
radiological or chemical weapons would be instances in which weapons inflict a
massive degree of anxiety [44, 52, 66].

Moral outrage can be understood as the anger and horror at the severe violation
of a moral standard [7], p. 155. Hence, the complex emotion of moral outrage does
not only include anxiety and horror, but primary anger and disgust that can manifest
in demonstrations, public condemnations of attacks or calls for justice on a collec-
tive level [43]. Arguably, those attacks performed with unconventional and globally
ostracized weapons (such as chemical or biological agents) have the potential to
cause a larger degree of moral outrage than, for example, an attack with a knife or
gun.

4 See Adam Henschke’s chapter in this book on cyberterrorism and the internet of things for more
on this discussion.
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While a certain degree of anxiety and moral outrage seems, at first glance, a
proportionate reaction to an attack, and is in many cases only a temporary condition
with minor influence on the impact of an attack, both anxiety and moral outrage
can, depending on the nature of the attack, result in political militancy or in calls
for (disproportionate) retaliation [33, 34, 58]. One effect of this could be the erosion
of trust in security institutions. For example, a successful attack with an impactful
weapon might harm the reputation of intelligence institutions, law enforcement, and
the military since it may result in the public ceasing to trust them and their ability to
keep society safe [50], p. 214; [65], p. 11.5

(2) Economic loss and (at least temporary) displacement could add to the impact of
a terrorist attack. Particularly, those attacks that involve weapon technologies
capable of causing contamination of a certain area potentially cause significant
economic damage [48] by means of rendering a certain area (e.g., a business
or shopping buildings or streets) unusable for a long period of time. It is note-
worthy that not only a de facto-contamination of a certain area would cause
economic damage, but also the public fear of contamination in the aftermath
of, for example, a radiological attack that was, in fact, not capable of causing
any health-damaging contamination (See Khripunov [44]).

(c) Length of the attack

Not only the damage caused by an attack with a certain weapon but also the attack
itself can tell a lot about the impact of said weapon. One important factor is the
length of the attack in terms of the duration of use of this weapon during an attack.
For example, a knife is a weapon that demands multiple uses over a long duration to
create significant physical damage (i.e., to harm many people). In contrast, an IED is
able to create large scale damage in a one-off use. Other than in case of a knife attack,
security forces responding to an IED attack do not have any chance to interrupt or
stop the attack as it happens. Hence, a weapon that creates significant damage in a
very short time can be characterized as especially impactful.

(d) Uncertainty of consequences

Contrary to Yengst’s approach, it may be very hard (if not impossible) to properly
anticipate the damage a certain weapon will do in terms of physical, economic, and
psychological damage. However, arguably the impact of a certain weapon should be
considered especially high if one is unable to anticipate the consequences resulting
from theuse of it. This uncertainty associatedwith a particularweapon extrapolates its
psychological damage bymeans of spreading large-scale fear in public. For example,
the severity of the consequences from the use of pathogens as terrorist weapons is
a matter of controversy among experts, yet the public believes the effects of biolog-
ical weapons to be catastrophic [42, 52], pp. 6–7, [62]. The town of Salisbury was

5 Please note that several empirical studies found that the aftermath of a terrorist attack can also
have the potential to temporarily increase trust in the Government and in other members of society
in general. This effect is known as the rally effect. However, recent studies showed that this effect
is only a short term effect in the immediate aftermath of an attack [20, 32, 65].
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extensively contaminated with the most deadly chemical agent ever produced (Novi-
chock), yet only three people were wounded as a result of this attack [27]. However,
the uncertainty concerning the effects of terrorists using biological weapons makes
these weapons especially effective in terms of causing psychological and other forms
of soft damage. With regard to counter-measures against these weapons, security
agencies often refer to the precautionary principle as a guiding approach (General
discussion concerning this principle in Grunwald [35], Roeser et al. [57]).

However, the uncertainty attached to these weapons is a problem not only for the
counter-terrorism authorities but also for the individual who uses them. First of all,
as is the case for the authorities, the perpetrator faces a high degree of uncertainty
with regard to the extent of the impact a certain, advanced weapon would have. For
example, the release of a fatal virus in a shopping center might have a tremendous
impact, yet the fragile nature of viruses as well as environmental conditions and
other factors might diminish said impact dramatically. Secondly, the perpetrator of
such an attack faces uncertainty with regard to her own security when using certain
weapon types. For example, in the example above the perpetrator might very well
fall victim to her own weapon during the attack against the shopping mall. This
dual uncertainty makes it almost impossible to use said weapons in a controlled
and discriminate manner. This uncontrollability makes these weapons even more
dangerous and, hence, increases their potential impact.

So far, these four criteria only give information about what could happen if terror-
istswould acquire and use a certainweapon technology.However, to properly analyze
the risk certain weapon types are posing, it is also necessary to consider the factors
that increase or decrease the probability that terrorists might acquire and use a certain
weapon. In addition to the criterion of high impact of a weapon, researchers have
shown that terrorists might also consider the following criteria in choosing their
weapons:

(a) Availability

The probability that a certain weapon will be used by terrorists can be seen as high
if the materials that are necessary to assemble said weapon are openly available or
can be acquired with little restrictions. Furthermore, the financial means that are
necessary to acquire and assemble a particular weapon are part of the decision-
making process of a terrorist group in their choice of weapons. The more affordable
a weapon is, the more likely it will be acquired by small cells and lone operators
[1], pp. 14, 76–82, 90, Fig. 4.1; [17], Table 2.1; [16], pp. 48–57, [21], p. 19, [31],
pp. 1–13, [30], pp. 269–282, [40], pp. 198–201.

(b) Required expertise

Expertise plays a crucial role in the acquisition and use ofweapons by terrorists. Some
weapon types require extensive and specialized expertise to be used successfully,
while others do not require deep knowledge of any kind. Here, the pre-existing
expertise as well as the knowledge resources (i.e., personnel, network, safe spaces
for testing) of a terrorist group deeply influence what kind of weapon will be chosen
for an attack [1], pp. 14, 83, 87–88, [17], Table 2.1, [31], pp. 1–13, [30], pp. 269–282.
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(c) Operational space needed

One particularly important factor determining the expertise that is needed to success-
fully use a certain weapon is the sophistication of the delivery system for such a
weapon6. Aweapon with a specialized, complex delivery systemmight create a large
impact, but might require a large amount of resources and considerable specialized
expertise. Some weapon technologies need extensive space and specialized facilities
if they are to be used in an attack. For example, the construction of an improvised
nuclear device (IND) requires, at least, a laboratory with specialized equipment
and facilities to store raw materials, precursors, and other materials. In a similar
fashion, the handling of pathogens such as Yersinia pestis (the bacteria that causes
the plague) demands laboratory conditions with suitable safety standards to avoid
accidental infection. Yet, a simple IED might be manufactured in an apartment in an
urban area without risking detection.

The operational space that is needed to manufacture a certain weapon type influ-
ences the weapon choices of terrorists in, at least, two ways: first of all, a large
operational space such as an industrial complex, a laboratory or a remote facility
requires very considerable financial resources. Secondly, a large operational space
increases the risk of detection by security agencies. Potential terrorists would have
to sign documents and create cover stories in order to get access to a laboratory
facility. These procedures make them and their plot vulnerable to being exposed and
interrupted [4, 12, 16, 23, 28, 47].

(d) Tactical, strategical, and ideological advantage

Last but not least, the use of a particular weapon has to have a clear tactical, strategic
or ideological advantage over other weapons. Some terrorist groups have a strategy
of toppling a regime by targeting specific persons and institutions, while others prefer
to spread fear with mass-casualty attacks. Hence, the strategy and, consequently, the
preferred tactics of a group determine the weapon choice of a terrorist group as well
[1], pp. 13, 72, 99, [17], Table 2.1, [21], pp. 13–21, [41], p. 15.

However, not only tactics and strategy but also the underlining ideology of the
group plays a crucial role here [1], pp. 12, 73, 83, [17], p. 44, [21], p. 70f, [22].
For example, a Marxist-Leninist terrorist group that mainly targets political figure-
heads might not be as interested in indiscriminate biological agents as an apocalyptic
religious group that attempts to kill all “infidels”.

It is important to note that all of these weapon choice criteria cannot be under-
stood as general rules for terrorist decision-making. Rather, they should be seen
as indicators for weapon choices that are highly dependent on specific ideologies,
organizational structures and capabilities of terrorist groups [1, 17, 21, 41, 45]. For
example, the weapon choice pattern of so-called Islamic State of Iraq and the Levant
inspired lone operators in Western Europe might be completely different from the
weapon choice pattern of the Revolutionary Armed Forces of Colombia (FARC) in
Colombia. Hence, to accurately assess the risk that a particular weapon poses, one

6 The author expresses his gratitude to Michael L. Gross for raising this point [15].
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has to specify this risk by means of attaching it to a certain terrorist branch (e.g.,
Islamist cells or right-wing lone operators) and a region (e.g., Western Europe).

Furthermore, the assessment of the impact that a certain weapon might have
cannot necessarily be generalized. To properly assess the impact of a weapon, it
is important not only to avoid general weapon categorizations, such as CBRN or
CBRNE, one should also avoid generalizations of weapon types such as “chemical
weapon” or “explosive”. Rather, one should attempt to focus on the nature and
amounts of ingredients that a particular weapon consists of to arrive at a specific
scenario that can be coupled with the specified weapon choice patterns of a particular
group in a particular region. For example, one could assess the impact of a medium-
sized improvised chemical device consisting of phosphine and estimate whether the
choice patterns of a small terrorist cell in a Western democracy would be in favor of
this weapon.

7 Conclusion

This chapter has shown that the categorization ofweapon technologies using concepts
like WMD runs into severe problems when applied to the phenomenon of terrorism.
Hence, it was proposed to abolish the static approach that lists weapon categories
with regard to the terrorist threat and, instead, to introduce a dynamic rating system to
assess the risk that specific weapons pose in the hands of particular terrorist groups.

Yet, to what degree is this rating-based approach superior to the above discussed
CBRNE interpretation ofWMD that is (at least to some degree) currently being used
in counter-terrorism practice? First of all, from a conceptual perspective, the rating
approach has the advantage of giving a more detailed overview of the risk that a
certain weapon type poses in the hands of a given terrorist group. Not only physical
impact and casualty numbers but also soft damage and the handling of the weapon
technology as well as its availability and ease of use are included in this overview.
Secondly, the rating approach does not include or exclude a fixed set of weapon
types. Therefore, this approach can be used to determine the risk of a wide variety of
weapons that might be used by terrorists in the future. Thirdly, the approach to use a
rating system for these weapons with regard to terrorism does not conflict with the
existing definition of WMD in international legislation. After all, a nuclear weapon
can be both a WMD according to international law and the most impactful (yet least
available) terrorist weapon on the scale.

Additionally, from the point of view of practitioners and counter-terrorism insti-
tutions, the more detailed account of the presumed impact of a certain weapon in the
hands of terrorists could be used to allocate resources more efficiently on particular
weapon types that pose the greatest risk. After all, the counter-measures against the
acquisition of an off-the-shelf nuclear weapon might be radically different from the
counter-measures necessary to prevent an attack with the above-described impro-
vised phosphine device or a crude RDD. While the first one requires international
efforts of non-proliferation and the enforcement of international treaties, the latter
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one involves counter-measures such as educating and cooperating with hardware
store employees or companies that produce pesticides in Western democracies on a
local level. Hence, the introduced weapon rating system enables counter-terrorism
institutions to group certain weapon types together dynamically and allocate specific
groups of counter-measures necessary to prevent attacks using said weapons.

Finally, the above introduced rating system can help to resolve some ethical issues
that arise from the use of concept (and mis-conceptualisations) of WMD in coun-
terterrorism practice. Using the suggested rating system would prevent practitioners
and other stakeholders like the press from misinterpreting terrorist plots with small
amounts of toxic or radiological substances asWMD events. Amore complex under-
standing of the impact of terrorist attacks with these substances can help to prevent
disproportionate responses to threats by police forces as well as exaggerated and
fear-inducing reporting by the news media in the aftermath of an attack or foiled
plot.
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