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RETHINKING CONSUMERS’ DATA SHARING DECISIONS 

WITH THE EMERGENCE OF MULTI-PARTY 

COMPUTATION: AN EXPERIMENTAL DESIGN FOR 

EVALUATION  

Research in Progress 

 

Wirawan Agahari, Delft University of Technology, Delft, Netherlands, w.agahari@tudelft.nl 

Mark de Reuver, Delft University of Technology, Delft, Netherlands, g.a.dereuver@tudelft.nl 

Abstract 

Consumers are increasingly reluctant to share their personal data with businesses due to mounting 

concerns over privacy and control. Emerging privacy-enhancing technologies like multi-party 

computation (MPC), which allows generating insights while consumers retain data control, are 

challenging the current understanding of why consumers share their data. In this research-in-progress 

paper, we develop and evaluate an instrument and experimental design to investigate the impact of MPC 

on consumers’ willingness to share data and its antecedents. Preliminary analysis from a pre-study 

(N=300) indicates a good fit for our model. Also, MPC enhances consumers’ control and trust while 

reducing privacy concerns and risk, ultimately increasing data sharing willingness. The findings suggest 

that privacy-enhancing technologies significantly affect both the willingness to share data itself and its 

typical antecedents. The next step will conduct a large-scale online experiment using the developed 

instruments to evaluate further the impact of MPC on consumers’ willingness to share data.  

 

Keywords: Multi-party computation, willingness-to-share, experimental research, information privacy, 

privacy-enhancing technologies 

1 Introduction 

More and more (personal) data are being generated in today’s digital world, thanks to recent advances 

in technologies such as the Internet-of-Things (IoT). As a result, data is viewed as fuel for our (digital) 

economy and society (The Economist, 2017). Especially when data is shared, it can benefit consumers, 

businesses, and society, such as automation, personalization, business efficiency, and knowledge 

creation (Cichy et al., 2021; Schomakers et al., 2020). However, consumers are increasingly concerned 

about their information privacy (Malhotra et al., 2004). Specifically, consumers feel that they have lost 

control over their data and often have no idea how companies handle it (S. Spiekermann & Novotny, 

2015). Moreover, they are afraid of the possible data misuse by third parties, ultimately leading to 

consumers losing trust in sharing data and refraining from data sharing (Pal et al., 2021). As a result, 

economic opportunities may be missed, and businesses largely remain dependent on large data 

aggregators and cloud providers for access to data. 

Novel privacy-enhancing approaches are expected to stimulate data sharing while respecting consumers’ 

privacy and control over data. One prominent example is Multi-Party Computation (MPC), which could 

overcome data sharing barriers (Zare-Garizy et al., 2018) and foster new economic opportunities (Zafrir, 

2020). MPC is a cryptographic technique that involves sharing information while not disclosing 

submitted data between any involved parties (Yao, 1986). Nevertheless, MPC implementation has long 

remained limited, and only recently, computing resources are sufficient to execute demanding MPC 

algorithms. 
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In the Information Systems (IS) literature, information privacy theory is commonly used to study 

consumers’ willingness to share data (Smith et al., 2011). Prior studies focus on various antecedents for 

willingness to share data, such as control (Krasnova et al., 2010), privacy (Malhotra et al., 2004), risk 

(Dinev & Hart, 2006), and trust (Pavlou, 2003). However, MPC is essentially a different approach to 

data sharing that poses a new context to understand consumers’ willingness to share data. MPC only 

computes and shares the analysis results (data insights) while keeping the input data private (Bestavros 

et al., 2017; Elliot & Quest, 2020). In this way, consumers could be more willing to share data with 

MPC, as they retain privacy and control while facing less risks and lower need to trust other actors. 

Therefore, IS scholars need to understand the mechanisms through which MPC affects consumers’ 

willingness to share data. As MPC is currently emerging in the market, IS scholars should start 

conceptualizing now what MPC means for data sharing decisions. 

This research-in-progress paper aims to develop and evaluate an instrument and experimental design to 

investigate the impact of MPC on consumers’ willingness to share data and its antecedents. Based on 

this objective, we formulate the following research question: how to evaluate the impact of MPC on 

consumers’ willingness to share data and its antecedents? To do this, we draw upon information privacy 

theory (Malhotra et al., 2004; Smith et al., 2011) and look into key factors that scholars have been 

focusing on when researching consumers’ willingness to share data, namely perceived control, privacy 

concerns, perceived risk, and trust. In this way, we can examine why consumers’ willingness to share 

data could be greater with MPC in place. As an approach, we opt for the between-subjects experimental 

research design by comparing MPC and Trusted Third Party (TTP) as a conventional, non-MPC-based 

solution. We specify our context to sharing driving data in a personal data marketplace, meaning that 

consumers can voluntarily sell their data (Schomakers et al., 2020) instead of being collected by third 

parties as part of digital data devices usage (Cichy et al., 2021). Nevertheless, such data are highly 

sensitive and create mounting concerns for consumers (Docherty et al., 2018), making them refrain from 

sharing data despite possibilities to benefit from data-driven services (Athanasopoulou et al., 2019; 

Kaiser et al., 2021). Hence, we established a unique setting with a high potential for value creation and 

a low willingness to share, making it relevant to see the impact of MPC. 

2 Background 

2.1 Multi-party computation 

MPC is a powerful instrument because it provides a possible solution to Computation on Encrypted Data 

(CoED) (Archer et al., 2018). MPC comprises two or more input parties, each with a concealed dataset, 

whereby they jointly compute an objective functionality (e.g., an application-oriented task such as 

electronic voting) based on their inputs (Zhao et al., 2019). MPC used the secret sharing technique by 

splitting each parties’ data into multiple parts (i.e., secret shares), computed based on the requested 

function, then recombined to generate the results (Pedersen et al., 2007). While the theoretical concept 

of MPC is not novel (Yao, 1982), recent advances in computational power and efficiency are bringing 

MPC increasingly closer to real-life applications. 

A popular illustration of MPC is the millionaire’s problem (Yao, 1986), a secure comparison function 

to determine which one of two millionaires is richest, without revealing the net worth to each other. 

MPC has been implemented in several use cases, such as auction-based pricing (Bogetoft et al., 2009), 

gender wage gap analysis (Lapets et al., 2018), and improving healthcare intervention (van Egmond, 

2020). Nevertheless, its application within data marketplaces is lacking (Koch et al., 2021; Roman & 

Vu, 2019). Further, various barriers are hindering large scale implementations of MPC, such as usability 

issues (i.e., too complex to understand by non-experts), technical issues (i.e., performance limitations 

and scalability), and legal aspects (i.e., current regulations discourage cooperation) (Choi & Butler, 

2019). 
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2.2 Data marketplaces 

Data marketplaces are digital platforms managed by data marketplace operators that enable data 

providers (i.e., individuals or organizations) to share and sell data to data buyers (Koutroumpis et al., 

2020; M. Spiekermann, 2019). Access to the data, manipulation, and the use of the data by other entities 

is commonly governed by the data marketplace using a range of standardized or negotiated licensing 

models (Stahl et al., 2016). Both static and dynamic data streams can be shared and traded in data 

marketplaces, in which it is accessible via individual file downloads, Application Programming 

Interfaces (APIs), or customized web interfaces (Fricker & Maksimov, 2017; M. Spiekermann, 2019). 

On top of that, data marketplaces also offer complementary applications and services such as data 

visualizations, data valuation, and data analytics (Mucha & Seppala, 2020; M. Spiekermann, 2019). 

Hence, such platforms would create value for its participants by lowering transaction costs, stimulating 

innovation by third-party developers, and generating network effects. This paper focuses on personal 

data marketplaces, where individuals can directly offer what kind of data they want to share in exchange 

for monetary compensation (Schomakers et al., 2020). 

2.3 Information privacy theory 

Information privacy refers to the ability of individuals to control when, how, and to what extent 

information about them is shared with others (Popovič et al., 2017; Westin, 1968). One theoretical 

stream of information privacy is the privacy calculus, where consumers weigh the benefits and costs of 

data sharing (Culnan & Armstrong, 1999). Nevertheless, we argue that the impact of MPC is more 

relevant to the costs of data sharing. Therefore, we control for perceived benefits by making it constant 

and assume that consumers will get benefits by sharing their data, such as money and better services 

(see Section 3.1). 

Scholars have been using information privacy theory to explain consumers’ information disclosure 

decisions in various contexts, such as e-commerce (Dinev & Hart, 2006), social media (Hajli & Lin, 

2016), e-health (Juga et al., 2021), and IoT services (Bélanger et al., 2021). Information privacy theory 

stresses privacy concerns as an antecedent of data sharing, defined as the degree of an individual’s 

concern on who has access to the data that is being shared and how other parties use it (Smith et al., 

1996). This means that those with a deep concern over their information privacy are likely to refrain 

from data sharing and demand more privacy protection (Cichy et al., 2021; Schomakers et al., 2020). 

Related to the definition of information privacy is the notion of control over data, making it one of the 

key factors in consumers’ decision to share data (Dinev et al., 2013; S. Spiekermann, 2005). Perceived 

control refers to the extent to which an individual believes that he/she is able to manage the release and 

dissemination of personal information (Xu et al., 2011). This factor is essential as consumers are 

increasingly worried that they have lost control over their data and have no idea how other parties used 

their data (S. Spiekermann & Novotny, 2015), making them even more reluctant to share data. 

Information privacy theory also highlights the vital role of trust as a prerequisite of data sharing (Richter 

& Slowinski, 2019; M. Spiekermann, 2019). Following Ažderska (2012) and Kehr et al. (2015), we 

describe trust as an individual’s belief that another party will act as expected and does not do harmful 

things such as misusing personal data. Since we focus on consumers’ perspectives as data providers, 

trust is divided into trust in data buyers and data marketplaces operator. Further, trust is often associated 

with perceived risk (Hart & Saunders, 1997), in which a higher degree of trust reduces perceived risk in 

data sharing (Dinev & Hart, 2006; Pavlou, 2003). Building on Xu et al. (2011), perceived risk refers to 

the expectation of losses if someone decides to engage in data sharing. In this regard, if people think 

that sharing their data is a risky thing to do and could cause harm to them, they will refrain from data 

sharing (Wang et al., 2016). 

2.4 Hypotheses development 

We develop hypotheses for this study by applying information privacy theory to the context of MPC 

(see Table 1). We expect that MPC could empower consumers to exercise greater control over data than 
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the conventional solution (TTP). With MPC, data buyers will only receive insights from the 

computational analysis between multiple data consumers. In this way, consumers have more control 

over how data buyers utilize the data. Also, with MPC in place, consumers are expected to perceive a 

lower degree of risks and privacy concerns in data sharing than TTP. Since data buyers will not receive 

individual consumers’ data, the risks for consumers to take part in data sharing might be lower. 

Moreover, MPC could also increase consumers’ trust in data marketplace operators and data buyers. 

Both parties will only be able to access computation results and therefore cannot, in theory, misuse 

individual consumers’ data. Furthermore, with all features of MPC, we expect that consumers are more 

willing to share data through MPC than TTP. 

 

Hypotheses 

H1 Consumers perceive more control over data sharing when data marketplaces use MPC rather than TTP 

H2 Consumers have less privacy concerns on data sharing when data marketplaces use MPC rather than TTP  

H3 Consumers perceive less risks over data sharing when data marketplaces use MPC rather than TTP  

H4 Consumers trust operators more when data marketplaces use MPC rather than TTP  

H5 Consumers trust data buyers more when data marketplaces use MPC rather than TTP  

H6 Consumers are more willing to share data when data marketplaces use MPC rather than TTP  

Table 1. A summary of the hypotheses for this research 

3 Research approach 

3.1 Experimental design 

We conduct a controlled, survey-based online experiment to investigate the impact of MPC on the 

willingness to share data in privacy-enhancing data marketplaces. We opt for a between-subject design 

with three experimental conditions: Trusted Third Party (TTP), MPC, and made-up privacy technology 

(referred to as Data-Computation-Protection/DCP). We include a made-up technology in our study 

because we use a description of MPC in our experiment rather than a working demonstrator or prototype. 

A critique could be that users attribute value to the term of MPC rather than to the underlying ideas in 

the technology. Therefore, we want to see if different privacy technologies would make any differences 

in perception or do not matter for users, even if the technology does not exist. 

 

Figure 1. A screenshot preview of the mock-up for the MPC scenario 
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Each condition is different in terms of the description of the technology, how it works in the data 

marketplaces, and a screenshot preview of the mock-up (including a disclaimer on how the technology 

works, see Figure 1). The main difference is that, in TTP, users send data to a central system in which 

the data will be analyzed and stored. Meanwhile, in MPC and DCP scenarios, the data is encrypted in 

the car, and only the analysis results are revealed to the prospective buyer. Both MPC and DCP scenarios 

are identical, with the name of the technology being the only difference. 

The experiment consisted of four parts. After introducing the purpose of the study and the consent form, 

we presented a persona that owns a connected car that generates driving data and could sell it via data 

marketplaces. We asked participants to imagine that the mobility service providers are interested in 

buying their driving data (e.g., trip date and time, destination and routes history, and driving speed) via 

data marketplaces. To control for benefits, we asked participants to assume that they would receive 

better driving advice and financial compensation by sharing their data in this scenario. Next, we 

randomly assigned participants to one of the three conditions (TTP, MPC, or DCP) and introduced them 

to their respective scenarios. Subsequently, participants filled out the post-test questionnaire to rate their 

perception of the data marketplace presented to them. We concluded the experiment with participants 

filling out the demographic questions, which are the same for all conditions. 

3.2 Participants 

We recruited participants using the online crowdsourcing platform Prolific (Palan & Schitter, 2018; Peer 

et al., 2017). Our population comprises consumers that have a driving license. For this pre-study, we 

restricted the sample to participants who are 18 years old and older as this is the minimum age to have 

a driving license in most countries. We also excluded participants from the United Kingdom (e.g., 

participants who have a UK nationality or currently live in the UK) as this will be our sample for the 

main study. Furthermore, we also excluded participants who had already taken part in other studies by 

the authors to ensure the reliability of the answers of our participants. We offered financial compensation 

to participants based on the recommendation provided by Prolific. 

We conducted the data collection on 9 September 2021, and we managed to recruit a sample of 300 

participants (165 male, 126 female, nine others/prefer not to say). The average age of participants was 

30.1 years old (SD = 8.87), and about 70.7% of them are part of the younger generation (18-34 years 

old). Most of them reside in the United States (53.3%), France (20.7%), and South Africa (6.7%). The 

majority had already finished a graduate degree (35%), followed by an undergraduate degree (30.3%) 

and high school diploma/A-level education (18%). More than half of the participants currently work 

full-time (56%) or part-time (13.7%) and primarily work in the IT (19.7%) or finance industry (7.3%). 

About one-third of our participants hold a managerial position, either at a junior (5.7%), middle (18%), 

or upper management level (9.3%). In terms of access to and ownership of cars, only 10% of participants 

did not have access at all. The rest are either own a car (63.7%), have access via family members 

(22.3%), or have access via leasing or rental (4%). Further, 53.4% of participants claimed that they are 

familiar with data marketplaces, while only 23% of participants had prior knowledge about privacy-

enhancing technologies before taking part in the survey. The underlying datasets are available at the 

following link: https://doi.org/10.4121/19403534  

3.3 Scales and measurement variables 

As quantitative studies on sharing driving data via privacy-enhancing data marketplaces are lacking, we 

developed a 5-scale Likert questionnaire by adapting measures from previous studies on information 

privacy (see Table 2). We modified survey items by Xu et al. (2011) to measure both perceived control 

and perceived risk. For privacy concerns, we adopted measures developed by Dinev and Hart (2006). 

Meanwhile, for trust in data buyers and data marketplace operator, we used measures by Kehr et al. 

(2015) and adjusted the items based on the actors in question. Finally, to measure willingness to share 

data, we used measures by Pavlou (2003). 

https://doi.org/10.4121/19403534
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4 Preliminary results 

4.1 Confirmatory factor analysis 

We conduct a Confirmatory Factor Analysis (CFA) using JASP to validate our constructs and 

measurement model (Brown & Moore, 2012). Through five rounds of analysis, we assess the model fit, 

construct validity, and identify areas of misfit (modification indices). To assess the model fit, we use 

measures like the Comparative Fit Index (CFI), Tucker-Lewis Index (TLI), and Root Mean Square Error 

of Approximation (RMSEA). We follow a suggestion by Hu and Bentler (1999) for a good fit of those 

three measures: both CFI and TLI should be 0.95 or higher, and RMSEA should be 0.06 or lower. The 

results show a good level of the fit index of the model, with CFI = 0.988, TLI = 0.984, and RMSEA = 

0.043. 

Next, we looked into standardized factor loadings (λ) of each survey item using a threshold of 0.70 

(Fornell & Larcker, 1981) and removed two items that did not meet the criteria. Then, we assessed the 

internal reliability of our model by looking at the Composite Reliability (CR) of each construct, which 

should have a value of 0.7 or higher. Subsequently, we assessed convergent validity through the Average 

Variance Extracted (AVE), which should be greater than 0.5 (Fornell & Larcker, 1981). We also 

examined the discriminant validity of the constructs by checking whether the correlation among 

constructs is lower than the square root of AVE (Fornell & Larcker, 1981). From our analyses, we 

establish internal reliability and convergent validity. We also establish the discriminant validity as all 

inter-construct correlation coefficients are well below the square root of AVE. Furthermore, we assessed 

modification indices to identify cross-loadings, which are items that load on the ‘wrong’ construct due 

to high correlations between the items from two different constructs. After five rounds of analysis, we 

removed two items for having very high modification indices (higher than 10) and one other item 

because it cross-loaded on all constructs. Our final model comprises six factors and 16 items (see Table 

2). For source of the survey items, see section 3.3. 

 

Factor Item wording λ  R² AVE CR 

Perceived 

control 

(CTRL) 

I believe I have control over who can access the sensitive 

data I provided to this data marketplace. 

0.84 0.71 0.65 0.85 

I think I have control over what kind of sensitive data is 

shared by this data marketplace to other companies. 

0.82 0.68 

I believe I have control over how other companies use the 

sensitive data I provided to this data marketplace. 

0.75 0.57 

Privacy 

concerns 

(PRIV) 

I am concerned that other parties could find sensitive 

information about me on this data marketplace. 

0.82 0.67 0.72 0.84 

I am concerned about providing my sensitive data to this 

data marketplace because of what other parties might do 

with it. 

0.88 0.78 

Perceived 

risk 

(RISK) 

I find it risky to provide my sensitive data via this data 

marketplace. 

0.85 0.73 0.76 0.86 

There would be too much uncertainty associated with 

providing my sensitive data to this data marketplace. 

0.88 0.77 

Trust in 

data 

marketplace 

operator 

(TRSD) 

I expect this data marketplace would be trustworthy 

regarding my sensitive data. 

0.83 0.69 0.72 0.89 

This data marketplace would tell the truth and fulfill 

promises related to my sensitive data. 

0.86 0.74 

I expect this data marketplace would be honest with me 

regarding the sensitive data I would provide. 

0.86 0.74 

Trust in 

data 

buyers 

(TRSB) 

I expect that data buyers would be trustworthy in handling 

the data they got from this data marketplace. 

0.92 0.85 0.87 0.95 

I expect that data buyers would tell the truth and fulfill 

promises in handling the data they got from this data 

marketplace. 

0.95 0.89 
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I expect that data buyers would be honest when handling the 

data they got from this data marketplace. 

0.93 0.86 

Willingness 

to share 

data 

(WTSD) 

Given the chance, I would share my data via this data 

marketplace. 

0.92 0.85 0.85 0.94 

Given the chance, I predict that I should share my data via 

this data marketplace in the future. 

0.93 0.86 

It is likely that I will share my data via this data marketplace 

in the near future. 

0.91 0.83 

Table 2. Measurement model 

In the last step, we conducted Multi-Group Confirmatory Factor Analysis (MGCFA) to see if we could 

compare the three experimental conditions (see section 3.1). We estimated the model using configural 

invariance testing and found a good level of the fit index, with CFI = 0.980, TLI = 0.975, and RMSEA 

= 0.053. All groups also showed convergent and discriminant validity, with all standardized estimates 

higher than 0.7, CR higher than 0.7, and AVE higher than 0.5. Moreover, the comparison between the 

square root of AVE and all inter-construct correlation coefficients in all groups suggests discriminant 

validity. In addition, modification indices in all groups were not an issue as we find no very high 

modification indices and no items that were cross-loaded in all other constructs. 

4.2 Comparing the effect of three data sharing scenarios: one-way ANOVA 

Before we proceed with further analysis, we compute composite scores for each construct by averaging 

the items that belong to the construct (see Table 2). For instance, since perceived control consists of 

three items, we computed a new variable in the dataset by calculating the average of these three items. 

For all factors, we will use these composite scores in the remainder of the analysis. 

 

Factors TTP 

(N=100) 

MPC 

(N=100) 

DCP 

(N=100) 

One-way ANOVA Kruskal-Wallis 

Mean Mean Mean df F ω² p df Statistic p 

CTRL 2.78 3.16 3.15 2 4.00 0.02 0.019*  

PRIV 3.61 3.14 3.16  2 10.10 0.006** 

RISK 3.35 2.95 3.01 2 3.89 0.02 0.021*  

TRSD 3.51 3.80 3.80 2 3.59 0.02 0.029*  

TRSB 3.16 3.61 3.15 2 5.51 0.03 0.004**  

WTSD 3.04 3.57 3.16  2 12.03 0.002** 

Table 3. Comparing the effect of data sharing scenarios on all factors (* p < .05, ** p < .01) 

In the next step of the analysis, we perform a one-way ANOVA to compare the effect of three data 

sharing scenarios (TTP, MPC, and DCP, see section 3.1) on all factors (see Table 3). We also want to 

provide evidence of the utility of the developed instruments (i.e., whether they can be used to compare 

different conditions in an experiment). Levene’s test indicates that, except for privacy concerns (p = 

0.009) and willingness to share data (p = 0.018), variances in all groups are equal for all other factors. 

Based on a one-way ANOVA, we find a significant effect of different data sharing scenarios on 

perceived control [F(2,297) = 4.00, p = 0.019, ω² = 0.02], perceived risk [F(2,297) = 3.89, p = 0.021, ω² 

= 0.019], trust in data marketplaces operator [F(2,297) = 3.59, p = 0.029, ω² = 0.017], and trust in data 

buyers [F(2,297) = 5.51, p = 0.004, ω² = 0.029] at the p < .05 level for the three scenarios. The post hoc 

tests using Tukey’s correction find that perceived control in both MPC (p = 0.037) and DCP (p = 0.042) 

groups are greater than TTP. However, we find no significant differences between MPC and DCP (p = 

0.999). Similarly, both MPC (p = 0.008) and DCP (p = 0.018) groups perceive higher trust in data buyers 

than TTP. However, we also find no significant differences between MPC and TTP (p = 0.961). 

Meanwhile, we find no significant differences in perceived risk in data sharing between DCP and TTP 

(p = 0.073) and between DCP and MPC (p = 0.920). However, the TTP group perceive a higher degree 

of risk in data sharing than MPC (p = 0.027). Finally, we find no significant differences between the 

three groups concerning trust in data marketplaces operator. 
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Furthermore, a Kruskal-Wallis test reveals that privacy concerns [H(2) = 10.102, p = 0.006] and 

willingness to share data [H(2) = 12.030, p = 0.002] are significantly affected by different scenarios. 

Pairwise comparisons show that both MPC (pholm = 0.006) and DCP (pholm = 0.008) groups perceive 

lower privacy concerns than TTP, but we find no significant differences between MPC and DCP (pholm 

= 0.411). Both MPC and DCP also significantly increase participants’ willingness to share data (pholm = 

0.001 and pholm = 0.022 respectively) than TTP. However, there are no significant differences between 

MPC and DCP (pholm = 0.133). 

5 Conclusions and outlook 

This research-in-progress paper has developed and evaluated instrument and experimental design to 

investigate the impact of MPC on consumers’ willingness to share data and its antecedents. We focused 

on a specific context of personal data marketplaces in the automotive sector. Using confirmatory factor 

analysis, we find a good fit for our model based on the adapted survey items, including measurement 

invariance across the three conditions (MPC, TTP, and made-up tech called DCP). In this regard, we 

make a methodological contribution by developing an instrument and experimental design for 

evaluating the impact of MPC on decisions about data sharing. Ultimately, we can generate insights on 

the impact of MPC on consumers’ data sharing decisions and its antecedents. Furthermore, we will be 

able to investigate the causal mechanisms through which MPC affects data sharing decisions. 

We also find that the MPC and DCP groups scored significantly higher than the TTP groups for all 

measured constructs except one, implying that car drivers would be more willing to share their driving 

data via privacy-enhancing approaches than a conventional solution. One reason might be that, as we 

found, car drivers feel MPC (and even made-up technology like DCP) provides control over data, 

reduced risk, and lower privacy concerns. As a result, car drivers could perceive a higher degree of trust 

towards data buyers, ultimately increasing their willingness to share. Nevertheless, we find no 

differences between MPC and DCP for all constructs, suggesting that car drivers might not care how the 

privacy-enhancing technology is named. 

A limitation is that we excluded perceived benefits in our model despite being a dominant factor 

explaining individual data sharing decisions (Culnan & Armstrong, 1999) since we expect MPC will 

not affect this factor. Thus, MPC only changes the costs in the privacy calculus model and not the 

benefits. Nevertheless, if data buyers understand that MPC reduces the risks and concerns of consumers, 

data buyers can pay less for consumers’ data, implying that the benefits could also be affected by MPC. 

In this way, the privacy calculus would remain the same. A second limitation is that we only used 

hypothetical scenarios and mock-ups that are not working prototypes due to the context of privacy-

enhancing data marketplaces based on MPC, which is still limited. To counter this, we extensively 

informed participants about the setting at the beginning of the survey. As the next step, we will conduct 

the main survey with larger participants (N=1500) using Prolific and restrict the sample to the United 

Kingdom’s population. We will analyze the data by (1) comparing means between TTP, MPC, and DCP 

groups (one-way ANOVA); and (2) using Structural Equation Modelling (SEM) to model relations 

between perceived control, perceived risk, privacy concerns, trust, and willingness to share data and 

examine if MPC moderates these established theoretical relationships. 

Once we conduct and analyze the final survey results, we expect to contribute toward theory and 

practice. Specifically, we will contribute to understanding how MPC could challenge the core 

assumption behind antecedents for sharing personal data, as derived from information privacy theory. 

Additionally, our study will provide a fundamental basis for further user evaluation research on the 

impact of MPC on consumers’ willingness to share data. Future studies could build on our research by 

(1) employing design science research (DSR) to develop privacy-enhancing approaches to share data; 

(2) further conceptualizing and developing an instrument to evaluate the impact of MPC on data sharing 

decisions (cf. Hoehle & Venkatesh, 2015); and (3) utilize qualitative approaches to understand how 

MPC could challenge the core assumption of data sharing. Finally, our study will also provide practical 

insights for businesses in general and data marketplaces operators in particular to consider privacy-

enhancing approaches like MPC to offer assurances and stimulate data sharing by individuals. 
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