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Evaluating the Robustness of Water Quality
Sensor Placement Strategies of Water

Distribution Systems Considering Possible
Sensor Failures and System Changes

Zixuan Zheng1; Feifei Zheng2; Weiwei Bi3; Jiawen Du4; Huan-Feng Duan5;
Dragan Savic6; and Zoran Kapelan7

Abstract: An early contamination warning system with deployed water quality sensors is often used to enhance the safety of a water
distribution system (WDS). While algorithms have been developed to select an optimal water quality sensor placement strategy (WQSPS)
forWDSs, many of them do not account for the influences caused by future uncertainties, such as sensor failures and system changes (e.g., demand
variations and configuration/expansion changes in the WDS). To this end, this paper proposes a comprehensive framework to evaluate the robust-
ness of WQSPSs to these possible uncertainties. This is achieved by considering five different performance objectives of WQSPSs as well as
possible future demand and typology variations of WDSs under a wide range of sensor failure scenarios. More specifically, an optimization
problem is formulated to evaluate the robustness of the WQSPSs, in which an evolutionary-based optimization approach coupled with an efficient
data-archive method is used to solve this optimization problem. The framework is demonstrated on two real-world WDSs in China. The results
show that: (1) theWQSPS’s robustness can be highly dependent on the performance objectives considered, implying that an appropriate objective
needs to be carefully selected for each case driven by practical needs, (2) the WDS’s demand and configuration changes can have a significant
influence on the WQSPS’s robustness, in which the solution with more sensors in or close to the affected area is likely to better cope with these
system changes, and (3) the proposed framework enables critical sensors to be identified, which can then be targeted for prioritizing
maintenance actions. DOI: 10.1061/(ASCE)WR.1943-5452.0001596. © 2022 American Society of Civil Engineers.

Author keywords: Water quality sensor placement strategy (WQSPS); Robustness; Water distribution system (WDS); Sensor failure.

Introduction

Water distribution systems (WDSs) are vulnerable to contamination
intrusion, including intentional contamination injections (Ostfeld

et al. 2014) or accidental contamination intrusions (Perelman et al.
2012). For instance, over a 5-day period in October 2007, a boil-
water notice was served on the majority of Oslo, Norway, as a result
of a combination of bacteriological, Cryptosporidium oocysts, and
Giardia cysts found in the samples taken from the WDS (Robertson
et al. 2008). More recently, a contamination event was reported
in Hangzhou, China, on July 26, 2020, during which a sewer pipe
was misconnected to a drinking water system in a small suburb
(ChinaNews 2020). Within the majority of reported events, the con-
tamination intrusion was detected by the residents through either
odor or color of the tap water in their properties or by public health
issues diagnosed by health professionals (He et al. 2018). This im-
plies that the ability of water utilities to detect water quality con-
tamination events is limited, resulting in serious threats to water
safety and public health (Rizak and Hrudey 2008; Arad et al. 2013).
Therefore, it is vital to develop an effective early contamination
warning system (ECWS) for the WDS, aiming to detect and warn
of contamination intrusion events in a timely manner (Janke et al.
2006; Storey et al. 2011; Banik et al. 2017).

Water quality sensors could play an important role in ECWS de-
velopment, and the number of sensors and their spatial distributions
can significantly affect the detection performance (Wu and Walski
2006; Hart and Murray 2010; Naserizade et al. 2018). Ideally,
deploying a sensor at each node of the WDS can greatly improve
the detection ability of a ECWS, but this is generally not feasible
due to limited budgets (Berry et al. 2005; Ostfeld et al. 2008). In
addition, someWDS nodes may be unable to accommodate sensors
because of topological and accessibility limitations. Consequently,
studies have been carried out to optimally deploy a limited number
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of water quality sensors that are available and accessible in the
WDSs, in order to maximize their effectiveness in detecting con-
tamination events (Rathi and Gupta 2016; Hu et al. 2017).

The optimization of the water quality sensor placement strategy
(WQSPS) often needs to specify an objective function to maximize
sensor system performance (Oliker and Ostfeld 2014). Different ob-
jective functions have been proposed over the last few decades to
enable WQSPS optimization. These include the detection time
(Ostfeld and Salomons 2004), detection probability (Ostfeld et al.
2008), affected population (Guidorzi et al. 2009), consumption of
contaminated water (Aral et al. 2010), impacts of high-consequence
events (Watson et al. 2009), and network-wide observability of
water quality indicators (Taha et al. 2021). In practice, it is difficult
to use a single objective to identity a WQSPS that achieves the best
performance in every aspect (Zhang et al. 2020b). Therefore, the
selection of the appropriate objective function(s) is often a chal-
lenge that needs to account for the trade-offs among different per-
formance metrics of the resultant WQSPS (Ostfeld et al. 2008). In
parallel to the development of different objective functions, various
optimization algorithms have been proposed for WQSPS optimiza-
tion. They include single and multiobjective optimization techniques
(Kapelan et al. 2003; Tinelli et al. 2018) as well as various advanced
algorithms to improve optimization efficiency (Perelman and Ostfeld
2012; Tinelli et al. 2017).

In more recent years, research has been conducted to gain in-
sight into the performance of WQSPSs in monitoring and detecting
WDS contamination events. For example, Zheng et al. (2018) have
used distribution probability functions to reveal the characteristics
of different WQSPSs in detecting contamination events. Sub-
sequently, He et al. (2018) have accounted for the variation of con-
tamination probabilities at different WDS nodes within the WQSPS
optimization. It is found that the majority of previous studies have
consistently assumed that all sensors can function perfectly over
the entire design life. Such an assumption does not always apply
to practical situations because failures of water quality sensors are
not uncommon in WDSs (Berry et al. 2009; de Winter et al. 2019).
These situations can be caused by internal structural failures, meas-
urement errors, or communication failures (Berry et al. 2009). In
recognizing the potentially high likelihood of sensor failures, at-
tempts have been made to account for these situations in the design
of WQSPSs (Preis and Ostfeld 2008; Berry et al. 2009). More spe-
cifically, they aim to identify a WQSPS that cannot only perform
well under normal conditions (perfectly working sensors), but also
maintain its acceptable functionality levels during unexpected con-
ditions that may lead to sensor failures (Mukherjee et al. 2017;
Giudicianni et al. 2020).

More recently, Zhang et al. (2020b) have analyzed performance
variations of WQSPSs as a result of a large range of sensor fail-
ure scenarios. Despite the merit of the work presented by Zhang
et al. (2020b), their findings about WQSPS detection performance
are conditioned on a selected single objective function (i.e., the
total contaminated water amount) and a fixed WDS structure.
However, in practice, the WQSPS’s performance should account
for different aspects regarding water quality safety, in addition to the
total contaminated water amount. In addition, the selection of the
performance metric would also depend on the type of contaminant
and its transport/reaction dynamics in the WDS. More importantly,
it is likely that the WDS’s demand distribution and system topology
can significantly vary within the design life of the water quality sen-
sors. This is especially the case in many developing countries as
a result of fast population growth and rapid urbanization (OECD
2012).

Based on review of recent literature (Zhang et al. 2020b;
Giudicianni et al. 2020), it can be concluded that while sensor

failures have been increasingly considered within the WQSPS de-
sign process, the majority of the results are typically conditioned on
a single performance metric and fixed WDS structures. In other
words, the future uncertainties of the WDS (e.g., performance ob-
jective, demand, and typology changes) have not been well ac-
counted for during the selection of the WQSPSs. To this end,
this paper proposes a new framework to evaluate the robustness
of WQSPSs under a wide range of uncertainty factors. These in-
clude different possible sensor failure scenarios, the use of different
performance objectives, and possible future system changes to
the WDS.

A few studies have considered various uncertainties within the
WQSPS design process. For instance, Mukherjee et al. (2017) ac-
counted for uncertainties induced by different demand patterns and
various locations of contamination events. Giudicianni et al. (2020)
handled the uncertainties related to the type of injected contami-
nant, source location, and intrusion time using the knowledge of
the topology of the WDS. A recent study conducted by Taha et al.
(2021) optimized network observability based on installed sensors
under a range of uncertainties. These uncertainties included de-
mand variations (different demand patterns for a given WDS), sen-
sor noise, and hydraulic and water quality parameter changes over
time. However, Taha et al. (2021) did not account for sensor failures
in which no data is communicated for a period of time and WDS
configuration changes (topology expansions for the WDS due to
urbanization or population growth that can occur in future) that
have been covered in our proposed methodology. Therefore, the
present study significantly differs to the work stated in Taha et al.
(2021). Regarding sensor failure, Taha et al. (2021) considered the
noise within the measurements from sensors under a given variance.
For such scenarios, signal processing methods can be used to deal
with this data noise, thereby providing accurate parameter estimates.
However, the current study considers the sensor failures in which no
data is communicated for a period of time. To handle such scenarios,
it is necessary to identify a robust WQSPS to ensure the remaining
sensors can provide a satisfactory detection performance.

The key contributions of this study are as follows:
1. This study attempts to analyze how possible urbanization and the

resulting WDS demand increases and configurational changes
(e.g., network expansion) affect the robustness of the WQSPSs
in ensuring water quality safety under sensor failures. Such an
analysis offers insights into the underlying relationships between
the WQSPS’s robustness and WDS changes, thereby enabling
the most robust WQSPS to be identified that accounts for future
uncertainties.

2. A practically meaningful aspect of the present study is that it
determines the relative importance of the water quality sensors
in maintaining the WQSPS’s detection performance based on
the robustness values. This provides important guidance for the
management and maintenance of water quality sensors that are
deployed in WDSs.
The present study is a significant extension building on the work

by Zhang et al. (2020b) in two main aspects. The main improve-
ments include (1) a more comprehensive evaluation of the ro-
bustness of WQSPSs under possible sensor failures based on five
different performance objectives as opposed to only one objective;
and (2) the former considers the impacts of WDS configuration
changes on the robustness of WQSPSs in dealing with sensor fail-
ures when no data is communicated for a period of time, but the
latter is based on WDSs without configuration changes (no de-
mand changes and no network typology expansions).
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Methodology

Define the Robustness of the WQSPSs

Sensor Failure Scenarios
It is often difficult to ascertain the number of functioning sensors
and which ones might fail within a given operating period (USEPA
2013; Spence et al. 2013). To address this issue, it is assumed
that, for a given number of L failed sensors (denoted as the failure
level L), all possible failure scenarios are considered and included
in the robustness indicator of the WQSPS. Therefore, the number
of failure scenarios, kðLÞ, can be mathematically described as
kðLÞ ¼ CðTL;LÞ, where C is the combination function and TL
is the total number of sensors in the WQSPS. On this basis, the
total number of failure scenarios K that considers all different L
values can be expressed as K ¼ P

TL
L¼1 kðLÞ.

Within the proposed robustness evaluation framework, the prob-
ability of each sensor failure level (i.e., the number of failed sen-
sors) is identical, which may not conform to the real situations in
many instances. For example, the failure probability of one or two
sensors within a WQSPS is often greater than the probability as-
sociated with a large number of sensors simultaneously failing.
Therefore, the robustness value expressed by the total of K failure
scenarios accounts for the WQSPS’s performance in dealing with
the extreme case of many failed sensors. Such a particular situation
is more often associated with natural disaster events such as urban
floods or earthquakes (Zhang et al. 2020a). To address this problem
in this study, we also analyze the robustness results for a relatively
low L level (i.e., L ¼ 1 or 2) in addition to the total K failure sce-
narios, to represent the system’s typical situations regarding sensor
failures.

Performance Objectives

Detection Time. The detection time of a given WQSPS is
described as follows (Ostfeld et al. 2008):

ft ¼
1

M

XM
i¼1

ti ð1Þ

where ft = average detection time of all the totalM intrusion events
in the WDS; and ti = detection time for the ith intrusion event
(i ¼ 1; 2; : : : ;M). ft only considers the detection time when the
contamination event can be detected. For the undetectable events,
their impacts will be assessed by the maximum retention time met-
ric as shown in the following.
Detection Probability. The detection probability of a WQSPS can
be expressed as (Ostfeld et al. 2008)

fp ¼ 1

M

XM
i¼1

λi ð2Þ

where fp = detection probability of the WQSPS acrossM contami-
nation events; and λi = indicator function, with λi ¼ 1 if the ith
contamination event is detected and 0 otherwise.
Consumed Contaminated Water. The consumed contaminated
water performance objective can be described as (Hart et al. 2008;
Zhang et al. 2020b)

fw ¼ 1

M

XM
i¼1

Vi ð3Þ

Vi ¼
P

N
j¼1 qjðiÞP

N
j¼1 DMjðRTiÞ

ð4Þ

where fw = performance objective function (in percentages) mea-
sured by the averaged consumed amount of polluted water over M
contamination scenarios; Vi = proportion of contaminated water
that has been consumed relative to the total consumed water of
the entire WDS for the WQSPS under the ith intrusion event; and
qjðiÞ andDMjðRTiÞ = total amount of contaminated water that has
been consumed at node j (j ¼ 1; 2; : : : ;N, N is the total number of
nodes with demand users) and the total water demand required by
node j, respectively, over the retention time of the ith contamina-
tion in the WDS.

RTi becomes ti in Eq. (1) for detectable contamination events.
For undetectable events, RTi ¼ tei , which is the elapsed time of all
the contaminated water consumed during the undetected contami-
nation event (i.e., the total retention time of the contaminant in the
WDS). The calculation of qjðiÞ is terminated once the intrusion
event is detected by any of the sensors. The value of fw is between
0 and 1, with a smaller value representing an overall better ability in
mitigating the influence caused by contamination events. To mea-
sure the amount of polluted water, the result fw is multiplied by the
total amount of water within the entire simulation time to indicate
the specific amount of water, in cubic meters.
Maximum Retention Time of the Contamination in WDS. A set
of extreme events, Ω, can be identified by performing a descending
order based on the values of RTi. Ω is used to represent a particular
proportion of events (denoted as α) with the largest RTi value.
Consequently, the maximum retention time metric, fr, can be
defined as

fr ¼
1

Er

XEr

e¼1

RTe; e ∈ Ω ð5Þ

where Er = total number of events in the set of Ω, which equals
αr ×M. The ft metric represents the average value for all detectable
events, significantly differing from the fr metric that is the average
value for the contamination events with relatively long retention
time in the WDS.
Maximum Number of Potentially Affected Water Users. For the
ith contamination event, the number of potentially affected water
users of a given WQSPS can be expressed as (Ostfeld et al. 2008)

Ai ¼
XN
j¼1

HjðiÞ × NPj ð6Þ

NPj ¼
Dj

φ
ð7Þ

HjðiÞ ¼ Φ

�
βlog10

qjðiÞ · cjðiÞ
W · D50

�
ð8Þ

where Ai = number of potentially affected water users; HjðiÞ =
probability that a person would be infected or symptomatic due to
the contaminated water at node j; and NPj = total number of pop-
ulation associated with demand node j, which is estimated by the
daily demands at node j (Dj) divided by the daily average water
consumption of each person (φ, liters=day=person). The value of
Dj can be computed based on the nodal demands in the WDS
model.

The computation of HjðiÞ in Eq. (8) follows the work of Chick
et al. (2001, 2003), where Φ represents a standard normal cumu-
lative distribution function; β and D50 are the Probit slope param-
eter (unitless) and dose that would result in a 0.5 probability of
becoming infected or symptomatic (mg=kg), respectively;W is the
assumed average body mass (kg=person); qjðiÞ is the total volume

© ASCE 04022050-3 J. Water Resour. Plann. Manage.
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of the contaminated water that has been consumed by node j (L),
which is defined in Eq. (4); and cjðiÞ is the contamination concen-
tration in the water consumed by node j (kg=L).

For a givenWQSPS, Ai can be estimated using Eqs. (6)–(8), and
the metric of the maximum number of potentially affected water
users fa is defined based on a ratio of αa events with the largest
number of potentially affected water users, which is

fa ¼
1

Ea

XEa

e¼1

Ae; e ∈ Ψ ð9Þ

where Ea = total number of events in the set of Ψ, which equals
αa ×M. The fw metric is the average consumed contaminated
water for all contamination events, while the fa metric is the average
value for the contamination events with a relatively large affected
population. In addition, the latter considers the contamination con-
centration at each demand node, but the former does not.

These performance objectives are selected due to their wide ap-
plications in literature and to account for performance assessment
under normal (the first three) and extreme (the last two) scenarios
based on their impact levels (e.g., retention time and affected pop-
ulation). While a different number of objectives can be used in en-
gineering practice, it would not affect the application of the proposed
methodology.

Robustness Definition
In this study, the robustness is defined as the average value of a
performance objective across K failure scenarios

RðfÞ ¼ 1

K

XK
k¼1

fðkÞ; f ∈ fft; fp; fw; fr; fag ð10Þ

where RðfÞ = robustness value based on a particular performance
objective f; and k = kth sensor failure scenario. The metrics in-
volved in Eq. (10) can be simultaneously considered using a multi-
objective framework, but this then brings a challenge of identifying
the most robust WQSPS solution from a practical perspective. To
this end, this study uses a traditional weight-based method to ac-
count for the impacts of different performance objectives. More
specifically, we define a global robustness metric R as

R ¼ 1

B

XB
b¼1

rankbðRðfÞÞ ð11Þ

where rankbðRðfÞÞ = rank of each performance objective f, with a
smaller value representing a higher rank; and B = total number of
performance objectives considered, B ¼ 5 is used in this study. The
R value represents the ranking of a certain WQSPS among all al-
ternatives in robustness when measured by different performance
objectives under a wide range of sensor failure scenarios. A smaller
R value indicates that the WQSPS possesses an overall better abil-
ity in maintaining its performance level when dealing with sensor
failures measured by various performance objectives.

The problem formulation given in Eqs. (10) and (11) aims to
identify the robust WQSPS that can have satisfactory detection per-
formance even when sensor failures happen. For example, WQSPS
A and B can have a similar performance if all sensors work well,
and each can show a significantly different performance if one or
two sensors fail for these two WQSPSs. Therefore, the problem
formulation in this study is practically meaningful as it can facili-
tate the selection of a robust WQSPS that can have satisfactory de-
tection performance under sensor failures with no data sent for a
long period of time.

Evaluate the Robustness Using a Proposed
Optimization Method

Evolutionary Algorithm–Based Approach for
the Robustness Value Evaluation
Eqs. (10) and (11) can be applied to a number of different WQSPSs,
thereby determining the most robust WQSPS. However, the asso-
ciated computational overheads can be massive because the total
number of sensor failures K can be large for a real WQSPS. For
example, if a WQSPS has 30 sensors, the total number of sensor
failure scenarios is K ¼ 1.07 × 109. Conducting water quality sim-
ulations for such a large number of scenarios requires massive com-
putational resources. To solve this issue, an evolutionary algorithm
(EA) based optimization method is used in this study (Zhang et al.
2020b). While it is possible to use some traditional optimization
techniques such as mixed integer programming (MIP) for this prob-
lem (Das and Dennis 1997), EAs are used in this study due to their
flexibility in linking with hydraulic solvers (e.g., EPANET version
2.0). However, future studies should explore the use of these tradi-
tional optimization techniques for solving this problem due to their
merits in efficiency.

To enable the application of the EA, we first classify all the sen-
sor failure scenarios into different groups based on the number of
sensors failed. For example, if only one sensor fails, all the associ-
ated failure scenarios are assigned to the failure level L ¼ 1. Using
this, Eq. (10) can be rewritten as

RðfÞ ≈ 1

Ka

XTL
L¼1

fðLÞ; f ∈ fft; fp; fw; fr; fag ð12Þ

Ka ¼
XTL
L¼1

kaðLÞ ð13Þ

where fðLÞ = corresponding performance objective values for a se-
lected f; kaðLÞ = number of failure scenarios identified by the EA
for L; and Ka = total number of failure scenarios identified by the
EA for all failure levels. Eqs. (12) and (13) are used to approximate
the robustness value RðfÞ using an EA, in which the EA identifies a
limited number of failure scenarios that can represent the distribu-
tions of all the possible failure scenarios for each L.

Based on Eqs. (12) and (13), the EA can be applied to identify
the fðLÞ for each particular failure level L with each performance
objective considered. As such, a complex optimization problem
that involves many sensor failure scenarios and many different ob-
jective performance objectives has been partitioned into a number
of small-scale optimization problems that are computationally man-
ageable. For a given S with a particular performance objective f, its
maximization and minimization problems under the failure level L
can be expressed as

fmaxðLÞ ¼ maxffðLÞg; f ∈ fft; fp; fw; fr; fag ð14Þ

fminðLÞ ¼ minffðLÞg; f ∈ fft; fp; fw; fr; fag ð15Þ
where fmaxðLÞ and fminðLÞ = maximum and minimum perfor-
mance objective values, respectively, for a given sensor failure level
L in a given WQSPS. Within the two optimization processes, the
total number of identified failure scenarios is kaðLÞ in Eq. (13) and
their corresponding performance objective values are collected to
form fðLÞ in Eq. (12).

To enhance the simulation efficiency of the proposed method,
the data-archive method described in He et al. (2018) is adopted in
this study. The principle of the data-archive method is to avoid the
need for frequent calls to a water quality simulation model for EA
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function evaluations conditioned on a predefined set of contamina-
tion characteristics (e.g., intrusion concentration and duration).
However, such an archive needs to be updated if the intrusion
characteristics or WDS structures (e.g., demands or topology) are
changed because these changes can affect the hydraulic parameters
(e.g., velocity) and, hence, water quality simulation results (e.g., the
contamination concentrations). More details of the data-archive
method can be found in He et al. (2018).

Sensor Importance Assessment
As part of the proposed EA-based method, a particular sensor failure
scenario can be identified with the minimum performance for each
objective f under each failure level L [i.e., fminðLÞ in Eq. (15)].

In other words, this particular sensor failure scenario can induce
the largest consequences or threats to the WDS water quality safety.
Therefore, the sensors within such a failure scenario need to be
maintained better than other sensors with relatively small impact.

In this study, the frequency of each sensor failure that has been
identified in the failure scenarios associated with the lowest perfor-
mance objective values [fminðLÞ] over all different failure levels is
calculated as follows:

PnðfÞ ¼
1

TL

XTL
L¼1

γðn;L; fÞ ð16Þ

γðn;L; fÞ ¼
�
1; sensor n is included in the failure scenario associatedwith fmin

0; otherwise
ð17Þ

where PnðfÞ = frequency of sensor n that has been identified in the
failure scenarios associated with the lowest robustness values (fmin)
over all different failure levels for a given performance objective f;
and γðn;L; fÞ ¼ 1 if the sensor n is within the failure scenario that
has the fmin value at the failure level L, otherwise γðn;L; fÞ ¼ 0. A
sensor with a higher value of PnðfÞ indicates a more severe threat
of its failure to the WDS water quality safety, thereby deserving
more attention during the routine operation and management. To
measure the sensor importance that jointly considers five perfor-
mance objectives proposed in this study, a metric of Pn is defined
as follows:

Pn ¼
1

B

XB
b¼1

Pb
nðfÞ ð18Þ

where Pn = average frequency of sensor n, derived as the mean of
the Pb

nðfÞ over different performance objectives; and B = total num-
ber of performance objective considered (B ¼ 5 in this study).
A higher Pn indicates that the sensor has a relatively important role
in maintaining the performance of the WQSPS under multiple
objectives.

Impact of Possible WDS Variations on Robustness

It is critical to account for future system changes when determining
the most robust WQSPS, which has not been done so far in literature.

The impacts of the WDS’s future uncertainties on the WQSPS’s
robustness can be expressed as

RuðfÞ ¼ Rðf;ΛÞ ð19Þ

where RuðfÞ = robustness value for a specific performance metric f
under the future uncertainty conditions represented by Λ. In this
study, Λ includes the demand variation and topology expansion be-
cause these two changes are common. Fig. 1 illustrates possible
changes to the WDS. Fig. 1(a) shows the nodes with increased de-
mands (triangles) and Fig. 1(b) indicates the topology expansion of
the WDS (open dots and dotted lines). It is noted that the possible
WDS variations are not directly incorporated in the robustness
evaluation framework, but they can be considered as potential
uncertainties that can affect the robustness of the WQSPS.

Case Studies

WQSPSs of Two Real-World WDSs

The proposed robustness evaluation method is applied to two real-
worldWDS case studies in China, the Jiayou Network (JYN) and the
Zhuohao Network (ZHN). JYN consists of two supply reservoirs,
349 demand nodes, and 509 pipes with different loops, as shown
in Fig. 2, which provides an average water supply of 256,592 m3

(a) (b)

Nodes with increased water demand

Nodes Pipes

The added nodes The added pipes

The supply reservoir

Fig. 1. Schematic diagram of WDS variations: (a) water demand increase; and (b) system topology change.

© ASCE 04022050-5 J. Water Resour. Plann. Manage.

 J. Water Resour. Plann. Manage., 2022, 148(10): 04022050 

D
ow

nl
oa

de
d 

fr
om

 a
sc

el
ib

ra
ry

.o
rg

 b
y 

T
ec

hn
is

ch
e 

U
ni

ve
rs

ite
it 

D
el

ft
 o

n 
01

/0
9/

23
. C

op
yr

ig
ht

 A
SC

E
. F

or
 p

er
so

na
l u

se
 o

nl
y;

 a
ll 

ri
gh

ts
 r

es
er

ve
d.



per day. Each reservoir provides an average of 50% water for the
entire JYN, with respective water quality characteristics assumed to
be identical. ZHN is composed of one reservoir, 3,439 demand no-
des, and 3,512 pipes with different branched and looped configu-
rations (Fig. 3), delivering an average of 140,782 m3 water per
day. The local water utilities plan to deploy 6 and 30 water quality
sensors for the JYN and ZHN systems as stated in He et al. (2018),
respectively, in order to build the water quality warning system.

He et al. (2018) has identified four different WQSPSs for these
two WDSs, with results given in Figs. 2 and 3. These WQSPSs are
designed based on different nodal contamination probability func-
tions adopted from He et al. (2018). More specifically, WQSPS1,
WQSPS2, WQSPS3, and WQSPS4 are respectively conditioned on
the equal contamination probability at each node, the probability
function according to nodal demands, the probability function that
considers the length of pipes immediately connected to the conta-
minated nodes, and the probability function derived based on user
properties. This study aims to evaluate the robustness of these four
WQSPSs under sensor failures as well as investigate the possible
WDS changes to the robustness values. These results can facilitate
the selection of the most robust sensor deployment methods that
can satisfactorily deal with future uncertainties. Table S1 provides
the details of the two WDSs, including the flow directions, location
of the reservoirs, and pipe diameters.

Settings of Case Studies

EPANET2.0 was used as the hydraulic and water quality simulation
model in this study (Rossman 1994). A contamination scenario was
represented by adding a contamination source to a network node
with an injection rate of 100 mg=L of 2-h duration following the
work of Ostfeld et al. (2008) and He et al. (2018). It was assumed
that the contamination was injected into the WDS through a single
demand node for each contamination event. Therefore, the total
numbers of contamination scenarios for the JYN and ZHN cases

were 24ðdifferent injection timesÞ× 349ðdifferent injectionnodesÞ ¼
8,376 and 24 × 3,439 ¼ 82,536, respectively. All parameters used
in this study are outlined in Table 1, in which all the simulation
related parameters were taken from He et al. (2018) and all the per-
formance objective related coefficients were taken from Ostfeld
et al. (2008) and Watson et al. (2009).

A few assumptions were made in the present study to enable
water quality simulation. These include: (1) the contamination in-
trusion events are instantly detected if contamination concentra-
tion at any one of the sensors exceeds a threshold of 0.01 mg=L
(Table 1); and (2) the contamination is conservative within the
WDS (i.e., without decay during the entire event and the contam-
inant does not interact with disinfectants to any other chemicals in
the water). These assumptions have been used in many previous
studies (Ostfeld et al. 2008; Zheng et al. 2018). In this study, the
sensor failure mode considered is the scenario of no data received
over a period of time. From an engineering perspective, water qual-
ity sensors can fail due to various external or internal factors, re-
sulting in no data received over a period of time. This is a common
situation in many water utilities, and fixing such sensors often re-
quires some time due to many of them requiring the involvement
of external contractors to fix the fault. Therefore, this particular sce-
nario, when a number of sensors do not record/communicate data
over a prolonged period of time due to their failure, is a realistic
situation in many WDSs. This is different from the scenario when a
sensor sends data that is corrupted or erroneous. Considering the
former type of sensor failures within the WQSPS design process is
necessary because it not only ensures the system’s high detection
performance when all sensors work well, but can also provide sat-
isfactory performance under sensor failure scenarios.

While signal processing methods may be used during the opera-
tional stage to analyze the data from sensors, they have to be con-
ditioned on the data availability, which is the not the sensor failure
scenario considered in the present study. The fa metric is a func-
tion of the contaminant concentration at WDS nodes, which is

(a)

1

2
3

4

5

6

(b)

1 2

3
4

5

6

(c)

1

2

3

4

5

6

(d)

1

2

3

4

5

6

Water quality sensors
Supply reservoirs

Fig. 2. Four WQSPSs of the JYN case study, in which the number indicates the sensor index: (a) WQSPS1; (b) WQSPS2; (c) WQSPS3; and
(d) WQSPS4.
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influenced by the contamination injection rate. Therefore, the fa
results in this study are conditioned on the used contamination in-
jection rates given in Table 1, but the proposed methodology can be
used for other rates.

While different EAs are available, Borg (Hadka and Reed 2013;
Zheng et al. 2016) was adopted in this study because it has been
successfully used to deal with various water resources optimization

problems. The population size of Borg applied to JYN and ZHN
case studies were 500 and 1,000, respectively, following the param-
eters used in He et al. (2018), and the maximum allowable number
of evaluations was 500,000 for both case studies. For other Borg
parameters, the default values were used because they have been
demonstrated to show satisfactory searching performance (Hadka
and Reed 2013).

Table 1. Parameter settings for the two case studies

Categories Meanings Parameters Values

Simulation related
parameters

Total simulation time — 96 h
Number of demand patterns — 24

Time step — 5 min
Contamination source injection rate — 100 mg=L

Contamination source injection duration — 2 h
Detection threshold of water quality sensors — 0.01 mg=L

Performance objective
related parameters

Percentage of extreme events of frðSÞ αr 0.5%
Percentage of extreme events of faðSÞ αa 0.5%
Total per capita water demand rate φ 300 L=day=person

Probit slope parameter β 0.34 (-)
Dose with a 0.5 probability of being infected or symptomatic D50 41 mg=kg

Assumed average body mass W 70 kg
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Fig. 3. Four WQSPSs of the ZHN case study, in which the number indicates the sensor index: (a) WQSPS1; (b) WQSPS2; (c) WQSPS3; and
(d) WQSPS4.
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Possible System Variations of the Two WDSs

For the two case studies, the nodal demands at a particular region
within the WDS were increased to explore their impacts on the ro-
bustness values. More specifically, for the JYN case study, water
demands of 29 nodes in the area closed by the line in Fig. 4(a) were
increased by 50%. For the ZHN case study, water demands of 304
nodes in the area closed by the line in Fig. 4(b) were increased by
100%. These possible demand increase scenarios were adopted as a
result of consultation with the local water utility, which were based
on the fact that the population density of these two regions can
significantly increase in future. In terms of typology changes, 8 nodes
and 17 pipes were added to the right side of the JYN system, as
shown in Fig. 4(c), and 77 nodes and 91 pipes were added to
the left side of the ZHN system, as shown in Fig. 4(d). Water
demands of 10 and 0.3 L=s were used for the newly added nodes
for the JYN and ZHN cases, respectively. These two possible
topology change scenarios were also provided by the local water
utility, which were based on the future planning strategies of the
cities.

It is noted that the increasing demand scenarios are considered
in this study due to the two case studies being from China where the
population is growing. However, demand reductions are also pos-
sible, especially in highly developed countries, due to the rise in the
adoption of water conservation practices and efficient water use
appliances (Davies et al. 2014; Dieu-Hang et al. 2017; Stavenhagen
et al. 2018). For such demand change scenarios, the resultant

impacts on the robustness of a WQSPS can be assessed in a
straightforward manner using the proposed method.

Results and Discussion

Robustness Analysis of WQSPSs

Robustness Values versus Failure Levels
Fig. 5 present the robustness values defined in Eq. (12) of five per-
formance objectives under different sensor failure levels [i.e., L ¼ 0
(no sensor fails), L ¼ f1; 2g, and L ¼ f1; 2; : : : ; TL − 1g]. As ex-
pected, it can be observed that the performance of each WQSPS
deteriorated as measured by the five objectives when the sensor fail-
ure level L increased. For instance, the average detection time of
WQSPS1 for the JYN case study increased from 0.86 h when all
sensor functioned properly (L ¼ 0) to 1.21 h if the sensor failure
level was L ¼ f1; 2; : : : ; TL − 1g, as shown in Fig. 5(a). Similarly,
the number of affected people [RðfaÞ value] under the extreme con-
tamination events of the ZHN case study with WQSPS2 (L ¼ 0)
was around 1.45 × 104, and this value moderately increased to
2.04 × 104 when L ¼ f1; 2g, but was followed by a sharp increase
up to 4.97 × 104 for L ¼ f1; 2; : : : ;TL − 1g. Similar observations
can be made for other performance objectives and WQSPSs.

It is also observed that the WQSPS’s performance decline can
vary at a different rate over different failure levels. For instance, the

(a) (b)

(c) (d)

Fig. 4. Structure variations of the two case studies: (a and b) are JYN and ZHN, respectively, with increased nodal demands in the area enclosed by
the line; and (c and d) are JYN and ZHN, respectively, with changed system topology represented by shaded area.

© ASCE 04022050-8 J. Water Resour. Plann. Manage.

 J. Water Resour. Plann. Manage., 2022, 148(10): 04022050 

D
ow

nl
oa

de
d 

fr
om

 a
sc

el
ib

ra
ry

.o
rg

 b
y 

T
ec

hn
is

ch
e 

U
ni

ve
rs

ite
it 

D
el

ft
 o

n 
01

/0
9/

23
. C

op
yr

ig
ht

 A
SC

E
. F

or
 p

er
so

na
l u

se
 o

nl
y;

 a
ll 

ri
gh

ts
 r

es
er

ve
d.



RðftÞ value of WQSPS4 [Fig. 5(b)] for the ZHN case study in-
creased from 3.33 to 3.56 h due to a low level of sensor failures
(L ¼ f1; 2g), but was followed by a significant increase up to
16.85 h when L increased to {1; 2; : : : ;TL − 1}. This indicates that
WQSPS4 required a rather long average time to detect the contami-
nation events when many sensors failed. This is because WQSPS4
possessed a relatively larger detection probability [Fig. 5(d)] com-
pared to other WQSPSs, and the corresponding mean time for these
detectable contamination events was relatively large as a result of
a significant number of failed sensors. Another interesting ob-
servation was that the RðfrÞ values of different WQSPSs consis-
tently remained almost constant over different sensor failure levels

[Figs. 5(g and h)]. This is because the performance objective fr fo-
cused on the impacts of the extreme contamination events, and
many of these events were not detectable due to the low number of
sensors for the two WDSs. Consequently, the contamination events
associated with the fr were overall similar over different WQSPSs
at various failure levels, leading to a similar fr value, as shown in
Figs. 5(g and h).

Results in this subsection imply that water quality sensor fail-
ures can significantly deteriorate the WQSPS’s detection perfor-
mance, with a large failure level (i.e., a larger number of sensors
failed) indicating a greater performance reduction. Therefore, ac-
counting for the uncertainty caused by sensor failures within the
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Fig. 5. Robustness values of the four WQSPSs for the two case studies: (a) JYN; (b) ZHN; (c) JYN; (d) ZHN; (e) JYN; (f) ZHN; (g) JYN; (h) ZHN;
(i) JYN; and (j) ZHN.

© ASCE 04022050-9 J. Water Resour. Plann. Manage.

 J. Water Resour. Plann. Manage., 2022, 148(10): 04022050 

D
ow

nl
oa

de
d 

fr
om

 a
sc

el
ib

ra
ry

.o
rg

 b
y 

T
ec

hn
is

ch
e 

U
ni

ve
rs

ite
it 

D
el

ft
 o

n 
01

/0
9/

23
. C

op
yr

ig
ht

 A
SC

E
. F

or
 p

er
so

na
l u

se
 o

nl
y;

 a
ll 

ri
gh

ts
 r

es
er

ve
d.



WQSPS design is highly necessary to enable the water quality
safety of the WDSs.

Robustness Ranks versus Different Performance Objectives
Tables 2 and 3 show the robustness results (ranking values) of the
WQSPSs for the two case studies based on each of the five perfor-
mance objectives [Eq. (10)] as well as all the performance objec-
tives considered [Eq. (11)]. For the JYN case study, if all the
sensors work properly (L ¼ 0), the sensor design solutions with the
best performance (the first ranking) based on RðftÞ, RðfpÞ, RðfwÞ,
RðfrÞ, and RðfaÞ were WQSPS3, WQSPS4, WQSPS4, WQSPS1
and WQSPS4, and WQSPS1, respectively, as provided in Table 2.
When considering all the possible sensor failure scenarios (L ¼
f1; 2; : : : ;TL − 1g), the most robust design solutions based on
RðftÞ, RðfpÞ, RðfwÞ, RðfrÞ, and RðfaÞ were WQSPS3, WQSPS2,
WQSPS1 and WQSPS4, WQSPS4, and WQSPS1. This shows that
the robustness performance of a WQSPS is not only affected by
various failure levels, but also significantly influenced by the use
of different performance objectives. Similar observations can be
made for the ZHN case study, as given in Table 3. This highlights
the great necessity to select an appropriate performance objective
for a given case based on the practical need as well as the impor-
tance to simultaneously account for multiple objectives when de-
termining the most robust WQSPS.

In terms of R value that considers all five performance objec-
tives, WQSPS1 and WQSPS4 overall performed the best for the
JYN case study. This was supported by the fact that these two de-
sign strategies always had relatively low ranking values (better per-
formance) over different failure levels (Table 2). For the ZHN case
study, the most robust design solution was WQSPS4 due to its rel-
atively high ranks over different sensor failure levels when consid-
ering all five design objectives (Table 3). WQSPS4 was designed
based on assigning more sensors to important users, as done in He
et al. (2018). Consequently, WQSPS4 tended to have a better per-
formance in detecting extreme contamination events, which were
often associated with important water users (e.g., large water users
at highly commercially areas) compared to other sensor design strat-
egies. This accordingly led to its relatively high performance when
measured by the objectives of fr and fa, which focused on the ex-
treme impacts of the contamination events.

Robustness Analysis That Considers the WDS Changes
The proposed framework was applied to evaluate the robustness
ranking values (i.e., R) of the WDS with demand and topology
changes. As shown in Figs. 6(a and c), when the nodal demands
increased in the particular area of the JYN case study [Fig. 4(a)], the
R ranking value of WQSPS3 changed significantly. This is proved
by the observations that WQSPS3 exhibited the low performance
for the original JYN case study for both L ¼ f1; 2g and L ¼
f1; 2; : : : ; TL − 1g, but it showed the best detection performance
(the lowest ranking value) for the given demand increase scenario.
This is mainly because two sensors of WQSPS3 [Fig. 2(c)] were
located within the area with demand increases [Fig. 4(a)], and,
hence, its detection performance can maintain a relatively high level.
Interestingly, when the network’s topology expanded as shown in
Fig. 4(c) for the JYN case study, WQSPS3 turned out to have the
worst performance. For thisWDS change scenario,WQSPS2, which
had the overall low performance for the original JYN, consistently
showed the best detection ability, as shown in Figs. 6(a and c). This
is due because WQSPS2 had a larger number of sensors located in
the surrounding region of the newly added pipes of the JYN case
study compared to other design alternatives.

For the ZHN case study, WQSPS2 consistently exhibited im-
proved robustness in detection performance for both demand and
topology change scenarios [Figs. 6(b and d)] relative to the original
WDS. However, WQSPS1 showed a significantly reduced robust-
ness performance under these two WDS variations. This can be
explained by the fact that the number of sensors of WQSPS2 lo-
cated in the WDS region with demand and topology changes was
significantly higher than WQSPS1, as shown in Fig. 4. It is also
noted that the rank changes are different for the two case studies.
For the JYN case study under L ¼ f1; 2g, WQSPS2 changes from
the worst to best ranked when the system topology is changed.
However, this rank change is relatively moderate for the ZHN case
study [e.g., WQSPS3 changes from the worst to second worst,
Fig. 6(b)]. This is because JYN is a small-size transmission network
with a highly looped structure and large pipe diameters and, hence,
the demand increase/topology changes can result in large impacts
on its hydraulic properties (e.g., velocities). In contrast, since ZHN
is a large distribution network with relatively small diameters, the
system changes cannot induce large hydraulic impacts and the rank

Table 3. Robustness ranks of WQSPSs (including 1, 2, 3, and 4) of the ZHN

Objective
rankings

L ¼ 0 L ¼ f1; 2g L ¼ f1; 2; : : : ;TL − 1g
1 2 3 4 1 2 3 4 1 2 3 4

rankðRðftÞÞ 1.0 3.0 2.0 4.0 1.0 3.0 2.0 4.0 1.8 3.0 1.2 4.0
rankðRðfpÞÞ 4.0 2.0 3.0 1.0 3.0 2.0 4.0 1.0 2.7 2.3 4.0 1.0
rankðRðfwÞÞ 3.0 1.0 4.0 2.0 3.0 1.0 4.0 2.0 1.5 1.6 3.9 3.0
rankðRðfrÞÞ 2.0 3.0 4.0 1.0 2.0 3.0 4.0 1.0 2.0 3.0 4.0 1.0
rankðRðfaÞÞ 4.0 1.0 3.0 2.0 4.0 1.5 3.0 1.5 2.9 1.6 2.9 2.5
R 2.8 2.0 3.2 2.0 2.6 2.1 3.4 1.9 2.2 2.3 3.2 2.3

Table 2. Robustness rankings of WQSPSs (including 1, 2, 3, and 4) of the JYN

Objective
rankings

L ¼ 0 L ¼ f1; 2g L ¼ f1; 2; : : : ;TL − 1g
1 2 3 4 1 2 3 4 1 2 3 4

rankðRðftÞÞ 2.0 3.0 1.0 4.0 2.0 2.0 2.0 4.0 3.0 2.0 1.8 3.2
rankðRðfpÞÞ 2.0 3.0 4.0 1.0 2.5 2.5 4.0 1.0 2.4 1.6 3.8 2.2
rankðRðfwÞÞ 2.0 4.0 3.0 1.0 2.0 4.0 3.0 1.0 2.0 2.4 3.6 2.0
rankðRðfrÞÞ 1.0 3.0 3.0 1.0 1.5 4.0 3.0 1.0 1.2 3.4 3.0 1.0
rankðRðfaÞÞ 1.0 2.0 2.0 4.0 2.0 4.0 2.0 2.0 1.6 2.2 2.0 2.2
R 1.6 3.0 2.6 2.2 2.0 3.3 2.8 1.8 2.0 2.3 2.8 2.1
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variation of the WQSPS is moderate. Results in this subsection im-
ply that the WDS’s demand and topology changes can significantly
affect the robustness performance of the WQSPSs under sensor
failures. Deploying more sensors close to the area with potentially
increasing demands or topology expansion is effective to ensure a
relatively high and robust detection performance of the WQSPS
under future uncertainties (e.g., sensor failures).

Sensor Importance Assessment

Sensor Importance Assessment versus Different
Performance Objectives
The sensor importance assessment was conducted to identify the
critical sensors in the WQSPS with different performance objec-
tives using the PnðfÞ defined in Eq. (16). While the PnðfÞ values
have been calculated for all different WQSPSs, PnðfÞ values for
WQSPS3 of the JYN case study and WQSPS2 of the ZHN case
study were only presented in Tables 4 and 5 for illustration. These

two sensor design solutions were selected due to their overall more
significant changes in robustness values relative to other alterna-
tives in handling future uncertainties (demand increase and topol-
ogy changes). In addition, to enable clear presentation, only the
most important two and three sensors were given for L ¼ f1; 2g and
L ¼ f1; 2; : : : ; TL − 1g, respectively, in these two tables.

As provided in Table 4, for L ¼ f1; 2g, the two most impor-
tant sensors, of which their failures can significantly reduce the
WQSPS’s detection performance when measured by the perfor-
mance objectives of ft, fp, fw, fr, and fa, are {6, 2}, {4, 5},
{4, 5}, {1, 4}, and {1, 5}, respectively, with index number given
in Fig. 2(c). When all different failure scenarios were considered
(L ¼ f1; 2; : : : ; TL − 1g), the three most important sensors were
also varied among different performance objectives. For instance,
Sensor 6 is ranked to be the first when measured by ft, but it
changed to Sensor 1 when evaluated by fr. For the ZHN case study
in Table 5, the most important senor based on ft, fp, fw, fr, and fa
are 7, 16, 16, 1, and 1, respectively, for both L ¼ f1; 2g and
L ¼ f1; 2; : : : ; TL − 1g.

JYN
(original)

JYN

(a) (b)

(c) (d)

(demand increase)
JYN

(topology change)
ZHN

(original)
ZHN

(demand increase)
ZHN

(topology change)

JYN
(original)

JYN
(demand increase)

JYN
(topology change)

ZHN
(original)

ZHN
(demand increase)

ZHN
(topology change)

fo
eulav

eh
T

R

1

0

2

3

4

fo
eulav

eh
T

R

1

0

2

3

4

WQSPS1 WQSPS2 WQSPS3 WQSPS4

Fig. 6. Robustness ranks (R values) of the four WQSPSs for the two case studies considering demand and topology changes: (a and b) L ¼ f1; 2g;
and (c and d) L ¼ f1; 2; : : : ;TL − 1g.

Table 4. Sensor importance assessment of WQSPS3 of the JYN

L levels Objectives
Most important sensor
[Sensor index (PnðfÞ)]

Second most important sensor
[Sensor index (PnðfÞ)]

Third most important sensor
[Sensor index (PnðfÞ)]

L ¼ f1; 2g ft 6 (100%) 2 (50%) —
fp 4 (50%) 5 (50%) —
fw 4 (50%) 5 (50%) —
fr 1 (100%) 4 (50%) —
fa 1 (50%) 5 (50%) —

L ¼ f1; 2; : : : ;TL − 1g ft 6 (83.3%) 2 (83.3%) 1 (66.7%)
fp 4 (83.3%) 5 (83.3%) 6 (83.3%)
fw 4 (83.3%) 5 (83.3%) 6 (83.3%)
fr 1 (100%) 2 (66.7%) 3 (66.7%)
fa 4 (83.3%) 5 (83.3%) 6 (83.3%)
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Results in this subsection imply that the importance of the sen-
sors can be a function of varying performance objectives. This high-
lights the great necessity of accounting for multiple performance
objectives in order to not only identify the most robust design so-
lutions, but also to understand the importance of sensors. Such in-
sightful knowledge can provide engineering guidance for sensor
maintenance, in which more resources (e.g., repair and routine
check) should be assigned to important sensors because their fail-
ures can significantly reduce the WQSPS’s detection performance.

Impacts of WDS Changes on Sensor Importance
We computed the average ranks for each sensor across different
performance objectives for the original WDS as well as the WDS
with demand and topology changes. Results for WQSPS3 of the
JYN case study and WQSPS2 of the ZHN case study were used
for illustration (Tables 6 and 7), in which the two and three
most important sensors were presented for L ¼ f1; 2g and L ¼
f1; 2; : : : ;TL − 1g, respectively.

As given in Table 6, for L ¼ f1; 2g, the two most important
sensors varied for the JYN case study when the WDS’s demand
and topology changed (Fig. 4). For instance, Sensors {4, 6} are
critical to ensure WQSPS3’s performance for the original WDS,
but they were changed to {3, 5} and {6, 1}, respectively, when

the future demand and topology variation scenarios were accounted
for. Similar observations can be made for L ¼ f1; 2; : : : ; TL − 1g.
In contrast, the sensor rankings for WQSPS2 were not significantly
varied when the ZHN’s demand and topology changed. For exam-
ple, Sensor 1 was consistently selected as the most important sensor
across the two different system change scenarios under various fail-
ure levels.

We also note that the variation of the senor’s importance for the
JYN case study under system changes is overall larger than that of
the ZHN case study. This can be attributed to two main factors:
(1) the number of sensors in the JYN case study is lower due to its
small network scale; and (2) the hydraulic properties of the JYN
case study changed more significantly than ZHN due to its highly
looped structure. Results in this subsection showed that while the
system changes of the JYN case study can significantly influence
the sensor ranking values, the ZHN did not exhibit a similar phe-
nomenon. This indicates that the impact of the system changes on
the sensor rankings can be complex because it can also be affected
by the network properties (spatial scale, flow direction, and so on).
This implies that a detailed analysis using the proposed framework
is necessary to comprehensively understand the relative importance
of different sensors in the WQSPS.

Table 5. Sensor importance assessment of WQSPS2 of the ZHN

L levels Objectives
Most important sensor
[Sensor index (PnðfÞ)]

Second most important sensor
[Sensor index (PnðfÞ)]

Third most important sensor
[Sensor index (PnðfÞ)]

L ¼ f1; 2g ft 7 (100%) 5 (50%) —
fp 16 (100%) 1 (50%) —
fw 16 (100%) 1 (50%) —
fr 1 (100%) 25 (50%) —
fa 1 (100%) 16 (50%) —

L ¼ f1; 2; : : : ;TL − 1g ft 7 (100%) 5 (96.7%) 2 (93.3%)
fp 16 (100%) 1 (96.7%) 7 (93.3%)
fw 16 (100%) 1 (96.7%) 7 (93.3%)
fr 1 (100%) 6 (67.7%) 18 (63.3%)
fa 1 (100%) 10 (90%) 11 (90%)

Table 6. Sensor importance assessment of WQSPS3 for the JYN case study under demand and topology variations

L levels JYN case study
Most crucial sensor
[Sensor index (Pn)]

Second most crucial sensor
[Sensor index (Pn)]

Third most crucial sensor
[Sensor index (Pn)]

L ¼ f1; 2g Original 4 (40%) 6 (40%) —
Demand increase 3 (40%) 5 (40%) —
Topology change 6 (50%) 1 (40%) —

L ¼ f1; 2; : : : ;TL − 1g Original 4 (73.3%) 6 (73.3%) 1 (63.3%)
Demand increase 3 (66.7%) 1 (63.3%) 4 (60%)
Topology change 6 (83.3%) 5 (76.7%) 1 (63.3%)

Table 7. Sensor importance assessment of WQSPS2 for the ZHN case study under demand and topology variations

L levels ZHN case study
Most crucial sensor
[Sensor index (Pn)]

Second most crucial sensor
[Sensor index (Pn)]

Third most crucial sensor
[Sensor index (Pn)]

L ¼ f1; 2g Original 1 (60%) 16 (50%) —
Demand increase 1 (90%) 25 (30%) —
Topology change 1 (60%) 16 (50%) —

L ¼ f1; 2; : : : ;TL − 1g Original 1 (96%) 5 (81.3%) 7 (78%)
Demand increase 1 (98.7%) 7 (79.3%) 5 (77.3%)
Topology change 1 (94.7%) 5 (81.3%) 7 (80%)
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Conclusions

This paper proposed a comprehensive framework to evaluate the
robustness of WQSPSs under a range of uncertainties, including
sensor failures, use of different objectives to represent the WQSPS’s
detection performance, and WDSs changes. Two real-world WDSs
with four WQSPSs for each WDS analyzed were used to demon-
strate the utility of the proposed framework. Based on the application
results and analysis, the main conclusions and practical implications
can be summarized as follow:
1. The robustness of the WQSPSs in dealing with future uncertain-

ties (sensor failures) was dependent on the performance objec-
tives used. This implies that an appropriate objective needs to be
carefully selected for each case driven by practical needs, as well
as multiple objectives need to be simultaneously considered in
order to comprehensively assess the WQSPS’s robustness.

2. Significant impacts of the WDS changes (network expansion
and demand increase) on the robustness of WQSPSs were found
in both case studies. The results showed that the WQSPS with
more sensors in or close to the changed areas had relatively higher
robustness in coping with these variations. This insight not only
highlights the importance of accounting for future changes to
the WDS within the WQSPS design process, but also facilitates
the selection of the most robust WQSPS for WDSs in dealing
with future uncertainties.
The framework proposed enables critical sensors to be identi-

fied, based on the sensor importance assessment at different sensor
failure levels. The results demonstrated that the crucial sensors var-
ied across different objectives and WDS modifications. In general,
the importance of sensors, within or close to the changed areas,
would increase after WDS changes. This knowledge about the im-
portance and priority of sensor maintenance can provide guidance
to enable efficient and effective water quality sensor management
in WDSs.

Based on the results of the two case studies, the following rec-
ommendations can be made. For the relatively low failure levels in
which one or two sensors failed (i.e., L ¼ f1; 2g), which is highly
likely in engineering practice, WQSPS4 can be the most robust sol-
ution for both the original JYN and ZHN case studies under joint
consideration of the five performance objectives. However, for the
given demand increase and topology change scenarios for the JYN
case study (Fig. 4), WQSPS3 and WQSPS2 exhibited the most ro-
bust performance, respectively. For the ZHN case study, WQSPS2
consistently performed the best under different scenarios with
system changes. These observations can be practically meaningful
as they can assist local water utilities to identify the most robust
WQSPSs for the two case studies considered.

In this study, we assessed the robustness of four WQSPSs for a
wide range of future uncertainties including sensor failures and sys-
tem changes. While it is theoretically possible to add this robustness
criterion as an objective within the WQSPS design optimization
process, it can be challenging due to the additional computational
overhead. However, future work should incorporate the proposed
methodology into the WQSPS design process with further consid-
eration paid to computational efficiency.
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