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Abstract
In the management of national electronic identity (eID) infrastructure, cooperation between public and private parties
becomes more and more important, as the mutual dependencies between the provision of e-services and the provision of
the national public key infrastructure (PKI) continuously increases. Yet, it is not clear which key factors affect the public-
private collaboration in the eID field, as existing studies do not provide insight into this particular matter. Therefore, we
aim to identify the factors that affect public-private partnership (PPP) in the field of eID. We also describe feasible formats
that help to improve the cooperation between the two sectors, based on insights from the case of Estonia. In service of that
study, we conducted twelve qualitative interviews with high-level experts representing several parties from the public and
the private sector. By conducting a thematic analysis of the interviews, we identified five key factors for successful PPP in
the eID field, i.e., engagement, joint understanding, two-way communication, clear role division, and process orientation.
Furthermore, we generalize our results by discussing, in how far the found cooperation formats can be used by stakeholders
to manage state-critical information technology (IT) infrastructure components similar to eID such as mobile phone services,
data transmission services and digital signature services.

Keywords Electronic identity · Identity management · Public-private partnership · Critical infrastructure management

1 Introduction

Digital technology and e-services play an increasingly
critical role in today’s society. For example, try to imagine
a situation where doctors are not able to log in to their
databases to look up their patients’ health information,
so that it becomes impossible to issue prescriptions. In
this situation it is hard to provide emergency help. This
is exactly what happened in 2017, when Estonia faced a
security vulnerability on electronic identity (eID) cards,
that has become known as the so-called Return of the
Coppersmith Attack (ROCA). Quickly, it became clear that
the existing public key infrastructure(PKI) infrastructure
plays a critical role at national scale. The vulnerability itself
affected approximately 800,000 eID cards and was solved
in cooperation with public and private sector stakeholders
(Lips et al., 2018; Valtna-Dvořák et al. 2021).
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Extended author information available on the last page of the article.

Public-private partnership (PPP) is common in the
development and maintenance of nationally important
infrastructure components (Sehgal & Dubey, 2019). Well-
known examples of critical infrastructure are energy supply,
transportation, food supply, water supply, healthcare (Filiol
& Gallais, 2014), financial systems, civil administration,
transportation systems, chemical industry (Alcaraz &
Zeadally, 2015), and – last but not least – information and
communications technologies (ICT). At the level of the
European Union, the European Commission takes actions
to protect critical European infrastructures and has launched
the European Program for Critical Infrastructure Protection
(EPCIP) (Pursiainen, 2018). Despite of that, every country
defines more specifically, which areas are part of the critical
infrastructure and how they are managed. For example,
e-governance related services such as authentication and
digital signing were recently considered as a part of
state-critical infrastructure in Estonia (Tsap et al., 2020b).
The Estonian Emergency Act1 states that, starting from
2018, digital identification and digital signing (more
generally expressed as electronic eID ecosystem) are

1https://www.riigiteataja.ee/en/eli/525062018014/consolide
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parts of the Estonian state-critical infrastructure. The
Estonian eID ecosystem includes various public and private
sector stakeholders. Their cooperation capability and their
maturity of managing state-critical infrastructure become
significant in terms of PPP.

To understand the correlations between the stakeholders
and their mutual impact in the critical infrastructure
management, we aim dirk to answer the following research
questions:

• RQ1. Which factors affect the public-private coopera-
tion in the field of eID?

• RQ2. How to improve the public-private cooperation in
the field of eID?

We use triangulation to answer the research questions
– we have interviewed 12 experts from the public and the
private sector, have conducted a thematic analysis of these
interviews, provide a detailed overview of the Estonian eID
ecosystem and analyse other studies focusing on factors
affecting critical infrastructure management. Moreover, we
analyze several alternative cooperation formats in the field
of eID.

The research topic is complex and consists of various
layers. Therefore, we use the institutional design framework
for complex technological systems proposed by Koppenjan
and Groenewegen (2005) as a theoretical background to
analyze and describe the eID infrastructure, stakeholders
and relations through several institutional layers.

This paper is organized as follows. In Section 2, we
provide a brief overview of existing work as well as
necessary background information regarding Estonian eID
stakeholders, their roles and responsibilities in managing
parts of the eID state-critical infrastructure. Section 2
helps to understand the background and its relation to the
theoretical concepts creating the overall framework for the
research. In Section 3, we present the qualitative research
approach of this paper, which is embedded in the context
of a larger action design research (ADR) (Sein et al. 2011)
project. In Section 4, we present the main research findings
including the factors that affect the cooperation in the
eID field, together with alternative cooperation formats
proposed by the interviewees, and discuss the research
findings in a wider context. Finally, In Section 5, we provide
a conclusion including an overview of research limitations
and possible future research directions.

2 Setting the Scene

In this section, we provide a more detailed overview
of existing works on factors affecting PPP from several
perspectives. On the basis of the theoretical analysis
framework proposed by Koppenjan and Groenewegen

(2005), we describe the Estonian identity management
ecosystem, identify relevant stakeholders and explain their
roles.

2.1 Literature Review

2.1.1 PPP and Critical Infrastructure Related Studies

PPP is a well-researched topic in its own right. It is
possible to find a series of PPP-related research papers
from various perspectives such as the financier’s perspective
(Owolabi et al. 2020), the front-line employee’s perspective
(Tawalare et al., 2020; Tsap et al., 2020a) and the public
partner’s perspective (Ghribi et al., 2019). Some research
papers remain more at a theoretical level, while others are
practice-oriented and focus on a certain industry such as
construction (Li et al. 2005), water infrastructure (Dithebe
et al. 2019) and healthcare (Wróbel, 2019). An example of
a more theoretical study is Das Aundhe and Narasimhan
(2016), that analyzes how and why the intangible factors
influence PPP outcomes. An example for a study at a rather
practical level is Paide et al. (2018a), that investigates how
to strengthen the collaboration between the Estonian public
and private sector through improvement of Estonia’s nation-
wide data exchange platform X-Road. There has been also
research on PPP in the eID field focusing on factors that
influence the distribution of power between public and
private sector authorities (Medaglia et al., 2017). Medaglia
et al. (2017) use the power dependence theory to analyse the
eID tender process in Denmark.

Several research papers focus on PPP in projects
related to critical infrastructure in developing countries
(Debela, 2019; Alinaitwe & Ayesiga, 2013; Ayo-Vaughan
et al., 2019; Osei-Kyei & Chan, 2019). Debela (2019)
focuses on the PPP success factors in the Ethiopian road
sector. Alinaitwe and Ayesiga (2013) analyse PPP in the
construction industry in Uganda and Ayo-Vaughan et al.
(2019) identifies PPP success factors in the aviation sector
in Nigeria. Hai et al. (2022) identify PPP success factors in
infrastructure projects in Vietnam.

PPP cooperation is often utlized in protection of critical
infrastructure, however, not always the most efficient
way. Dunn-Cavelty and Suter (2009) analyse positive
aspects and limitations of PPP in critical infrastructure
protection and suggests a network-oriented approach based
on governance theory (Schuppert, 2015) as an alternative
way of cooperation.

Despite of various studies on different aspects of PPP,
it still lacks a systematic understanding of PPP from
the eID perspective, i.e., which factors influence the
cooperation between the two sectors and what could be
alternative collaboration formats. Moreover, combining the
fields of eID and critical infrastructure leads to further
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interesting research questions that we would like to
address.

2.1.2 Factors Affecting PPP Projects

Based on the literature, there are two types of PPP studies,
i.e., dealing with success factors analysis (Dithebe et al.
2019), on the one hand, and dealing with risk factor analysis
(Ghribi et al., 2019), on the other hand. Moreover, Mulyani
(2021) has carried out a general analysis of articles focusing
on PPP success factors. Even though it is important to pay
attention to risk factor analysis, the current paper focuses on
success factors influencing PPP.

Section 2.1.2 focuses on studies conducted during the last
ten years. Osei-Kyei and Chan (2015) conducted a review
of studies on critical success factors of PPP projects from
1990 to 2013, and according to this study, the most common
factors are “risk allocation, risk sharing, strong private
consortium, support at the level of politics, community
and citizens and transparent procurement” (Osei-Kyei &
Chan, 2015). Factors vary depending on the industry (water,
construction etc.). Tang et al. (2010) has conducted a review
of PPP studies in the construction industry. Weģrzyn et al.
(2016) focuses on the critical success factors for PPP in
different stakeholder groups, stating that stakeholder role
in the project plays significant role in the project success.
Table 1 gives a detailed overview of the PPP success factors
identified from the literature.

Various studies analyze the implementation of several
types of PPP in infrastructure development projects
in developed and developing countries (Zhang, 2005;
Babatunde et al. 2016; Hsueh & Chang, 2017; Chan et al.
2010; Ismail, 2013; Li et al. 2005; Firmino, 2018). Dithebe
et al. (2019) argue that critical success factors for water
infrastructure projects conducted under PPP are “public
cooperation, project viability and policy and legislation
enhancement” (Dithebe et al. 2019). Li et al. (2005) have
conducted research on construction projects in the United
Kingdom, which shows that critical success factors for
PPP are “a strong and good private consortium, appropriate
risk allocation and available financial market” (Li et al.
2005). Jacobson and Ok (2008) conducted a general study
about PPP and public works in which they define ten
success factors that affect the collaboration: “specific
plan/vision, commitment, open communication and trust,
willingness to compromise/collaborate, respect, community
outreach, political support, expert advice and review,
risk awareness, and clear roles and responsibilities”
(Jacobson & Ok, 2008). Sehgal and Dubey (2019)
studied PPP project success factors in the literature and
identified fourteen significant components including “long
lasting macroeconomic environment, mutual understanding
between two sectors, ethical and expeditious procurement

process, socio-political aspects, government involvement
and interference, relationship management, institutional
factors, project planning” (Sehgal & Dubey, 2019). Ismail
(2013) conducted a case study of Malaysia and identified
five main success factors, i.e. “1) good governance;
2) commitment and responsibility of public and private
sectors; 3) favourable legal framework; 4) sound economic
policy; and 5) available financial market” (Ismail, 2013).

A lot of studies identify PPP success factors in
developing countries (Ameyaw & Chan, 2016; Babatunde
et al. 2016; Muhammad & Johar, 2018; Surachman et al.
2020). One of these examples is the study by Babatunde
et al. (2012) about PPP in delivering infrastructure in
Nigeria, which showed that public and private sector views
on critical success factors is different. In a later study from
Nigeria from 2016, Sanni (2016) determined seven critical
factors affecting PPP projects: “feedback, leadership focus,
risk allocation and economic policy, good governance and
political support, short construction period, favorable socio-
economic factors, and delivering publicly needed service”
(Sanni, 2016). Alinaitwe and Ayesiga (2013) investigated
the case of construction industry in Uganda and found that
success factors are “competitive procurement process, a
well-organised private sector, the availability of competent
personnel to participate in PPP project implementation, and
good governance” (Alinaitwe & Ayesiga, 2013).

While conducting the literature review, we did not find
similar works carried out directly in the field of eID,
not even in the field of ICT (information communication
technology). Papers mainly focus either on large-scale
infrastructure projects such as water management, energy
supply, aviation sector or on case studies of developing
countries (Ameyaw & Chan, 2016; Babatunde et al. 2016;
Muhammad & Johar, 2018; Surachman et al. 2020), or
comparison of several practices such as the study of Cheung
et al. (2012b).

Moreover, it is noticeable that there is no common list
of success factors. At a general level, it is possible to find
some similar factors such as cooperation, collaboration and
political aspects irrespective of the geographical locations
(Cheung et al., 2012a); however, it is not sufficient to
say that there is a clear list of uniform factors affecting
successful cooperation in case of PPP.

2.2 Estonian Identity Management

2.2.1 The Level of Digitalization in Estonia

The level of digitalization in Estonia is particularly high.
For example, the two most recent UN e-Government
Surveys 2018 and 2020 (UN Department of Economic
and Social Affairs 2018, 2020) clearly describe Estonia
as a technological leader. In the 2018 survey, the case of
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Table 1 Factors affecting PPP according to the literature

Publication Research Focus Factors

Osei-Kyei and Chan (2015) General study “Risk allocation and sharing, strong private consortium, political
support, community/public support and transparent procurement.”

Jacobson and Ok (2008) General study “Specific plan/vision, commitment, open communication and
trust, willingness to compromise/collaborate, respect, community
outreach, political support, expert advice and review, risk
awareness, and clear roles and responsibilities.”

Babatunde et al. (2016) PPP projects in Nigeria “Reliable concession arrangement with due diligence; serious com-
mitment with adequate technical strength; favourable economic
environment; government support with enabling legislation; bank-
able project with adequate stakeholders involvement; and strong
“political will” with committed private partners.”

Sanni (2016) PPP projects in Nigeria “Projects feedback, leadership focus, risk allocation and economic
policy, good governance and political support, short construction
period, favourable socio-economic factors, and delivering publicly
needed service.”

Hsueh and Chang (2017) PPP projects in Taiwan “Supportive legal frameworks, a favorable investment environment,
selection of appropriate PPP projects and public support.”

Chan et al. (2010) PPP projects in China (infrastructure) “Stable macroeconomic environment, shared responsibility
between public and private sectors, transparent and efficient pro-
curement process, political and social environment, judicious
government control.”

Ismail (2013) PPP projects in Malaysia “Good governance”, “commitment of the public and private
sectors”, “favourable legal framework”, “sound economic policy”
and “availability of finance market.”

Muhammad and Johar (2018) PPP projects in Malaysia and Nigeria
(housing)

Nigeria (‘equitable risk allocation’, ‘stable political system’, and
‘reputable developer’). Malaysia (‘action against errant developer’,
‘consistent monitoring’, and ‘house buyer’s demand’).

Li et al. (2005) PPP projects in UK (construction) “Effective procurement, project implementability, government
guarantee, favourable economic conditions and available financial
market.”

Surachman et al. (2020) PPP projects in Indonesia (water) “Support and acceptance of the stakeholders from the community,
whereas the private and public entities are the second and third
important factors.”

Dithebe et al. (2019) PPP in water supply projects “Thorough planning for project viability, high levels of trans-
parency and accountability and a legal framework stipulating policy
continuity.”

Ameyaw and Chan (2016) PPP in water supply projects “Commitment of partners, strength of consortium, asset quality and
social support, political environment, and national PPP unit.”

Estonia defines the e-government category “Government as
an API” (Application Programming Interface). Then, the
survey 2020 concludes that “Estonia is considered one of
the fastest raising countries for digital transformation in the
world.” UN Department of Economic and Social Affairs
(2020). And indeed, Estonia has clearly identifiable digital
assets. Most of the state services are accessible online. 98%
of the Estonian population have an ID-card containing a
chip that enables digital authentication and digital signing;
and about 2/3 of the eID owners use it regularly.2

The “Government as an API” is the key to this success
story. The foundation of this approach is Estonia’s data
exchange layer X-Road (Ansper 2001; Kalja 2008, 2012;

2https://e-estonia.com/solutions/e-identity/id-card/

Willemson and Ansper 2008; Ansper et al. 2013; Kalja
et al. 2015; Paide et al. 2018b; Saputro et al. 2020)3,4,5,6.
The Estonian regulation on X-Road (Regulation no. 105,
2016) defines that “the data exchange layer of information
systems (hereinafter X-Road) is a technical infrastructure
and instance between the members of X-Road, which
enables secure online data exchange, ensuring evidential
value”.

3X-tee in Estonian; in English: originally pronounced as ‘crossroad’,
nowadays pronounced as ‘x road’
4https://x-road.global/
5https://www.niis.org/
6https://x-road.global/

https://e-estonia.com/solutions/e-identity/id-card/
https://x-road.global/
https://www.niis.org/
https://x-road.global/
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X-Road is a peer-to-peer data exchange system teaming
together

• a PKI (public key infrastructure),
• sophisticated software components for secure data

exchange,
• a nomenclature of metadata items associated with each

message along the core representation language and
structure of messages,

• systematic (regulated (Regulation no. 105, 2016))
organizational measures.

A key to successful architecture of digital govern-
ment ecosystems is in understanding data governance,
which aims at the following data principles: (i) data
protection (European Commission, 2016), (ii) data qual-
ity (Tepandi et al. 2017; Draheim & Nathschläger, 2008),
and (iii) the once-only-principle (Kalvet et al., 2018). In the
context of digital government, data governance is an ultra
large-scale, cross-organizational challenge. Based on expe-
rience and analysis of the Estonian e-government ecosys-
tem, we have elaborated a digital government architecture
framework based on the following line of hypotheses,
see Draheim et al. (2021); Draheim (2021):

• The form of state’s institutions follows the state’s
functions. The entirety of the state’s institutions
(i.e., their shape, their interplay) makes the state’s
institutional architecture. The institutional architecture
changes slowly.

• The state’s institutional architecture determines the
state’s data governance architecture. The data gover-
nance architecture links data assets with accountable
organizations.

• The data governance architecture limits the design
space of the digital government solution architecture,
which consists of all digital administrative processes
and delivered e-services. The digital government
solution architecture can show small, ad-hoc and fast
changes.

• Changes in the institutional architecture are so severe
that they can trigger immediate changes in the digital
government solution architecture, whereas changes
in the digital government solution architecture can
only have a long-term influence on changes in the
institutional architecture.

We say that the data governance architecture and the
digital government solutions architecture together form
the digital government architecture. The data governance
architecture forms the backbone, that deals with the
necessary fulfilment of data governance; whereas the
solutions architecture addresses all kinds of quality aspects
of the offered solutions, i.e., usefulness, adherence to good
service-design principles, maturity of processes etc.

2.2.2 Estonian Identity Management Stakeholders

According to the Estonian Information System Authority,
public and private entities offer, in total, more than 5000 e-
services (E-Governance Academy, 2016). In practice, this
means that many critical sectors such as healthcare and
the internal security sector depend on PKI-based (public
key infrastructure) e-governance services. Any kind of
deviations from usual operation and availability of the
services can cause at least inconvenience and excessive
confusion and chaos in the worst case.

Before it is possible to analyze factors influencing PPP,
it is important to provide an overview of the most important
players in the Estonian identity management system (IMS).
Figure 1 shows the stakeholders’ perspective, including
relations between different stakeholders and their main
roles. It is important to note that, due to the high number of
players, the service provider’s perspective is not included in
Fig. 1. The perspective of ministries and policy makers are
not shown in Fig. 1. They are part of the IMS but not directly
involved with the eID scheme. In its center, Fig. 1 shows the
several public sector eID tokens (smart-card- or SIM-card-
based solutions) that are currently in use to enable digital
authentication and digital signing.

The degree of involvement of the private sector in the
IMS is remarkably high throughout the whole process,
starting from eID manufacturing, personalization, over
generation of certificates to the final delivery to the end-
user. Telecommunication companies issue mobile-IDs and,
it is possible to receive e-residency digital identity cards
from external service provider offices in various foreign
countries. In this example, it is fair to say that public
and private sector activities intertwine well and relations
between the parties play a significant role in the service
delivery process.

Furthermore, the Estonian eID ecosystem involves many
parties and roles from the public and private sector that are
indirectly involved with the IMS. In Tables 2 and 3, we
provide a detailed overview of the authorities and their roles
in the IMS.

A more detailed overview of the Estonian IMS is
provided by the State Information System Authority’s
blog.7

3 ResearchMethodology

In 2018, the Estonian Police and Border Guard Board
(PBGB) and the Estonian Information System Authority
(RIA) initiated a process to create an identity management
strategy. As a result of this process, eID stakeholders

7https://blog.ria.ee/2018/05/

https://blog.ria.ee/2018/05/
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Fig. 1 The Estonian eID scheme from a stakeholders’ perspective

from the public and the private sector proposed a strategic
white paper on identity management and identity documents
(IMID).8 Lips et al. (2019) provide an overview of the
strategic planning process in the critical infrastructure
management based on ADR (Action Design Research)
principles (Petersson & Lundberg, 2016).

This paper presents a concrete case study of the
IMID strategic planning process. The focus of this case
study research (Yin, 2011) is on in-depth analysis of
qualitative data collected in regard to critical infrastructure
management.

As a theoretical foundation, we use institutional design
framework for complex technological systems proposed
by Koppenjan and Groenewegen (2005), since it allows
for understanding complex and multi-layered systems
such as an eID ecosystem more systematically. The
framework of Koppenjan and Groenewegen (2005) adapts
Williamson’s four-layer analysis model of institutional
economics (Williamson 1979, 1998). Bharosa et al. (2020)
argue that the model of Koppenjan and Groenewegen (2005)

8https://www.ria.ee/sites/default/files/content-editors/EID/
valge-raamat-2018.pdf

is particularly well suited for the analysis of e-government
systems. Table 4 describes the Estonian eID ecosystem
through the four institutional layers of Koppenjan and
Groenewegen (2005).

To answer our research questions, we interviewed half
of the experts who participated in the IMID development
process. In total, we conducted twelve interviews: five with
experts from the public sector and seven with experts form
the private sector. We selected the interviewees according to
their role in the eID scheme. The aim was to cover the public
and private sectors’ views from different angles (token
production, personalization, certificate issuance, certificate
management, identity document issuance, policy making, e-
service provision etc.). Table 5 provides a detailed overview
of the interviewees and their roles.

The interviews were individual, semi-structured, and
non-standardized and consisted of eight questions. Some
questions consisted of two to three sub-questions. We
conducted the interviews mostly in the location of the
interviewees and in Estonian. One interview was conducted
online in English. We recorded all interviews based on
interviewees’ prior consent. Interviewees were informed
and aware about the purpose of the research and the

https://www.ria.ee/sites/default/files/content-editors/EID/valge-raamat-2018.pdf
https://www.ria.ee/sites/default/files/content-editors/EID/valge-raamat-2018.pdf
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Table 2 IMS (identity management system) stakeholders from the Estonian public sector and their roles

Public Sector Stakeholders Responsibility

Police and Border Guard Board
(PBGB)

Accordig to the Regulation no. 33 (2014) PBGB is responsible for identification of persons
and identity management. PBGB procures identity document tokens and ensures their issuance.
Furthermore, PBGB is responsible for the Estonian eID scheme description for cross-border usage.

Estonian Information System
Authority (ISA)

According to the Regulation no. 28 (2011) ISA is responsible for eID software and for the
development and management of the trust services infrastructure. The authority is also responsible for
national cybersecurity incidents handling and has a supervisory role over the trust service providers.

IT and development center of the
Ministry of the Interior of Estonia
(SMIT)

According to the Regulation no. 8 (2020) SMIT develops, procures and manages ICT systems in the
area of internal security, including information systems related to identity management and identity
documents.

Ministry of the Interior (SiM) According to the Regulation no. 39 (2012) SiM is responsible for shaping the identity management
and the identity documents issuance policy.

Ministry of Economic Affairs
and Communications (MKM)

According to the Regulation no. 323 (2002) MKM is responsible for shaping and coordinating the
Estonian information society policy.

Ministry of Foreign Affairs
(MFA)

According to the Regulation no. 196 (2004) MFA ensures the protection of interests of Estonians in
foreign countries. Receives identity document applications and issues identity documents

Enterprise Estonia Responsible for the e-residency program; creates pre-conditions for the development of e-services.

interviewees gave their consent to use their answers also for
further research purposes.

We transcribed all interviews, coded the transcriptions
and conducted a thematic analysis of the data (Vaismoradi
et al., 2013) to identify the critical success factors that
influence PPP. Figure 2 illustrates the data validation
process in detail (Creswell, 2014).

4 Research Results and Discussion

It is important to point out that during the IMID
development the focus was rather on the strategic, long-
term cooperation between the public and the private
sector than on everyday collaboration. We distinguished
daily cooperation solving individual issues from long-
term future-oriented cooperation, because both forms
of cooperation require different collaboration formats.
However, many of the prerequisites and characteristics are
general and may apply in both cases. The Estonian IMS

is a good example of strategical cooperation between the
public and the private sector and, therefore, offers a good
opportunity to analyse existing shortcomings and to identify
areas that need improvement.

During the data analysis process, we identified three
main themes and one sub theme:

1. Existing cooperation evaluation;
2. Stakeholder environment analysis;
3. Proposals to improve the situation;

(a) Alternative cooperation formats.
Under the first theme, we identify issues that affect the

current cooperation negatively. The second theme focuses
on stakeholders’ involvement analysis. Finally, we map all
cooperation related proposals from the interviewees and
provide generalized conclusions that other countries can
consider when developing their national eID schemes and
defining critical infrastructure components.

Due to the complexity of the topic, we decided that it
is not reasonable to artificially separate the presentation

Table 3 Estonian IMS private sector stakeholders and their roles

Private Sector Stakeholders Responsibility

Trust service provider (SK ID Solutions AS) Responsible for issuing the certificates for the Estonian identity documents and
provider of related services.

ID manufacturer (IDEMIA France S.A.S) Responsible for manufacturing blank identity documents.

Personalization service provider (Hansab AS) Responsible for personalization of identity documents.

Banks Provided the PIN replacement service until 28.02.2019.

Telecommunication service providers Responsible for issuing SIM-cards with mobile-ID capacity.

External service providers (VFS Global) Responsible for offering eResidency issuance service (including identification).
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Table 4 Estonian eID ecosystem analysis based on the model of (Koppenjan & Groenewegen, 2005)

Layer Estonian eID Ecosystem

Layer 4: Informal institutional
environment

People trust the government. Public sector institutions are responsible for the eID ecosystem and
provision of e-services (Muldme et al. 2018). Public and private institutions develop the eID area in
close cooperation and set strategical goals together (Lips et al., 2019).

Layer 3: Formal institutional
environment

The Estonian eID ecosystem relies on the EU eIDAS (electronic identification and trust services
for electronic transactions in the internal market) regulation. At the national level, two main legal
acts are regulating the eID ecosystem: Electronic Identification and Trust Services for Electronic
Transactions Act and Identity Documents Act.

Layer 2: Formal and informal
institutional arrangements

Identity documents strategy proposed by public and private sector experts (Lips et al., 2019). Regular
meetings between public and private sector representatives organized by Information Systems
Authority. Estonian Police and Boarder Guard Board and IDEMIA S.A.S. have concluded a contract
for the production of eID cards.

Layer 1: Actors and games A detailed overview over the Estonian eID ecosystem actors and dependencies between the
stakeholders is presented in Fig. 1, Tables 2 and 3.

of the research results from their discussion. We present
our findings according to the three main themes (and one
sub-theme) and interpret the results.

4.1 Evaluation of Established Cooperation

During the IMID development process, it has become
clear that the question is not only about selecting the best
strategical choices for the country but also about starting
substantive discussions between public and private sector

eID stakeholders. To provide a holistic overview of the
research results, we present positive and negative aspects
that, according to the interviewees, affect the collaboration
between the two sectors in Table 6 .

In general, the interviewees perceived as positive
that the public sector initiated a strategic discussion on
identity management and identity documents and that
several different stakeholders have been asked for their
opinion. Furthermore, the interviewees liked the moderated
workshop format. The fact that experts from both sectors

Table 5 Interview participants and their roles

Organization name Role Interest/Focus Category

Police and Border Guard Board Head of Identity and Status Bureau User friendliness / UX of e-services
(authentication, digital signing)

Public

State Information System Authority Head of an eID branch Engagement of the state in the eID field
and long-term perspective.

Public

SK ID Solutions AS CEO Ensuring that the process outcome is
comprehensive.

Private

Ministry of the Interior Adviser Identity management policy (especially
identity documents issuance).

Public

Cybernetica AS Member of the Supervisory Board Security of the electronic identity systems. Private

Estonian Association of Informa-
tion Technology and Telecommu-
nications (ITL)

Vice-President (digital infrastructure)/
Chair- man of the Board (AS Levira)

Community level agreement about secure
devices that public and private sector uses
and promotes.

Private

ITL CEO Long-term view of the whole area. Private

ITL Software Development and Tech-
nology Director (AS Datel)

Business architecture. Private

Estonian Banking Association Head of Digital Strategy in Baltic
Division at SEB Bank

Evolvement of digital identity and ser-
vices built on it.

Private

Police and Border Guard Board Adviser-Expert Identity management. Public

IDEMIA Head of Citizen Markets Security and user experience. Private

IT and Development Center
(Ministry of Interior)

Product owner Procedural matters related to identity
documents.

Public
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Fig. 2 Data analysis model

knew each other well from their previous positions and
that the circle of experts was limited had both positive and
negative impact.

However, more than half of the interviewees admitted
that the cooperation between the public and the private sec-
tor needs improvement. Most common aspects (three or
more interviewees named it) were: negative attitude, nega-
tive preconception, lack of involvement and shortcomings
in the feedback process.

Eight interviewees mentioned that they sensed a negative
attitude from one or another side during the collaboration.
Interviewees brought out keywords such as offence,

conflict, dissension, negative preconception, pessimism,
and dispute. Two interviewees said that more than 10 years
ago the cooperation was at a much better level. According
to one interviewee, in 2001, when first Estonian digital
identity card was launched, the cooperation between the
public and the private sector was very good and productive,
whereas currently, there exists almost no cooperation, it
lacks a feeling of unity, and public and private sector experts
need to rebuild the cooperation again. Another interviewee
said that strategical documents neither solve problems nor
provide solutions. Therefore, it is important to invest into
community building and to have strong lobbying groups.
Five interviewees did not mention either of the sectors as
specific in regard to negative attitude. Two interviewees
found that the negative attitude is more on the public sector
side and one interviewee found that it is more on the private
sector side. Four interviewees did not mention negative
attitude as an issue.

Before involving the private sector, the public sector tried
to shape its own position and had several meetings regarding
the IMS. Some private sector representatives found that
they were not involved in important discussions from the
beginning; and even in cases where they were involved, they
did not receive sufficient feedback to their proposals.

A couple of interviewees pointed out that some important
stakeholders were missing and that the strategy building
process was unclear. Some interviewees mentioned that
some of the public sector representatives did not show
enough interest during the meetings and that they just
attended for having attended. One interviewee admitted that
he wanted to contribute more but due to other tasks, the time
was limited.

One interesting finding was that public and private sector
representatives had different perceptions and understand-
ings already at the level of basic terminology. Experts talked

Table 6 Positive versus negative aspects of the collaboration

Positive aspects Negative aspects

• Joint meetings with a strategic focus • Negative attitude and prejudices

• Workshops initiated by the public sector • Poor involvement in discussions

• Public and private sector experts know each
other from previous positions

• Lack of feedback for proposals

• Exclusion of important stakeholders

• Unclear processes

• Lack of interest

• Limited time to contribute

• Different perceptions and understandings

• Unclear responsibility and role division

• Subjectivity

• Complex regulatory environment
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about the same topic but used different semantics. Some-
times, it took some time before the experts realized that their
positions were actually not contradictory.

Interviewees from the private sector pointed out that the
division of roles in the field of electronic identity is not
clear enough. Several authorities and even ministries are
responsible for the same area at the same time. Main themes
are clear but when it comes to specific questions, there are
lot of grey areas and ambiguities.

Subjectivity is another factor that has been mentioned by
interviewees various contexts. For example, one interviewee
said that subjectivity at the level of policy making limits
possible developments and available alternatives. Another
interviewee found that the circle of eID experts is very
limited, i.e., consisting of people who have worked in the
public sector first and than in the private sector or vice
versa. On the one hand, this can simplify the communication
between the parties; but it was also a barrier in the past,
whenever the cooperation was not smooth.

Finally, the interviewees found that the whole eID
ecosystem has become more complex – not only from the
technical perspective and with respect to role division, but
also in regard to policy and the legal environment. Since
2001, the legal environment has changed remarkably. In
addition to the national legislation, that basically consisted
of the Digital Signature Act9, the European dimension
with its directives and regulations has become relevant.
Changes included new procurement and data protection
rules and, finally, the implementation of the EU regulation
on electronic identification and trust services for electronic
transactions in the internal market (eIDAS)10 followed by
the new national legislation named Electronic Identification
and Trust Services for Electronic Transactions Act in
201611.

During the interviews interviewees named various factors
that affect PPP in the eID field. However, it is not possible to
provide a complete list of factors affecting the cooperation.
Therefore, we identified factors according to how often they
occured in the interviews and this way determined five as
most relevant, see Fig. 3. Therefore, We aim to identify
existing factors and create a starting point for further critical
success factors analysis.

Engagement is the most important factor since 33% of
the interviewees mentioned it. Private sector representatives
would like to be involved to the public sector initiatives
already from the beginning. Joint understanding means
that both sectors share the same basic understanding of
the topic in general; that they have access to the same

9https://www.riigiteataja.ee/akt/71878
10shorturl.at/djovX
11https://www.riigiteataja.ee/en/eli/527102016001/consolide

Engagement
33%

Joint 
understanding

22%

Two-way 
communication

19%

Clear role 
division

15%

Process-oriented approach
11%

Fig. 3 Public-private cooperation success factors

background information to form their opinion; but also,
that they have the same understanding at the level of
terminology. Two-way communication stands for an active
and systematically driven communication process where
both parties provide feedback to each others’ proposals.
Clear role division means that all involved parties are
aware of who is responsible for what. Furthermore, the
interviewees brought out that it needs a process-oriented
approach, which means that roles, tasks and outcomes are
clearly defined already at the beginning of the project.
Whenever needed, it has to be possible to engage external
expertise.

We compared the identified factors with the factors
found by our literature review. Four of the factors that we
identified occur, under same or similar names, also in the
reviewed research papers (engagement, joint understanding,
two-way understanding, clear role division), however, they
do not occur in that particular combination; and our research
paper investigates them, to our best knowledge, for the
first time in the context of eID critical infrastructure.
Furthermore, the utilization of a process-oriented approach
is a factor uniquely identified in this research.

4.2 Stakeholder Environment Analysis

As engagement plays an important role in public-private
cooperation, we analyzed the stakeholders’ environment
whether all relevant parties were involved. Therefore, to
identify the stakeholders and make detailed conclusions,
we asked the interviewees whether all relevant stakeholders
in the eID field were engaged to the process or whether
there were any missing or superfluous parties. Two of
the interviewees said that the practice that associations
represent the interests of their members is not sufficient

https://www.riigiteataja.ee/en/eli/527102016001/consolide


Information Systems Frontiers

for them and that companies should be invited to
participate directly in eID-related discussions. Currently,
the Estonian Association of Information Technology and
Telecommunications (Estonian Association of Information
Technology and Telecommunications, 2019) represents the
interests of more than ninety IT companies and the Estonian
Banking Association represents the interests of all financial
service providers in the local market.

Therefore, it is not reasonable to involve professional
association representatives but certain companies directly.
Interviewees also pointed out that engagement is not
only about participation in diverse events but about active
participation that needs time and extra effort.

One interviewee brought out that currently only two
main public IT service providers (SMIT and the Centre of
Registers and Information Systems) were engaged to the
discussions. Other public sector IT service providers, for
example IT Centre under the governing area of the Ministry
of Finance, was not part of the process. As IT authorities
present service provider view from the public sector side, it
is important to include them.

The eID card manufacturer plays a crucial role in
introducing new trends to public and private sector experts.
Therefore, the eID card manufacturer should participate
actively in discussions related to eID systems.

Four interviewees emphasized that policy makers have
to be actively involved. The interviewees also found that it
is not necessary to engage so many managers and that it
would be beneficial to involve more experts. Furthermore,
the interviews brought out that standardization bodies are
currently missing.

4.3 Improvement Proposals

4.3.1 General Proposals

In order to answer our second research question, we asked
from the interviewees their proposals on how to improve
the cooperation between the public and the private sector
in the field of eID, see Table 7. To ensure the anonymity
of the interviewees, the column numbers in Table 7 do not
refer to concrete interviewees. Altogether, the interviewees
made twelve proposals. Some of the proposals were made
multiple times. We are convinced that all of these proposals
can help to ease the communication between the two
sectors.

Community Building Five interviewees found that it is
important to invest in active and continuous community
building. They found that it is not enough when public and
private parties get together during specific projects or one-
time events. Community building inside the sector (in this
case eID field) has to be continuous process.

Overall Architectural Vision Another proposal made by five
interviewees, was the need for an overall architectural
vision. In regard of this, the interviewees found that there
is a need for a role who holds the responsibility for the
overall eID architecture of the whole eID ecosystem. Such
eID architecture consists of several layers and components,
and every stakeholder is responsible for certain parts of the
ecosystem. It is important that always at least one of the
parties has a complete overview of the eID architecture so
that it is always possible to understand the relations and
dependencies between architectural components in support
of the continuous development of the eID architecture.
The state needs to have a clear understanding of the
dependencies between the existing e-services and the eID
ecosystem.

Expert Involvement in Decision Making Four interviewees
found that it is important to engage experts to strategic
discussions. It is not sufficient if high- or mid-level
managers meet and discuss strategic matters. Therefore,
public and private sector eID experts have to be engaged in
the discussions and involved in the decision making process.

JointUnderstanding Joint understanding was mentioned by
four interviewees. They emphasized that the two sectors
have to be able to “speak same the language” and understand
each other. It is important to take into account the
existing context not historical background. Furthermore, the
interviewees found that public and private sector experts use
terminology differently. The same term can have various
interpretations. Therefore, the use of terminology has to be
harmonized.

Systematic Meeting Culture Four interviewees mentioned
that there is a need for regular meetings between the two
sectors in the eID field. In addition to regular meetings,
there is a need for strategic communication at least once a
year taking into account the budget planning cycle.

External Expert Involvement Three interviewees found that
independent external experts should be involved in eID-
related projects. Moreover, they found that it is good to
engage third parties as consultants in the preparation of
vision documents and to moderate strategic discussions and
workshops in a systematic manner. Furthermore, in case of
a larger project (such as strategy building or revision), it is
better to have a dedicated project manager who coordinates
the whole process.

Two-Way Feedback Three interviewees brought out that
giving and receiving feedback is very important. Private
sector representatives expect to get feedback on their
comments by the public authorities. Also public sector
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Table 7 Proposals to improve collaboration between the public and the private sector, together with an indication which interviewee (1. to 12.)
has made which proposal (interviewees are anonymised, i.e., numbers do not identify concrete interviewees)

Interviewees (anonymised)

Proposals 1. 2. 3. 4. 5. 6. 7. 8. 9. 10. 11. 12. Total

Community building × × × × × 5

General architectural vision × × × × × 5

Expert involvement in decision making × × × × 4

Joint understanding × × × × 4

Systematic meeting culture × × × × 4

External expert involvement × × × 3

Two-way feedback × × × 3

Inclusion of strategic agreements × × 2

Internal communication × × 2

Clear role division × × 2

Sector specific strategies × 1

Academic sector engagement × 1

authorities would like to get input from the private sector
to implement several projects or solve critical incidents.
Furthermore, it would be helpful, if the private sector is
asked early what they would prefer to contribute and what
they expect from the public sector.

Inclusion of Strategic Agreements Two experts found that
strategical agreements between the two sectors should be
included in the nationally relevant strategic documents,
in support of strengthening these agreements. In other
words, political strategies should reflect existing agreements
between the two sectors.

Internal Communication Improvement of internal commu-
nication was mentioned by two experts. Internal commu-
nication in this context means communication between the
public and private parties in the field of eID. Experts found
that there is a need to improve internal communication
inside the sector from both perspectives.

Clear Role Division Two interviewees found that the
division of roles has to be clarified in the field of eID.
This means that all involved parties understand their
responsibilities and agree on what both sectors can expect
from each other.

Sector Specific Strategies One interviewee emphasized the
importance of sector specific strategic documents. Overall
vision documents are essential, however, also each field
needs detailed direction. Moreover, at strategic level, it
should be common practice that the public and the private
sector develop sector specific strategies together.

Academic Sector Engagement One interviewee brought out
that, in addition to the public and private sector, academic
sector representatives should be involved in eID specific
discussions. The interviewee suggested that the academic
sector could be a bridge between the public and the private
sector.

4.3.2 Proposals for Alternative Cooperation Formats

In addition to the suggestions in Section 4.3.1, the intervie-
wees proposed various alternative cooperation formats that
could improve the public-private cooperation in the field
of eID. Altogether, the interviewees made six alternative
cooperation proposals, see Table 8. Similarly to Table 7,
the column numbers in Table 8 do not refer to concrete
interviewees.

Moderated Workshops Six interviewees considered mod-
erated workshops as an effective way to improve public-
private cooperation. According to the interviewees, mod-
erated workshops should be regular part of the interaction
between the two sectors, especially in case of strategic
discussions. The moderator should be a professional from
outside the eID domain.

Agile Collaboration One interviewee suggested the collab-
oration approach of the CA/Browser Forum12 (Certification
Authority / Browser Forum). The CA/Browser Forum is a
voluntary consortium of certification authorities and soft-
ware vendors selling Internet browser software, operating
systems etc. Their agile collaboration approach heavily
relies on forums and ballots and allows experts from the

12https://cabforum.org/

https://cabforum.org/
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Table 8 Alternative cooperation format proposals, together with an indication which interviewee (1. to 12.) has made which proposal (interviewees
are anonymised, i.e., numbers do not identify concrete interviewees)

Interviewees (anonymised)

Cooperation Format 1. 2. 3. 4. 5. 6. 7. 8. 9. 10. 11. 12. Total

Moderated workshops × × × × × × 6

CA/Browser Forum format × 1

Brainstorming × 1

Visualization × 1

Engagement of volunteers × 1

Software development principles × 1

public and the private sector to engage in the decision-
making process. As collective intelligence systems (Suran
et al., 2020) that support such forms of agile collaboration
become more and more important, we predict, that they are
also well-suited candidates for collaboration in the field of
eID.

Brainstorming One interviewee found that public-private
organisations need to brainstorm together at least once a
year. This is especially important in the strategy building
process. The interviewee suggested that those brainstorming
meetings should be facilitated by external professionals.

Visualization One interviewee pointed out that documents
and other handed out materials should contain more
visualizations to provide a quick overview for the experts.
Moreover, the overall architecture should be visualized,
together with dependencies between the architectural
components.

Engagement of Volunteers Many successful cooperation
formats are centered around volunteers. There are also IT
enthusiasts that are interested in the field of eID. Therefore,
one interviewee suggested engaging IT volunteers to
improve quality and to increase innovation in the eID
domain.

Long-Term Product Plan From a strategical viewpoint, one
interviewee would like to have established a technological
product discipline such as found in the long-term software
life-cycle plans of, e.g., operation system providers. This
would mean that the public sector would announce and
follow long-term plans for the versions of its eID solutions;
hand-in-hand with some long-term guarantee of respective
technological support. This would be important, since any
change to an eID solution in the public sector triggers a
cascade of necessary changes in the systems of the private
sector, since the systems in the private sector have to comply
to the systems in the public sector. Therefore, private sector

players are severely challenged, whenever changes to a
public sector system are announced on a short-term or even
ad-hoc basis.

5 Conclusion

Estonia is one of the first countries, where digital
authentication and digital signing are part of the state-
critical infrastructure. This makes our research relevant for
other countries where eID solutions are about to become
part of the state-critical infrastructure.

The aim of this paper was to identify the factors that
affect public-private cooperation and to analyze several
aspects of PPP in the context of the eID field. We aim to
improve collaboration between the two sectors in managing
state-critical infrastructure components including electronic
authentication and digital signing. Previous studies focused
on large-scale infrastructure sectors such as water and
electricity or on analysing the experience of developing
countries. Estonia is one of the first countries where digital
authentication and signing are part of the state-critical
infrastructure. Therefore, we focus on the case of Estonia.

Based on qualitative interviews, we identified five top
factors that affect public-private cooperation in the field of
electronic identity: engagement, joint understanding, two-
way communication, clear division of roles and following
a process-oriented approach. Here, the first four factors are
well-reflected in the existing literature, albeit not in that
particular combination, and the fifth factor, i.e., following a
process-oriented approach, has been genuinely found by our
study.

The practice of e-government in Estonia shows a series
of specific aspects, compare with Bharosa et al. (2020):
government tends to be trusted by the citizens; there exists
an exhaustive set of stable legal assets; in general, e-
government is subject to central steering; and, governmental
bodies and authorities are oriented towards innovation in
service of the whole society. These specific aspects need
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to be considered, when generalizing our results. In any
case, we are convinced that the found factors provide a
valuable reference in the analysis and comparison with other
countries’ practices.

Based on our research results, further research can be
conducted in studying the several proposals made by the
interviewees in practice.

We analyzed that usual cooperation formats such
as meetings and working groups do not sufficiently
support collaboration between public and private eID
stakeholders. To overcome this, it would be interesting to
analyse the utilization of collective intelligence systems
in service of more agile collaboration and decision
making. Moreover, further research should be conducted
on how to engage IT volunteers in critical infrastructure
management.

Our research compiles essential success factors for
public-private cooperation from various research projects
and demonstrates that the critical success factors in
the field of eID are not significantly different from
those affecting the management of other state-critical
infrastructure components. Furthermore, the Estonian case
demonstrates that common understanding between the
public and the private sector starts already at the level
of terminology. We suggest that knowledge of the found
sector-specific factors, when combined with innovative
cooperation formats, can add significant additional value to
the management of state-critical infrastructure.
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