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What Is Blockchain?

I
magine you want to send money 
to a friend overseas. Wouldn’t it 
be good if you didn’t have to pay 
hefty fees to the intermediaries, 
and your friend received the funds 
very quickly? Now imagine or-

dering parts to make a product in your 
manufacturing plant. Wouldn’t it be great 
if you were able to verify where each part 
comes from and have access to a reliable 
certificate on its quality automatically? 
Also think about dealing with energy use 

or selling off your excess solar energy 
as a prosumer. Wouldn’t it be nice if you 
could purchase cheaper energy or sell it 
profitably at ease?

Blockchain can resolve these chal-
lenges. Blockchain is a distributed 
ledger of transaction and data man-
agement technology that enables 
distributed nodes to collaboratively 
affirm transaction provenance via a 
decentralized consensus mechanism. 
The interest in blockchain has been 
increasing exponentially in both in-
dustry and academia because of its 
potential to revolutionize modern in-
dustries and businesses [1], [2].

The Concept of Blockchain
The term blockchain was coined in the 
2008 article “Bitcoin: A Peer-to-Peer 
Electronic Cash System,” by Nakamoto 
[3]. In a narrow sense, it is a chained 
data structure storing data blocks se-
quentially and a nontamperable and 
unforgeable distributed ledger that 
is secured cryptographically. Broad-
ly speaking, it can be considered a new 
distributed infrastructure and comput-
ing paradigm using chained block data 
structures to store and validate data, 
node consensus algorithms to gener-
ate and update data, cryptography to 
secure data transmission and access, 
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and smart contracts with automated 
scripts to program and manipulate 
data (Figure 1 illustrates how it works).

Currently, blockchain technology 
is regarded as a breakthrough that is 
changing the ways businesses and or-
ganizations operate [4]. Just like mod-
ern information technologies, such as 
big data, cloud computing, and the In-
ternet of Things (IoT), it relies on exist-
ing technologies to deliver its promises.

The Journey of Blockchain
The development of blockchain tech-
nology has gone through three phas-
es, namely, programmable currency, 
programmable finance, and program-
mable society, dubbed Blockchain 1.0, 
2.0, and 3.0, respectively.

Soon after publishing [3], Nakamoto 
created software in 2009 to mine the 
foundation block, opening the era of Bit-
coin. The initial interest in blockchain 
was in virtual currencies, i.e., for Block-
chain 1.0, how much they were worth, 
how to mine, how to buy, and how to sell. 
A few years later, attention was placed on 
the technology itself, leading to a big step 
forward—Blockchain 2.0—marked by 
the publication of the “Ethereum White-
paper” in 2013 [5]. 

Ethereum is a platform that offers 
a variety of modules allowing users to 
build applications. It works like build-
ing a house, where Ethereum provides 
building modules, such as the walls, 
roof, and floor, and customers need only 
to assemble the house using the mod-
ules. The core of Ethereum is the smart 
contract, which is an automated agent. 
However, Blockchain 2.0 could achieve 
only 70–80 transactions per second, 
which hindered its applications. Recent 
years have seen the emergence of Block-
chain 3.0, which is a platform that is able 
to process the volumes of transactions 
necessary for mass adoption. It presents 
the future of blockchain: a decentral-
ized Internet with data storage, smart 
contracts, cloud nodes, and open-chain 
networks, applicable to a wide range of 
fields, from finance to manufacturing, 
energy, logistics, medicine, and social 
networks. The journey of the blockchain 
developments is illustrated in Figure 2.

The Key Technologies of Blockchain
There are four key traditional technolo-
gies of blockchain: distributed storage, 
cryptography, consensus algorithms, 
and smart contracts (see Figure 3).

Distributed storage is used for data 
sharing and synchronization in a net-
work composed of many distributed 
nodes in different physical addresses 
or organizations. Each participating node 
has complete data storage and is inde-
pendent and peer-to-peer connected. 

Blockchain relies on distributed stor-
age to ensure reliability and security 
of the data, and increasing the number 
of participating nodes would enhance 
their improvements. On one hand, the 
technology generates block hard forks 
to achieve transaction rollback and 
avoid malicious tampering of data. On 
the other hand, it leads to a significant 
increase in storage.

Cryptography is used for addressing 
information security issues. Famous al-
gorithms include hashing algorithms, 
encryption and decryption algorithms, 
digital certificates and signatures, and 
zero-knowledge proofs [6]. Hash algo-
rithms generate header information 
for each unit (block) in the blockchain. 
The connection between the blocks 
is achieved by including the previous 
block header information in the next 
block header. Meanwhile, hash-based 
tree structures, such as the Merkle 
tree, are used to organize the specific 
transactions or states in the block and 
store the summary information (root 
hash) in the block header, making it 
extremely difficult to tamper with. The 
storage structure of blockchain is like 
a zipper: after each data item is stored 
independently, a chain is formed, and 
any node can be traced. In this process, 
the signature is determined by cryp-
tography, and a zero-knowledge proof 
plays an increasingly important role 
in convincing a verifier that a certain 
assertion is deemed correct without 
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Generated

A Block Representing
the Order Is Created

The Block Is
Broadcast to
All the Nodes
of the Network

The Order Gets
Verified and Executed

The Block Is Added
to the Blockchain

All the Nodes of the
Blockchain Network 
Validate the Block

1 2 3
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FIGURE 1 – How a blockchain works.
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providing any information to the veri-
fier (e.g., Zcash [7] and zk-SNARKs [8]).

Consensus algorithms refer to how 
all nodes reach consensus to validate 
a record, which is used for both iden-
tification and tampering prevention to 
maintain decentralized multiparty mu-
tual trust. In both public and private 
blockchains, all consensus algorithms 
achieve the same goal of determining 
which blocks are correct by checking 
how each block is added. Their differ-
ences lie in which blocks can be add-
ed on the chain at what rate, and what 
types of faults are allowed. 

There are many different classifica-
tions for consensus algorithms [9]. Ac-
cording to the deployment mode, the 
blockchain consensus algorithms can 
be divided into public chain consensus, 

alliance chain consensus, and private 
chain consensus algorithms. With re-
gard to the fault-tolerant type, they can 
be classified as Byzantine fault tolerant 
(BFT) and non-BFT. Considering the de-
gree of consistency, they can also be di-
vided into strong consensus and weak 
consensus algorithms. In this article, we 
classify the consensus algorithms into 
four types, namely, BFT-based, Proof-
of-Work (PoW)-based, Proof-of-Stake 
(PoS)-based, and mixed-type consen-
sus algorithms. 

BFT-based consensus algorithms are 
based on traditional distributed consis-
tency-checking techniques; some exam-
ples are Paxos [10], Raft [11], Practical BFT 
[12], Stellar Consensus Protocol [13], Al-
gorand [14], and Sleepy Consensus [15]. 
PoW-based consensus algorithms aim to 

achieve capacity expansion of the block-
chain (e.g., Bitcoin-Next Generation [16] 
and Elastico [17]) or improve the ef-
ficiency of the algorithm (e.g., Proof of 
Elapsed Time [18], Proof of Luck [19], 
Proof of Space [20], and Proof of Useful 
Work [21]). PoS-based consensus algo-
rithms are used to solve the problem 
of “nothing at stake” [22], including Del-
egated Proof of State [23], Tendermint 
[24], Casper [25], and Proof of Unspent 
Transaction Output [26]. The mixed-
type consensus algorithms draw les-
sons mainly from the consensus of PoW 
and PoS, including Proof of Stake Veloc-
ity [27], Proof of Burn [28], and Proof 
of Activity [29]. In short, all blockchain 
consensus algorithms focus primarily 
on three aspects: performance evalua-
tion, adaptation and optimization, and 
consensus innovation under the new 
blockchain structure. For a comprehen-
sive survey of various consensus algo-
rithms, please refer to [30].

A smart contract refers to a comput-
ing protocol for disseminating, verify-
ing, and performing a contract nego-
tiation or fulfillment of a contract in an 
informational manner. Its concept was 
originated by Szabo in 1994 [31]. As a 
kind of embedded programming, smart 
contracts can be built into any block-
chain data, trading, and tangible or 
intangible assets to form a program-
mable control system. The key prop-
erty of a smart contract is that it does 
not rely on third-party or centralized 

Distributed
Storage

Smart
Contracts

Cryptography
Consensus
Algorithms

FIGURE 3 – The four key technologies of blockchain.
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FIGURE 2 – The journey of blockchain. EOS: enterprise operating system.
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organization, which greatly reduces 
manual participation and cost with 
high efficiency and accuracy. It is not-
ed that all smart contracts deployed on 
the blockchain public chain are visible 
and interactive, meaning that their vul-
nerabilities are made public. 

A smart contract in blockchain is 
a set of codes automatically executed 
once an event triggers a clause in the 
contract. In the blockchain context, 
smart contracts are scripts stored on 
the blockchain, which are analogous 
to stored procedures in relational 
database management systems. Ac-
cording to the performance of the 
programming language or running en-
vironment, smart contracts can be 
divided into three types: script type, 
Turing-complete type, and verifiable-
contract type [32]. Smart contracts 
have been successfully implemented 
on many blockchain systems, such as 
Ethereum [5] and Hyperledger Fab-
ric [33]. Hyperledger Fabric has good 
flexibility, scalability, and versatility 
and supports various uncertain smart 
contracts and pluggable services. In 
short, the smart contract is imple-
mented based on program code. Once 
deployed to the blockchain, it is not 
allowed to change, which eliminates 
the possibility of human intervention. 
However, there are still some limita-
tions on the technology and imple-
mentation of smart contracts, espe-
cially the problems of stability and 
security. A comprehensive survey on 
this topic can be found in [34].

The Main Platforms of Blockchain
Blockchain platforms combining distrib-
uted storage, cryptography, consensus 
algorithms, and smart contracts togeth-
er with network and data technologies 
are used for building blockchain-based 
systems. There are some quite generic 
platforms that can be used for differ-
ent industrial domains, such as Ethe-
reum and Hyperledger Fabric. Ethereum 
supports applications that use smart 
contracts, while Hyperledger Fabric 
provides good flexibility and versatility 
support for blockchain applications in 
domains such as finance, manufactur-
ing, and logistics. Other platforms are 
more specialized and developed for 

specific domains, such as Energy Web 
Foundation (EWF) [35] and Obelisk 
[36] for smart energy systems, Prov-
enance [37] for logistics, Gem [38] for 
health care, and Genesis of Things [39] 
for 3D manufacturing. Generally, the 
selection of a blockchain platform is 
dependent on the needs of the users. 
For example, multiple collaborative di-
verse companies can use a platform like 
Ethereum to implement smart contract 
capabilities over their network, while a 
group of energy providers can use one 
platform like EWF that supports energy 
trade applications.

The Key Issues and Challenges 
in Blockchain
Blockchain has now become a huge 
technical field that is profoundly chang-
ing industry, economy, and society. 
However, there are many issues and 
challenges, as discussed in the follow-
ing sections.

Technological Issues
The breakthrough construction of 
blockchain technology is limited by a 
famous theory: the impossible triangle 
theory; i.e., scalability, security, and 
decentralization cannot be achieved 
at the same time (see Figure 4). For 
example, Bitcoin is highly decentral-
ized and secure, but its performance 
(its so-called scalability) is very low. 
Because of frequent network conges-
tion, traders have to pay more in the 
transaction process. Therefore, one 
challenge is to address the impossible 
triangle problem to balance scalabil-
ity, security, and decentralization.

Scalability refers to the ability to 
handle high volumes of business data. 
As usual, there is always a tradeoff 
among costs, security, and performance. 
To achieve scalability, we should con-
sider the usage context and the per-
formance metrics, such as validation 
latency, transaction throughput, en-
ergy costs, computation costs, storage 
costs, number of nodes, and so on. For 
example, the throughput of a block-
chain is not scalable when the network 
size grows. Promising solutions to im-
prove the scalability of blockchains 
include primarily sharding [40] and 
cross-chain [41] techniques. Sharding 

technology is thought to be able to par-
tition the network into different groups 
(shards) so that the compulsory du-
plication of communication, data stor-
age, and computation overhead can be 
avoided for each participating node. 
These overheads must be incurred by 
all full nodes in traditional nonsharded 
blockchains. A cross-chain is a scheme 
that makes interconnection between 
blockchains possible. This interoper-
ability is important for individuals and 
businesses as it helps them exchange 
values with minimal costs and risks.

Security is the most important is-
sue for blockchain, involving software 
and hardware as well as protocols 
and messages required [42]. With the 
rapid development and wide applica-
tion of blockchain, criminals may take 
advantage of the security loopholes 
to attack users, which exposes block-
chain technology to many security 
threats and challenges. For example, 
in March 2014, some criminals used a 
distributed denial of service to attack 
the Bitcoin trading platform Mt. Gox, 
which resulted in 850,000 bitcoins 
stolen from the trading platform and 
more than US$450 million lost [43]. In 
June 2016, the Decentralized Autono-
mous Organization (DAO), the largest 
crowdfunding project of blockchain at 
that time, was attacked and lost about 
US$60 million [44]. 

We will now discuss the security 
of blockchain from the protocol layer, 
extension layer, and application layer 
perspectives. In the protocol layer, 
the security problems of blockchain 
include mainly encryption mechanism 
security (such as private key security), 
consensus mechanism security (such 

Security
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FIGURE 4 – The impossible triangle problem 
of blockchain. 
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as the double-spending attack, 51% at-
tack, and coin age attack), and network 
communication security (such as the 
eclipse attack, routing attack, border 
gateway protocol attack, Sybil attack, 
and balance attack). In the extension 
layer, the security of blockchain is af-
fected mainly by the vulnerability of 
the smart contract. Nikolić et al. classi-
fied the existing smart contract vulner-
abilities as prodigal contracts, greedy 
contracts, suicidal contracts, and post-
mortem contracts [45]. In the applica-
tion layer, when a user interacts with 
the blockchain system, an attacker may 
obtain the user’s physical identity or 
other additional information by means 
of data mining, which leads to the us-
er’s privacy disclosure. The main secu-
rities include identity privacy security 
and transaction privacy security. For a 
comprehensive survey of blockchain 
security, please refer to [46].

Decentralization is a key to roll 
out blockchain applications, which 
may also compromise blockchain se-
curity. Most existing technologies are 
still centralization oriented. As an ex-
ample, the Enterprise Operation Sys-
tem (EOS) [47] uses 21 “super nodes” 
to block out nodes in a certain order, 
thereby avoiding accounting in a large 
number of nodes, which would other-
wise significantly increase levels in the 
transaction processing system. How-
ever, it has been questioned whether 
the power is too centralized, which is 
not conducive to network security. At 
present, because of the emergence of 
the Application Specific Integrated Cir-
cuit 6 (ASIC6) machine, the PC nodes of 
ordinary users can hardly participate 
in the competition of accounting rights. 
Besides, more than 80% of the comput-
ing power is spent on a few mining 
pools, in which the owners of the min-
ing pools have considerable disburse-
ment power in the Bitcoin world.

Regulatory and Legal Issues
While many countries are actively 
supporting adoption of the blockchain 
technology, there are no comprehen-
sive regulations and industry stan-
dards yet. Currently, regulations for 
blockchain are mainly in the finance 
sector for combating crimes such 

as money laundering, extortion, and 
black-market transactions. For exam-
ple, a total of US$761 million in digital 
currency was stolen by hackers from 
digital currency exchanges around 
the world in the first six months of 
2018, according to CipherTrace, a U.S. 
digital currency security company. 
In comparison, only US$266 million 
was lost in 2017. China announced a 
ban on initial coin offering and shut 
down all domestic cryptocurrency 
exchanges in 2019 [48], leading to the 
challenge of using blockchain with-
out digital currency. Furthermore, the 
technical rules themselves need to be 
regulated. The “distrusting” functions 
of blockchain cannot overcome the 
“dishonesty” problem of the technol-
ogy setting itself, and the imbalance 
of rules wrapped in technology makes 
the regulation more difficult because 
of privacy concerns.

There are also significant legal issues 
in the context of docking and coordina-
tion within the existing legal systems. At 
present, there is no commonly accepted 
definition of a blockchain in legal sys-
tems or an agreement on which attri-
butes are indispensable in each country. 
Furthermore, most current discussions 
on smart contracts are focused on how 
to implement programmable finance 
and replace intermediaries, ignoring the 
coordination and compatibility of smart 
contracts within existing legal systems, 
especially contracting laws. The am-
biguity of semantic expressions and 
the variability of objective conditions 
require definitive legal interpretations, 
which are usually done by a credible 
third party (a law firm). But smart con-
tracts completely depend on computer 
languages to stipulate authentication 
and execution among parties, begging 
the questions of whether the semantics 
of the contract terms can accurately ex-
press the intentions of the parties and 
whether the smart contracts can be 
legally recognized. Furthermore, dur-
ing the execution of smart contracts, 
everything needs to comply with the 
preset code, regardless of the wishes of 
the parties. A mistake or change would 
require enormous effort to change the 
program code. The so-called smart con-
tract is not so smart in this instance.

Other Challenges
Blockchain technology is still in its 
infancy, though it has broad appeal. 
Another challenge lies in its scalability 
when many participants are involved. 
Currently, the transaction chain is long, 
the centralization efficiency is low, the 
transparency is not transparent, and 
trust is lacking. These issues will have 
to be overcome for blockchain to be-
come an important enabling technol-
ogy in the emerging digital economy 
and society.

In terms of technology, the aspects 
of parallelization, consensus, cross-
chain, and channel technologies are 
very important for the future. There has 
already been some good progress, in-
cluding cryptographic security (such as 
zero-knowledge proofs [49] and ring sig-
natures [50]), consensus mechanisms 
(such as verifiable random functions 
[51]), the infrastructure of blockchain 
(such as multichain, channel tech-
nology, and directed acyclic graphs), 
distributed file systems [such as Inter-
Planetary File System (IPFS) [52]], and 
identity management [such as decen-
tralized identifiers (DIDs) [53] and self-
sovereign identity (SSI) [54]], among 
others. For example, IPFS is a peer-to-
peer distributed file system that seeks 
to connect all computing devices with 
the same system of files, which makes 
storing and sharing large files more effi-
cient. IPFS provides a high-throughput, 
content-addressed block storage model 
with content-addressed hyperlinks. A 
DID is a new type of identifier that en-
ables verifiable, decentralized digital 
identity. Compared to typical, federated 
identifiers, DIDs have been designed so 
that they may be decoupled from iden-
tity providers, centralized registries, 
and certificate authorities. SSI is a new 
type of identity management, in which 
identity and the valuable data generat-
ed belong to the users themselves. SSI 
allows users to manage their own infor-
mation by themselves, independently 
of any organizations.

In terms of applications, the current 
blockchain is still in the 2.0 stage, namely 
“application + blockchain,” which re-
fers to the interactions between the 
traditional services and blockchain 
services. Blockchain 3.0 is emerging, in 
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which all business operations would 
run on blockchains based on smart con-
tracts in a decentralized manner.

Blockchain for Industrial 
Electronics
The fast development of blockchain 
has had a far-reaching impact on 
many areas, including technological, 
social, and economic fields. The field 
of industrial electronics (IE) is no 
exception. IE tackles the challenges 
in intelligent and computer control 
systems, robotics, factory communica-
tions and automation, flexible manu-
facturing, data acquisition and signal 
processing, vision systems, and pow-
er electronics. Key thematic areas, 
such as power and energy systems, 
manufacturing systems, robotics and 
mechatronics, and so on, are being 
impacted by blockchain, as we now 
briefly describe.

Power and Energy Systems
The power and energy sector is much 
affected by blockchain, just as any oth-
er sector [1], though things are usually 
happening a bit more slowly. Power 
networks are considered to be cyber-
physical systems [55] or, if prosumers 
and community/society are included 

in the equation, cyber-physical-social 
systems (CPSSs). Blockchain technol-
ogy, according to its promises, has a 
big future. Figure 5 shows how block-
chain can be used in power-sharing 
applications. A prosumer first enters 
a contract as a user node through the 
blockchain network, where the seller’s 
information is made available, while 
edge nodes equipped with certain com-
puting and storage capabilities serve 
as miners to maintain the blockchain 
network. In each block generation 
cycle, the seller publishes its informa-
tion of energy surplus to the network, 
and consumers then bid for the selling 
energy with successful bidder(s) cho-
sen, and the amount of energy is then 
allowed for use. The transaction pro-
cess is automatically completed by the 
smart contract, where the purchased 
energy flows from the seller to the 
buyer through the public grid, and the 
seller gets a payoff. Finally, the miners 
in the network package all of the trans-
actions during this period. They then 
verify the transactions through con-
sensus and generate new data blocks 
that are then added to the blockchain 
automatically as secured records.

However, the special features of 
power and energy CPSSs may mean 

that various parts of the blockchain 
technology need to be made more 
flexible and less resource intensive 
as the general blockchain technolo-
gy is not entirely designed for power 
and energy systems. For example, 
there would be stringent require-
ments of power and energy CPSSs 
to be dynamically responsive across 
the three layers of the cyber, physi-
cal, and social worlds and also to be 
robust against intermittent uncer-
tainties, such as renewable energies 
and electric vehicles. The uptake 
of blockchain in power and energy 
CPSSs requires a strong willingness 
of the community and industry to 
make it work under the increasingly 
uncertain and insecure environ-
ments as well as in the economic con-
siderations of return of investments 
to utilities. 

For example, currently the need 
for a “real” (i.e., distributed) block-
chain may not always be there since 
the resource to be managed by the 
blockchain (e.g., a distribution net-
work) is owned and operated by one 
central entity, which could just offer 
a database with an application pro-
gramming interface or a trusted third 
party or permissioned ledger [56]. 
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A direct translation of a cryptocurren-
cy into a crypto token for renewable 
energy amounts bears little complex-
ity to distinguish between green and 
nongreen energies. This requires the 
consideration of more energy-orient-
ed distributed storage, cryptography, 
and consensus algorithm techniques. 
For example, the Jouliette, a token 
based on blockchain implemented by 
a consortium around the Dutch distri-
bution grid company Alliander, sup-
ports manual transactions, where cus-
tomers can trade their Jouliettes, and 
also automated transactions, for the 
IoT to participate in this ecosystem. 
Distributed generation, such as photo-
voltaics, and intelligent loads, such as 
heat pumps, can organize themselves 
based on Jouliette transactions [57]. 
In China, a company called Energo in 
Shanghai is using blockchain to deal 
with trading clean and renewable en-
ergy [58], allowing producers to sell 
energy to consumers securely. 

There have been many academic 
projects on blockchain for energy to 
improve distributed and local markets, 
manage distributed energy resources, 
and tokenize energy or access to en-
ergy, and so forth; see [59] and [60] 
for a list of such projects. Large-scale 
industrial rollouts of such ideas are, 
however, scarce. One most prominent 
example was given by the European 
transmission system operator (TSO) 
TenneT [61]. Germany’s Sonnen and 
The Netherland’s Vandebron deliver 
flexibility services to TenneT to be 
used in balancing actions. The flexibil-
ity comes from Tesla’s and household 
batteries, organized via blockchain, 
using IBM technology. Encouraged by 
that, a new and even larger initiative 
was just launched: the Equigy plat-
form [62]. TenneT (Germany and The 
Netherlands), Swissgrid (Switzerland), 
and Terna (Italy) team up to develop 
a cross-border blockchain platform 
for energy flexibility operations. TSOs 
traditionally run their assets by con-
tracting large generation units for a 
variety of services, such as frequency 
reserves. Since many of these large 
fossil-fuel-based units are phased 
out, TSOs need to acquire these ser-
vices from other parties in the grid. 

Replacing a few large generation units 
with many small renewable resources 
has many challenges, one of them be-
ing keeping enough flexible reserves 
for operations. Contracting thousands 
of resources in a transparent, easy, 
and flexible way is a perfect case 
for blockchain.

There are several technical chal-
lenges facing the adoption of block-
chain in power and energy CPSSs [1]. 
The dynamical responsiveness of 
such systems requires the protocols 
and algorithms to be delay aware, 
security aware, and privacy aware 
as well as flexible enough to achieve 
tradeoffs in reaching consensus un-
der the required latency and through-
put. The blockchain network must be 
scalable as well. Another challenge is 
the resource constraints of the power 
and energy CPSSs, which make tam-
perproof data management difficult, 
especially considering the multiple 
types of data models. The security 
and timely processing of smart con-
tracts are another challenge and may 
require some parallel processing 
mechanisms. These and many more 
activities ultimately lead to the devel-
opment of standards [63]. While chal-
lenges such as transaction through-
put can be addressed with the right 
blockchain design, other challenges, 
such as secure digital identities of 
embedded platforms, are equally im-
portant in power and energy systems 
but need to be solved in other ways. 
On top of that, the intrinsic challeng-
es of a CPSS, such as matching mar-
ket optima with physical feasibility, 
are still part of the application and 
are not “magically” solved by using a 
blockchain.

Manufacturing Systems in  
Industry 4.0
The manufacturing sector has wit-
nessed rapid changes, driven by busi-
nesses and societies toward mass and 
extreme customization. New disrup-
tive developments, such as software 
and hardware, cross-fertilization of 
concepts, and the integration of infor-
mation, communication, and control 
technologies, in traditional industrial 
environments forge the core of current 

networked industrial infrastructures. 
These include cyberrepresentation of 
physical assets through digitalization 
of information across the enterprise, 
the value stream, and process engi-
neering lifecycle as well as the digital 
thread from suppliers to customers in 
the supply chain. The technological, 
economic, and social impacts are so 
enormous that the overall process is 
regarded as the fourth Industrial Rev-
olution, namely, Industry 4.0 [64].

The emerging disruptive technolo-
gies are already creating an innova-
tion ecosystem for many industries. 
They are establishing entirely new 
markets and platforms for future 
growth. They are also facilitating the 
creation of new functionalities based 
on collaboration of heterogeneous 
physical systems in the cyberspace 
able to be exposed and/or consumed 
as services in a network, enabling con-
tinuous improvement of the quality of 
life for the “citizens in a secure digital 
society” [65], [66].

In such an Industry 4.0-compliant 
setting, countless assets, people (hu-
mans), machines, and products as well 
as IT components and systems within 
the enterprise architecture are able 
to asynchronously communicate and 
cooperate directly with each other 
to perform a set of defined service-
oriented business transactions. The 
production, logistics, and business pro-
cesses among assets are intelligently 
networked for a common value creation 
process. Cooperation through “ser-
vices” is to be flexibly negotiated and 
agreed on in the Industry 4.0-conform-
ing communication-information-busi-
ness network of digitized assets [67].

Central to these is the asset ad-
ministration shell (AAS), in which 
blockchain can find its way into the 
Industry 4.0 context [68]. To help 
asynchronously interact and handle 
business transactions, the AAS en-
ables direct communication and coop-
eration among components (service 
providers and service consumers) to 
perform a desired business [69]–[72]. 
Figure 6 shows an exemplary Indus-
try 4.0-compliant infrastructure, rep-
resenting three different business 
processes performed by four AASs, 
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located at very different levels of an 
enterprise architecture with clearly 
different functionalities exposed as 
the Industrial Internet of Services 
(IIoS) [67]. Integrating blockchain 
technology within this solution pro-
vides reliability and the necessary 
trust among the AASs, allowing each 
of them to manage their own blocks 
and the blockchain-based service/
business interaction protocol.

There have been numerous proto-
type implementations exploiting the 
features offered by blockchain in the 
industrial manufacturing sector with 
a focus on supply chain management. 
The benefits are enormous, including 
for example, reducing inventory costs 
and service times, automating trading 
and business negotiation processes, 
enhancing security and authentica-
tion, shortening production times, 
and monetizing ideas and capaci-
ties globally. Following the DIN SPEC 
91345 (RAMI 4.0) [67] and considering 
the value stream and lifecycle dimen-
sion (International Electrotechnical 
Commission 62890) [79] as the basis 
for our example in Figure 6, the AAS-
based digitalization aims to seamless-
ly manage all data, information, and 
knowledge generated throughout the 
asset lifecycle to achieve the desired 
business competitiveness. 

The AAS-based approach allows 
smooth integration and sharing among 
the digitalized (cooperating) assets 
[68]. Major requirements, like interop-
erability, security, trust, and fundamen-
tal decentralization of decision-making 
processes, can easily be achieved by 
integrating the blockchain technology 
with the AAS. Essentially, this facilitates 
the realization of service-legal-agree-
ments among digitalized assets with ef-
ficient consensus algorithms. Adequate 
open but secured information storage 
and customized blockchain information 
services, such as machine data or oper-
ational modes, can be shared between 
a digitalized product lifecycle manage-
ment at the IT level and digitalized ma-
chines located at the operation tech-
nology levels of the enterprise. On one 
side, this AAS- and blockchain-based 
infrastructure not only can process 
the multisource and heterogeneous 

services from the two named assets 
but can also broadcast the exposed 
services to the Industry 4.0- and block-
chain-conforming network. On the 
other side, the AAS- and blockchain-
based application between IIoS-based 
business partners allows both vertical 
as well as horizontal integration, in-
cluding managed consensus, e.g., for 
co-design and cocreation of enterprise 
resource planning (ERP) applications 
as well as quick and accurate tracking 
and tracing of manufacturing orders 
with an AAS-based digitalized custom-
er relationship management (CRM).  
With the successful development of 
the proposed solution, service-based 
interoperability and cooperation among 
digitalized stakeholders (assets) in 
the entire value stream and lifecycle 
are guaranteed.

The Mobility Open Blockchain Ini-
tiative (MOBI) and OriginTrail [73] 
are other examples of blockchain-
based solutions. MOBI was founded 
by automakers such as Renault, Ford, 
General Motors, and BMW, aiming to 
“build a vehicle digital identity pro-
totype or car passport that can track 
and secure a vehicle’s odometer and 
relevant data on distributed ledgers” 
[73]. OriginTrail aims to make supply 
chains more transparent by allowing 
interested parties to track an item’s or-
igin and process in primary industries, 
such as vegetable producer Natureta 
and dairy producer Celeia. Another 
example is IBM and Maersk (a leading 
shipping company), who tested block-
chain technology in logistics opera-
tions [74]. In China, Alibaba established 
supET [75], a platform for blockchain 
applications in the industrial Internet. 
Numerous new use cases are being 
reported in other industrial manufac-
turing sectors like Industry 4.0, the 
Industrial IoT, and so on. This con-
firms potentials and challenges and 
also provides an outlook for future re-
search and innovation opportunities 
to further exploit the advantages of 
the blockchain technology.

The challenges for the adoption 
of blockchain in manufacturing sys-
tems in Industry 4.0 lie in its role to 
enhance process optimization (e.g., 
logistics optimization and product 

lifecycle improvisation) and security 
and authentication (i.e., making parts 
tamperproof and cross-referencing 
them, providing identity manage-
ment) [76]. While dynamical respon-
siveness is not required as much as it 
is for the power and energy systems, 
the complex and diverse nature of 
manufacturing systems would make 
scalability and flexibility the promi-
nent issues. The enormous scale of 
IoT features in Industry 4.0 means 
there are huge amounts of critical 
and privacy-sensitive information 
that need to be protected from cyber-
attacks. However, because of limited 
resources, executing security func-
tionalities is difficult to meet these 
security needs. This requires efficient 
consensus algorithms that can deal 
with the problems quickly in a distrib-
uted way. Identity management is an-
other issue. The traditional methods 
of authentication, such as tokens or 
passwords, may not be useful. Find-
ing a way to create trust among a big 
network of components/devices that 
is scalable and secure is a challenge, 
and this also applies to authorization, 
authentication, and integrity.

Robotics and Mechatronics 
and Other IE Areas
Blockchain has implications for many 
other key IE areas. For example, com-
bining artificial intelligence (AI) with 
blockchain can improve efficiencies 
in swarm robotics or autonomous ve-
hicles or can even help Bitcoin mining 
in a secure, flexible, and autonomous 
way, similar to that in power and en-
ergy systems. Swarm robotics is seen 
as an area benefiting from the combi-
nation of blockchain and AI. A team 
of autonomous robots work together 
in a “swarm” to perform tasks or op-
erations; their collective behavior and 
interactive capabilities need to be 
robust and highly scalable. This can 
be enhanced by blockchain through 
advanced encryption techniques 
for optimal security for data across 
shared channels [77]. Blockchain also 
allows AI models and distributed large 
data sets to be shared, updated, and 
trained safely and securely, making 
wider adoption of AI possible [78]. 
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Many systems and control issues 
can benefit from blockchain, espe-
cially in the multiagent system setting, 
where individual components cooper-
ate to achieve a common goal quickly 
and securely in a distributed manner. 
However, the challenges facing the pow-
er and energy systems and manufactur-
ing systems in Industry 4.0 are equally 
applicable, if not more so, to robotics 
and mechatronics and other IE areas. 
The dynamical responsiveness require-
ments would be more stringent, and 
resource-light and flexible blockchain 
platforms would be needed. The future 
of blockchain is very bright; however, 
the technological challenges involved 
in making it work are enormous.

Conclusion
In this article, we introduced the back-
ground and basic concepts of block-
chain, its key features and technolo-
gies, as well as some future challenges 
and opportunities for blockchain in 
general. We specifically discussed 
the impact of blockchain on the future 
of major focal areas of the IEEE Indus-
trial Electronics Society.
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