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Secure State Estimation Under Actuator and
Sensor Attacks Using Sliding Mode Observers
Twan Keijzer, Riccardo M. G. Ferrari , Senior Member, IEEE , and Henrik Sandberg , Fellow, IEEE

Abstract—Interconnections in modern systems make
them vulnerable to adversarial attackers both by corrupting
communication channels and compromising entire subsys-
tems. The field of secure state estimation (SSE) aims to
provide correct state estimation even when an unknown
part of the measurement signals is corrupted. In this let-
ter, we propose a solution to a novel generalized SSE
problem in which full subsystems can be compromised,
corrupting both the actuation and measurement signals.
For a full system with p measurements, the proposed slid-
ing mode observer (SMO)-based solution allows for up
to p attack channels which can be arbitrarily distributed
amongst attacks on actuation and measurement signals.
This is a much larger class of attacks than considered in
the existing literature. The method is demonstrated on 10
interconnected mass-spring-damper subsystems.

Index Terms—Secure state estimation, cyber-attacks,
sliding mode observers.

I. INTRODUCTION

THE ABUNDANCE of interconnections in modern control
systems has allowed them to provide better performance

and be more resilient against faults. It however also exposes
these systems to adversarial attackers who can corrupt data
on communication channels or even compromise entire sub-
systems [1]. While it is often impossible to know which
subsystems will be targeted, an attacker is typically assumed
to have limited resources [2]. A logical way to quantify
this attacker limitation is to assume an upper bound on the
maximum number of subsystems they can compromise.

To this end, inspired by the Byzantine general’s problem [3],
the field of secure state estimation (SSE) aims to provide cor-
rect state estimation when an unknown, but limited, part of
the measurements is corrupted [4], [5], [6], [7], [8], [9]. This
secure state estimate allows for cyber-attack tolerant control
while retaining the nominal controller. Such SSE methods have
been developed to be applicable to nonlinear systems [6], or to
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be implemented in a distributed fashion [10] or with reduced
computational complexity [9]. Furthermore, [8] proposes a set-
based SSE method that allows for all but one measurement to
be compromised. These methods are, however, all limited to
attacks on the measurements.

Literature on generalized SSE problems which also address
actuator attacks is limited. In [11], [12] an optimization-based
decoder is proposed to estimate actuator attacks. The num-
ber of allowed attacks for this approach is however limited to
strictly less than half the number of measurements. A sliding
mode observer (SMO)-based approach is proposed in [13],
allowing for attacks on a known subset of actuators when
corresponding measurements are uncompromised.

In this letter, we consider a system of subsystems that can
be interconnected physically or via a distributed control law.
For such a system we solve a generalized SSE problem where
attacked subsystems are fully compromised, i.e., both the actu-
ator and measurements of affected subsystems are corrupted.
Similar to the traditional SSE we allow for an unknown, but
limited, part of the subsystems to be fully compromised. SMOs
are well suited to address this generalized SSE problem as
they can estimate the state as well as anomalies acting on the
actuators or sensors [14], [15].

The main contribution of this letter, therefore, is an SMO-
based solution to the generalised SSE problem which can
tolerate as many simultaneous attacks as the number of mea-
surements. This represents a much larger class of attacks than
is currently addressed in the literature [8], [11], [12]. To
achieve this, we design a bank of SMOs that can be used
to both isolate which subsystems are compromised, and to
estimate the attacks affecting them. In particular, an SMO is
designed for each possible hypothesis of which subsystem is
attacked and which is not. We then leverage the so-called
matching condition to cross-validate the SMOs estimates
against each other and isolate the correct hypotheses.

In the remainder of this letter we introduce the problem in
Section II. In Section III the bank of SMO-based state and
attack estimators are designed. The main contribution of this
letter, namely a method to use the SMO-based attack esti-
mates to isolate the compromised subsystems, is presented
in Section IV. In Section V the method is demonstrated in
simulation. The work is concluded in Section VI.

A. Notation
For a set N let us denote by |N | the cardinality of the

set.

(
n
k

)
denotes the binomial coefficient ‘n choose k’. �x�

denotes rounding up to the next integer. C− denotes the set of
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complex numbers with negative real part. Lastly, denote the
time series from 0 to t of a variable x by x[0 : t] and denote 0
as a time series of only zeros.

II. PROBLEM STATEMENT

Consider a set of N linear interconnected subsystems as⎧⎪⎨
⎪⎩

ẋ� = A�x� + B�fu�
+ ∑

j∈N
A�jxj,

y� = C�x� + D�fy�
+ ∑

j∈N
C�jxj,

(1)

where x� ∈ R
n� , y� ∈ R

p� , fu�
∈ R

m� , fy�
∈ R

p� and
N = {1, . . . , N} is the set of all subsystems. The matrices
A�j account for physical interconnections or the presence of a
distributed control law. This gives a full system dynamics as{

ẋ = Ax + Bfu,
y = Cx + Dfy,

(2)

where B and D are block-diagonal and full column rank,
x ∈ R

n, y ∈ R
p, fu ∈ R

m, fy ∈ R
p. Note here that

m = ∑
�∈N m� represents the number of possible input attacks

and p = ∑
�∈N p� represents both the number of outputs and

possible output attacks.
Remark 1: A known input u can be added without affecting

the results. It has been omitted to simplify notation.
We consider that this system is subject to attacks that can

compromise an unknown subset of subsystems A ⊂ N . If a
subsystem is compromised, we consider both fu�

and fy�
to

be potentially non-zero. Furthermore, both the attacker and
defender are considered to have full model knowledge and
full disclosure resources. We make the following assumptions
about the system and attack.

Assumption 1: A is unknown, but constant over time.
Note that set A not being known differentiates the gener-

alised SSE problem solved in this letter from state estimation
with unknown inputs as researched in, e.g., [14], [16], [17].

Assumption 2: The system in (2) is state and input observ-
able [18]. �

Proposition 1: The total number of active attacks is at most
equal to the number of measurements, i.e.,∑

�∈A
(m� + p�) ≤ p,

is a necessary condition for Assumption 2 to hold.
Proof: The system is state and input observable

by Assumption 2, therefore the proof follows from
[18, Corollary 1].

Assumption 3: If m 	= 0, the full system state x is observ-
able from any combination of N − |A| outputs y�.

Remark 2: Assumption 3 requires the subsystems to be
sufficiently interconnected. This is necessary to estimate the
attacks on the input from the un-attacked outputs. If m = 0
there are no attacks on the input and thus Assumption 3 is
not required. Assumption 2 provides state and input observ-
ability. Note that, except for the limit case where m = 0,
Assumption 3 implies the state observability claim. The input
observability claim of 2 is required to prevent the existence
of zero dynamics attacks [19] which can lead to wrong attack
identification. If zero dynamics attacks do not need to be pre-
vented Assumption 2 can be relaxed to m� < n� ,∀�. Lastly,
Proposition 1 and Assumption 1 define the limitations on the
attacker resources.

The considered problem is a generalization of the SSE
problem considering attacks on both input and output.
Furthermore, the presented approach allows for p signals to be
attacked. To the author’s best knowledge, current approaches
allow for at most p − 1 measurement signals [8] or � p−1

2 �
measurement and input signals [11], [12] to be attacked.

Remark 3: Assumption 2 is common in SSE literature
where also inputs are subject to attack [11], [12]. Furthermore,
Assumption 3, which implies state observability, is com-
mon in literature on the standard SSE problem, see, e.g.,
[8, Assumption 1.ii] or implicitly in [4]. Assumption 1 appears
in works such as [11], [12], but is not required in [8].
Proposition 1 relaxes the common assumption that the number
of attacks is strictly less than half of the number of outputs.

III. SLIDING MODE OBSERVER DESIGN

In this section we will design a bank of SMOs where each
is suited to a different attack scenario. We will prove that for
every possible attack scenario, there exists an SMO that pro-
vides a correct state and attack estimate. We will then present
a method to identify the correct SMOs in Section IV.

To this end, let us introduce the set I = {1, . . . , I}, enu-
merating all the possible hypotheses on the composition of
the set A of attacked subsystems. Based on each hypothesis
i ∈ I we design a sliding mode observer (SMO) that provides
a correct state and attack estimate under that hypothesis. This
is possible due to the capability of SMOs to reject matched
anomalies [14]. We will denote the set of correct hypotheses
as IA ⊆ I, with IA 	= ∅ by definition. Below we present an
example to clarify the set definitions.

Example 1: Consider N = {1, 2, 3} and p� = 2, m� = 1 ∀�.
Then, by proposition 1 at most 2 subsystems can be attacked,
i.e., A can be {1, 2}, {1, 3}, {2, 3}, {1}, {2},{3}, ∅. Based on
the possible attacks we choose hypotheses A = {1, 2}, A =
{1, 3}, A = {2, 3} to design the SMOs. These hypotheses are
enumerated in I = {1, 2, 3}. If in fact A = 2 then hypotheses
1 and 3 provide correct state and attack estimates and thus
IA = {1, 3}.

The number of possible hypotheses I can be upper bounded

as I ≤
(

N
max|A| |A|

)
, which reduces to equality if all subsys-

tems have the same number of inputs and the same number of
outputs. To obtain these SMOs we first transform the system
in (2) in a way that allows to distinguish the attacked and
healthy subsystems. For a given hypothesis i this transforma-

tion is defined as

[
x̃i

1
x̃i

2

]
= Ti

xx,

[
ỹi

2
ỹi

2

]
= Ti

yy,

[
f i
y1

f i
y2

]
= Ti

fy
fy, and[

f i
u1

f i
u2

]
= Ti

ufu which gives the transformed system

⎧⎪⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎪⎩

[ ˙̃xi
1˙̃xi
2

]
=

[
Ai

11 Ai
12

Ai
21 Ai

22

]
︸ ︷︷ ︸

Ai

[
x̃i

1
x̃i

2

]
+

[
Bi

11 0
0 Bi

22

]
︸ ︷︷ ︸

Bi

[
f i
u1

f i
u2

]
,

[
ỹi

1
ỹi

2

]
=

[
Ci

11 Ci
12

Ci
21 Ci

22

]
︸ ︷︷ ︸

Ci

[
x̃i

1
x̃i

2

]
+

[
Di

11 0
0 Di

22

][
f i
y1

f i
y2

]
.

(3)

The transformations just introduced are such that
f i
u1

= f i
y1

= 0 ∀t if hypothesis i is correct, i.e., if i ∈ IA. Note
that this transformation is only possible due to the block-
diagonal structure of B and D, which appears as a result of
the subsystems definition in (1). Therefore, in the remainder
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of this section, we will design an SMO which produces a
correct state and attack estimate if f i

u1
= f i

y1
= 0 ,∀t. To be

able to design such an SMO the system first needs to be
manipulated to adhere to the following two conditions that
are common for SMOs [16]:

1) Non-minimum phase condition: The invariant zeros of
(Ai, Bi, Ci) lie in C

−.
2) Matching condition: relative degree between attack and

output is 1.
The non-minimum phase condition is implied by
Assumption 2. However, the matching condition does
not trivially hold for all i ∈ I. In Sections III-A and III-B
we present two extensions of the system with which we can
guarantee the matching condition to hold for all i ∈ I.

While naively designing the SMO to provide correct state
and attack estimates in the case i ∈ IA, we will also keep
track of the effect of f i

u1
and f i

y1
on the SMO state and attack

estimates when i /∈ IA. In Section IV, we will then show how
the combination of all I observers can be used to identify the
set IA and for state and attack estimation.

A. Extend the System With Filtered Measurements
Part of the attack that is to be estimated, fy2 , directly affects

the output, i.e., has relative degree 0 with respect to the out-
put. One can make the matching condition hold in such cases
by filtering the affected outputs as in [14]. By applying this
approach to the system in (3) we obtain⎧⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

⎡
⎣ ˙̃x1˙̃x2

ż

⎤
⎦ =

[
A11 A12 0
A21 A22 0

−Af C21 −Af C22 Af

][
x̃1
x̃2
z

]

+
[

B11 0 0
0 B22 0
0 0 −Af D22

][
fu1
fu2
fy2

]
,

[
ỹ1
z

]
=

[
C11 C12 0
0 0 I

][
x̃1
x̃2
z

]
+

[
D11

0

]
f i
y1

,

(4)

where we omitted superscript i to ease notation. Here Af is a
full-rank Hurwitz matrix and z is the filtered ỹ2. One can see
that the matching condition now holds for fy2 by design.

B. Extend the Output Using HOSM Differentiators
For the matching condition to hold for fu2 we require it to

be relative degree 1 with respect to the output. This might
not inherently be the case for all i ∈ I. Therefore, if neces-
sary, we extend the output with derivatives obtained from the
higher order sliding mode (HOSM) differentiator from [20].
This gives the extended output

[
ỹ1
ỹd
z

]

︸ ︷︷ ︸
ỹe

=
⎡
⎣C11 C12 0

C̃11 C̃12 0
0 0 I

⎤
⎦

[
x̃1
x̃2
z

]
+

[
D11 0

0 I
0 0

][
f i
y1
ε

]
, (5)

where [C̃11C̃12] are rows of the matrix obtained from
the product [C11C12][(Ai) (Ai2) · · · (Ain)] such that

rank

([
C12

C̃12

]
B2

)
= rank(B2), i.e., the relative degree is 1 and

the matching condition holds. This can always be achieved
due to Assumption 3. Furthermore, ε is the error of the HOSM
differentiator, which is a function of f i

y1
[0:t] and is defined in

[20, eq. (6)]. For the remainder of this letter, the only relevant
properties of ε(f i

y1
[0 : t]) is that ε(0) = 0 and it is bounded

for bounded input.

C. Transform System to the SMO Standard Form
Now that matching and non-minimum phase conditions

hold, the extended system can be transformed into the SMO
standard form [16], [21].1 To this end we perform the trans-

formations ye = Tye ỹe,

[
x1
x2

]
= Txz

[
x̃1
x̃2
z

]
and

[
f1

fu12

]
= Tfu1

fu1 ,

and define f2 =
[

fu12
fu2
fy2

]
and f3 =

[
fy1
ε1

]
to obtain the SMO

standard form as⎧⎪⎪⎨
⎪⎪⎩

[
ẋ1
ẋ2

]
=

[
A1 A2
A3 A4

][
x1
x2

]
+

[
B1 0
B21 B2

][
f1
f2

]
,

ye = [
0 I

][x1
x2

]
+ Df3.

(6)

Here Tfu1
is chosen such that the matching condition does not

hold for attacks in f1 and f2 contains only attacks for which the
matching condition does hold. Note that as a result of these
transformations f1 = f3 = 0 ,∀t and ∀i ∈ IA.

D. SMO for State and Attack Estimation
For the system in (6) an SMO can be designed as⎧⎪⎪⎨

⎪⎪⎩

[ ˙̂x1˙̂x2

]
=

[
A1 A2
A3 A4

][
x̂1
x̂2

]
+

[−A2
Gl

]
ey +

[
0
ν

]
,

ŷe = x̂2,
ν = −ρsign(Pey),

(7)

where Gl = As − A4, As is Hurwitz, and ey = ŷe − ye. Thus
the state estimation error dynamics can be written as⎧⎪⎨

⎪⎩
[

ė1
ė2

]
=

[
A1 0
A3 As

][
e1
e2

]
−

[
B1 0 −A2D
B21 B2 GlD

][
f1
f2
f3

]
+

[
0
ν

]
,

ey = e2 − Df3,

(8)

with e1 = x̂1 − x1 and e2 = x̂2 − x2.
Lemma 1: e1 and e2 converge to 0 for any i ∈ IA if ρ >

maxt ||B2f2(t)||.
Proof: Recall that f1 = f3 = 0 ,∀t for any i ∈ IA. The

proof then follows from [14, Proposition 2].
Note that in most systems very large attacks are trivially

detected. Therefore ρ can be chosen accordingly without
knowledge of the actual attack.

Corollary 1: If there are only attacks on the measurements,
the state can be securely estimated with a single SMO and
without the need for attack isolation.

Proof: If there are only attacks on the measurements,
m� = 0 ,∀�, Assumption 2 holds trivially even for A = N .

Therefore, |I| ≤
(

N
|N |

)
= 1 and IA = I.

For i /∈ IA the state estimation behaviour is analyzed below.
Lemma 2: For ρ > maxt ||A3e1 + A4Df3 − B21f1 − B2f2 −

Dḟ3||, the sliding surface e2 = Df3 is reached in finite time.

1The SMO standard form does not consider the additional attacks fu1 and
fy1 that do no adhere to the matching condition. The standard form presented
here is a generalization of the standard form that does.
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Proof: It can be shown that the sliding motion on sliding
surface ey = 0 will take place in finite time using the same
approach as the proof of [14, Proposition 2]. By (8) the sliding
surface ey = 0 is equivalent to e2 = Df3.

Remark 4: If ρ is chosen only as ρ > maxt ||B2f2|| then
for i /∈ IA we might not reach the sliding surface ey = 0.
Therefore, if the ρ as in Lemma 2 becomes excessively large,
ey = 0 can be used as an additional condition to identify a
correct hypothesis of the attack.

Substituting e2 = Df3 and ė2 = Dḟ3 into (8), obtain νeq as⎧⎪⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎪⎩

[
ė1

ḟ3

]
=

[
A1 A2D
0 0

][
e1
f3

]
+

[−B1 0 0
0 0 I

]⎡
⎣f1

f2
ḟ3

⎤
⎦,

νeq = [−A3 −A4D
][e1

f3

]
+ [

B21 B2 D
]⎡⎣f1

f2
ḟ3

⎤
⎦.

(9)

Typically, the attack estimate is then calculated as B†
2νeq [14].

In this letter, however, we will calculate f̂ =
[

f̂2
f̂r

]
=

[
B†

2
TB

]
νeq

where T
B spans the null space of B†

2.
Remark 5: The additional rows of the attack estimate are

not useful for attack estimation if i ∈ IA, but are added
to make sure no information about the attack is lost if
i /∈ IA. This is required for the attack identification algorithm
presented in Section IV.

Lemma 3: f̂2 = f2 for any i ∈ IA after the sliding surface
is reached.

Proof: Given assumption 2, B2 is full column rank and the
proof follows directly from [14].

In the next section, we will use the attack estimate f̂ for
attack identification. To simplify notation, we will denote the
following function

f̂ i = f i
est(f

i
1[0 : t], f i

2, f i
3[0 : t]), (10)

where [0 : t] denotes the full time-series of the attack. Note
that from this point on we re-introduce the superscript i as we
will be comparing the attack estimates for all i ∈ I.

IV. ATTACK IDENTIFICATION AND STATE

RECONSTRUCTION

As shown in Section III, if i ∈ IA the state and attack are
correctly estimated. This means we can perform secure state
estimation if IA is identified. We propose to incrementally
build an estimate ÎA of IA via the rule: add i to ÎA if

f i
est(0, f̂ i

2, 0) = f i
est(f

i
1[0 : t], f i

2, f i
3[0 : t]), (11)

Note that the right-hand side of (11) is obtained from ν in (7)
and the left-hand side is calculated using (9) where after initial
convergence we have e1 = 0. First, we prove that all i ∈ IA
will be found:

Lemma 4: All observers that provide a correct state and
attack estimate will be identified, i.e., IA ⊆ ÎA.

Proof: For any i ∈ ÎA we have f i
3[0 : t] = f i

1[0 : t] = 0 and
f̂ i
2 = f i

2. Therefore, f j
est will have the same input on both sides

such that equation (11) holds.
The test in (11) might however identify an i /∈ IA if the

attack is defined as a zero-dynamics attack on f i
est. Therefore

we introduce the following lemma.

Fig. 1. Position and velocity of all subsystems. Colours correspond to
the different subsystems.

Lemma 5: f i
est has no zero-dynamics for all i and for all

possible sets of attacked subsystems A.
Proof: The proof is presented in the Appendix.
Theorem 1: All and only the observers providing a correct

state and attack estimate will be identified, i.e., ÎA = IA.
Proof: f i

est has no zero-dynamics by Lemma 5.
Therefore, (11) holds only if f i

1[0 : t] = f i
3[0 : t] = 0,

which is equivalent to i ∈ IA. With Lemma 4 this
means that (11) holds iff i ∈ IA, which is equivalent to
ÎA = IA.

Any observer i ∈ ÎA can now be used to perform secure
state estimation. Furthermore, the attacked subsystems can be
identified from ÎA. To this end denote Ai as set A according
to hypothesis i. Then we can identify the attacks as

Â = N \
⋃

i∈ÎA
(N \ Ai), (12)

where Â = A if ÎA = IA.

V. NUMERICAL RESULTS

The approach is verified on the mass-spring-damper system
from [22] which represents subsystems as in (1) with

A1 = AN =
[

0 1
−0.3 − 0.1

]
,

A� =
[

0 1
−0.4 −0.1

]
for � ∈ {2, . . . , N − 1},

A�j =
[

0 0
0.1 0

]
for � ∈ N , j ∈ {� − 1, � + 1},

C� = [
1 0

]
for � ∈ N ; B� =

[
0

0.2

]
for � ∈ N , (13)

and all other matrices are zero. We connect N = 10 of such
subsystems to obtain a model as in (1) and applied a stabilizing
control law to this system.

This system has 10 measurements and each subsystem has
2 potential attacks, one on the actuator and one on the mea-
surement. Therefore at most 5 subsystems can be attacked
while still satisfying Proposition 1. In this section, we con-
sider attacked subsystems A = {1, 2, 7, 9, 10} on which the
attacks as shown in Figure 2 are performed. Note that no
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Fig. 2. Performed attacks and attack estimate of the observer
that is identified to be correct. Colours correspond to subsystems as
in Figure 1. The attack estimate line overlays the attack line.

Fig. 3. Black lines indicate the members of set ÎA over time. After
t = 5 s it holds ÎA ={55}.

attacks are present during the first 1 s. The state response to
these attacks is shown in Figure 1. Note that the colours in
Figure 2 correspond to the legend in Figure 1.

To identify the attack and perform secure state estimation

we designed |I| = 252 =
(

10
5

)
SMOs based on all hypothe-

ses of the attacked subsystems. For the considered set off
attacked subsystems A = {1, 2, 7, 9, 10} we have that only
hypothesis 55 is correct, i.e., IA = {55}.

For each hypothesis in I, the test in (11) was performed.
The result of this test over time is shown in Figure 3. One can
see that initially, for t ∈ [0, 1], all hypotheses are identified as
correct, i.e., ÎA = I. However, with every attack that becomes
active, a number of hypotheses are rejected. After t = 5 s
only the correct hypothesis ÎA = IA = {55} is identified as
correct. In Figure 4 it is shown that the attack can be correctly
identified based on ÎA using (12).

In Figure 2 the attack estimate produced by the observer
corresponding to the correct hypothesis i = 55 is shown. One
can see that, as expected, the fault estimation is very small.
The same holds for the state estimation error. The maximum
and average mean-squared-errors over all state estimates are
2.4 · 10−3 and 2.1 · 10−6 respectively.

VI. CONCLUSION

Attacks in interconnected systems can fully compromise
an unknown, but limited, part of its subsystems. Existing
research on secure state estimation (SSE), however, mainly
addresses attacks affecting only measurements. In this letter,

Fig. 4. Solid black color indicates the subsystems that are identified to
be attacked over time.

a sliding mode observer (SMO)-based method to SSE has
been proposed that can address attacks that fully compro-
mise subsystems, i.e., affect their actuator and measurements.
Furthermore, the proposed method allows for as many attacks
as measurements. This represents a much larger class of
attacks than SSE is currently available for.

The SMO-based SSE uses a bank of SMOs of which it is
proven that at least one can provide correct state and attack
estimates. The capability of the SMOs to estimate the attacks
has been used to identify which SMOs provide correct state
estimates. Specifically, the direct relation between attack and
attack estimate has been derived, which is then used to iden-
tify the observers that produce correct attack estimates. We
prove that using this method we can identify the attacked sub-
systems. The method has been demonstrated on a system of
10 interconnected mass-spring-damper subsystems.

This letter presents a proof of concept of SMO-based
SSE for attacks that fully compromise subsystems. There
are, however, many interesting venues for future work to
expand on this concept. Firstly, it is interesting to develop this
approach for non-linear plants or considering model and mea-
surement uncertainty. Secondly, one might look at distributed
implementations of the scheme.

APPENDIX

PROOF OF LEMMA 5
Following the approach in [23] we write an equivalent

system for each combination of attacked subsystems A as{
ẋ = Ax + Bfu,
y = Cx + Dfy,

where B and D are the columns of B and D corresponding
to non-zero entries of fu and fy, denoted by fu and fy. As,
by Proposition 1, at most p attacks are active we can use the
Rosenbrock matrix to prove fest has no zero-dynamics.

Assumption 2 states that the full system is input observ-
able, which is equivalent to not having zero dynamics [19].
Therefore 	 ∃ s for which[

sI − A −B 0
C 0 D

]
(14)

loses rank. Below we will go through all derivation steps in
Section III and prove they cannot cause zero dynamics.

First, for all i ∈ I we perform a lossless transformation,
which leads to a Rosenbrock matrix with equivalent zero-
dynamics to (14). Then in Section III-A we filter part of the
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measurements and obtain Rosenbrock matrix⎡
⎢⎢⎢⎣

sI − A11 − A12 0 −B11 0 0 0
−A21 sI − A22 0 0 −B22 0 0
Af C21 Af C22 sI − Af 0 0 Af D22 0
C11 C12 0 0 0 0 D11
0 0 I 0 0 0 0

⎤
⎥⎥⎥⎦

where the same boldface notation is used for B and D as
in (14). Here row 5 and column 3 can be removed without
affecting the zero dynamics. Furthermore, row 3 can be pre-
multiplied with A−1

f , which is a lossless transformation as Af
is full rank. The resulting matrix is the Rosenbrock matrix of
the system in (3).

In Section III-B a row is added to the system output, which
cannot introduce zero-dynamics. Then in Section III-C the
SMO standard form in (6) is obtained by a lossless transfor-
mation not affecting the zero-dynamics. From the Rosenbrock
matrix of the system in (6) we provide equivalence to the
Rosenbrock matrix of fest in three steps as[

sI − A1 − A2 −B1 0 0
−A3 sI − A4 −B21 −B2 0

0 I 0 0 D

]

� 1)[
sI − A1 −A2D −B1 0
−A3 (sI − A4)D̃ −B21 −B2

]

� 2)⎡
⎣sI − A1 −A2D −B1 0

−B†
2A3 B†

2(sI − A4)D̃ −B†
2B21 −B†

2B2

−TBA3 TB(sI − A4)D̃ −TBB21 −TBB2

⎤
⎦

� 3)⎡
⎢⎢⎣

sI − A1 −A2D B1 0 0
0 sI 0 0 − I

−B†
2A3 −B†

2A4D̃ B†
2B21 B†

2B2 B†
2D

−TBA3 −TBA4D̃ TBB21 TBB2 TBD

⎤
⎥⎥⎦

(15)

Here the steps taken in each transformation are listed below.
1) Subtract second column D times from fifth column;

Remove second column and third row; Multiply fourth
column with −I; Move fourth column between columns
1 and 2.

2) Pre-multiply second row by full rank matrix

[
B†

2
TB

]
.

3) From bottom to top: Add second row B†
2D times to

third row and TBD times to fourth row; Remove second
row and fifth column; multiply third and fourth columns
with −I.

The last matrix in (15) is the Rosenbrock matrix of the system
that defines fest.

ACKNOWLEDGMENT

Thanks to Alexander J. Gallo for the fruitful discussions
leading to the proof of Lemma 5.

REFERENCES

[1] A. A. Cárdenas, S. Amin, and S. Sastry, “Research challenges for the
security of control systems,” in Proc. HOTSEC, 2008, pp. 1–6.

[2] A. Teixeira, I. Shames, H. Sandberg, and K. H. Johansson, “A
secure control framework for resource-limited adversaries,” Automatica,
vol. 51, pp. 135–148, Jan. 2015.

[3] L. Lamport, R. Shostak, and M. Pease, “The Byzantine generals
problem,” ACM Trans. Program. Lang. Syst., vol. 4, no. 3, pp. 382–401,
Jul. 1982.

[4] M. S. Chong, M. Wakaiki, and J. P. Hespanha, “Observability of linear
systems under adversarial attacks,” in Proc. Amer. Control Conf. (ACC),
2015, pp. 2439–2444.

[5] Y. Shoukry, P. Nuzzo, A. Puggelli, A. L. Sangiovanni-Vincentelli,
S. A. Seshia, and P. Tabuada, “Secure state estimation for cyber-
physical systems under sensor attacks: A satisfiability modulo theory
approach,” IEEE Trans. Autom. Control, vol. 62, no. 10, pp. 4917–4932,
Oct. 2017.

[6] J. Kim, C. Lee, H. Shim, Y. Eun, and J. H. Seo, “Detection of sensor
attack and resilient state estimation for uniformly observable nonlinear
systems having redundant sensors,” IEEE Trans. Autom. Control, vol. 64,
no. 3, pp. 1162–1169, Mar. 2019.

[7] X. He, X. Ren, H. Sandberg, and K. H. Johansson, “How to secure
distributed filters under sensor attacks,” IEEE Trans. Autom. Control,
vol. 67, no. 6, pp. 2843–2856, Jun. 2022.

[8] M. U. B. Niazi, A. Alanwar, M. S. Chong, and K. H. Johansson,
“Resilient set-based state estimation for linear time-invariant systems
using zonotopes,” 2022, arXiv:2211.08474.

[9] Y. Mao, A. Mitra, S. Sundaram, and P. Tabuada, “On the computational
complexity of the secure state-reconstruction problem,” Automatica,
vol. 136, Feb. 2022, Art. no. 110083.

[10] S. Sundaram and C. N. Hadjicostis, “Distributed function calcu-
lation via linear iterative strategies in the presence of malicious
agents,” IEEE Trans. Autom. Control, vol. 56, no. 7, pp. 1495–1508,
Jul. 2011.

[11] H. Fawzi, P. Tabuada, and S. Diggavi, “Security for control systems
under sensor and actuator attacks,” in Proc. IEEE 51st IEEE Conf. Decis.
Control (CDC), 2012, pp. 3412–3417.

[12] H. Fawzi, P. Tabuada, and S. Diggavi, “Secure estimation and control for
cyber-physical systems under adversarial attacks,” IEEE Trans. Autom.
Control, vol. 59, no. 6, pp. 1454–1467, Jun. 2014.

[13] S. Nateghi, Y. Shtessel, C. Edwards, and J.-P. Barbot, “Secure
state estimation and attack reconstruction in cyber-physical systems:
Sliding mode observer approach,” in Control Theory in Engineering,
C. Volosencu, A. Saghafinia, X. Du, and S. Chakrabarty, Eds. London,
U.K.: IntechOpen, 2019, ch. 1.

[14] C. P. Tan and C. Edwards, “Sliding mode observers for robust detection
and reconstruction of actuator and sensor faults,” Int. J. Robust Nonlinear
Control, vol. 13, pp. 443–463, Apr. 2003.

[15] S. Nateghi, Y. Shtessel, C. Edwards, and J.-P. Barbot, “Resilient control
of cyber-physical systems using adaptive super-twisting observer,” Asian
J. Control, vol. 25, no. 3, pp. 1775–1790, 2023.

[16] C. Edwards, S. K. Spurgeon, and R. J. Patton, “Sliding mode observers
for fault detection and isolation,” Automatica, vol. 36, pp. 541–553,
Apr. 2000.

[17] Y. Xiong and M. Saif, “Unknown disturbance inputs estimation based
on a state functional observer design,” Automatica, vol. 39, no. 8,
pp. 1389–1398, 2003.

[18] M. Hou and R. J. Patton, “Input observability and input reconstruction,”
Automatica, vol. 34, no. 6, pp. 789–794, 1998.

[19] H. Shim, J. Back, Y. Eun, G. Park, and J. Kim, Zero-Dynamics Attack,
Variations, and Countermeasures. Cham, Switzerland: Springer Int.,
2022, pp. 31–61.

[20] D. V. Efimov and L. Fridman, “A hybrid robust non-homogeneous
finite-time differentiator,” IEEE Trans. Autom. Control, vol. 56, no. 5,
pp. 1213–1219, May 2011.

[21] C. Edwards, S. K. Spurgeon, R. J. Patton, and P. Klotzek, “Sliding mode
observers for fault detection,” IFAC Proc. Vol., vol. 30, pp. 507–512,
Aug. 1997.

[22] D. Barcelli, A. Bemporad, and G. Ripaccioliy, “Hierarchical multi-rate
control design for constrained linear systems,” in Proc. 49th IEEE Conf.
Decis. Control (CDC), 2010, pp. 5216–5221.

[23] F. Pasqualetti, F. Dorfler, and F. Bullo, “Cyber-physical security via geo-
metric control: Distributed monitoring and malicious attacks,” in Proc.
Conf. Decis. Control, 2012, pp. 3418–3425.

Authorized licensed use limited to: TU Delft Library. Downloaded on July 19,2023 at 08:36:39 UTC from IEEE Xplore.  Restrictions apply. 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Helvetica
    /Helvetica-Bold
    /HelveticaBolditalic-BoldOblique
    /Helvetica-BoldOblique
    /Helvetica-Condensed-Bold
    /Helvetica-LightOblique
    /HelveticaNeue-Bold
    /HelveticaNeue-BoldItalic
    /HelveticaNeue-Condensed
    /HelveticaNeue-CondensedObl
    /HelveticaNeue-Italic
    /HelveticaNeueLightcon-LightCond
    /HelveticaNeue-MediumCond
    /HelveticaNeue-MediumCondObl
    /HelveticaNeue-Roman
    /HelveticaNeue-ThinCond
    /Helvetica-Oblique
    /HelvetisADF-Bold
    /HelvetisADF-BoldItalic
    /HelvetisADFCd-Bold
    /HelvetisADFCd-BoldItalic
    /HelvetisADFCd-Italic
    /HelvetisADFCd-Regular
    /HelvetisADFEx-Bold
    /HelvetisADFEx-BoldItalic
    /HelvetisADFEx-Italic
    /HelvetisADFEx-Regular
    /HelvetisADF-Italic
    /HelvetisADF-Regular
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Times-Bold
    /Times-BoldItalic
    /Times-Italic
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryITCbyBT-MediumItal
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


