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Bus Voltage Quality Improvement in Low Voltage
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Abstract—Due to the mismatched feeder impedances in a
resistive feeder AC microgrid, it’s challenging to accurately
share harmonic and active power while promising a low bus
voltage distortion rate. To address this issue, this paper proposes
a distributed philosophy-based virtual impedance modulation
strategy. The proposed method regulates the fundamental and
harmonic impedance at the desired value by exchanging in-
formation with its adjacent inverters. Notably, the proposed
method benefits from resilience against communication delay,
failure, and cyber-attacks. Moreover, it significantly reduces the
communication burden. The proposed method’s effectiveness
is validated through experiments conducted in various cases,
including different communication scenarios and plug-and-play
operations.

Index Terms—AC microgrid, adaptive virtual impedance,
power sharing, distributed control.

I. INTRODUCTION

ICROGRID is a small-scale power system composed

of multiple distributed generation (DG) units. It is an
attractive field [1] as it provides a promising solution for
substantial economic and environmental benefits.

In a low-voltage microgrid, the droop law (Q-w, P-V) is
widely used to regulate power flow [2], as the feeders feature
in resistor property [3]. Although the frequency is a global
variable and reactive power can be proportionally shared [4],
achieving active power sharing remains challenging due to
mismatched line impedance. Moreover, in microgrid systems,
the proliferation of sensitive loads is primarily nonlinear [5],
[6], necessitating proper sharing of the harmonic power gen-
erated by these loads among the units, which traditional droop
law disregards. Various power-sharing strategies have been
proposed to address these challenges, and they can be broadly
classified into two categories: local state-based methods and
communication-based methods [7].

The virtual impedance technique is effective in achieving
accurate power-sharing. This technique modifies the voltage
controller reference by incorporating an output current feed-
forward loop, as studies such as [3] demonstrate. While it may
seem intuitive to compensate for the impedance difference by

The work was supported by the China Scholarship Council under Grant
202106280042. (Corresponding author: Zian Qin.)

The authors are with the DC System, Energy Conversion and Stor-
age (DCES) Group, Faculty of Electrical Engineering, Mathematics and
Computer Science (EEMCS), Delft University of Technology, 2628 CD
Delft, The Netherlands (email: J.Xiao-2@tudelft.nl; L.Wang-11@tudelft.nl;
P.Bauer@tudelft.nl; z.qin-2@tudelft.nl)

measuring the real line impedance of each feeder, identifying
the physical feeder impedance in practice is generally costly.
Besides, some scholars propose adding a sizeable virtual
impedance to the controller [8]. However, this approach can
lead to significant distortion in the Point of Common Coupling
(PCC) voltage.

The implementation of the control methods outlined in
[9], [10] necessitates the utilization of a Microgrid Central
Controller (MGCC), which regulates the virtual impedance
based on real-time measurements and references of power.
However, it is noteworthy that the dependence on the central
controller renders the system susceptible to a single point of
failure.

To address issues of communication failure, the microgrid
system employs a distributed philosophy to improve scala-
bility and reliability. In recent research presented in [11],
[12], consensus-based distributed control was implemented in
parallel inverter systems, with units propagating information
to adjacent agents. However, limited communication resources
can pose a significant challenge to the distributed philosophy
employed in microgrid systems, resulting in suboptimal system
performance [13]. Previous studies have proposed periodic
data exchange with adjacent agents as a method of reducing
communication burden [14], [15]. An alternative approach
involves using a discrete-time communication mechanism
to update neighbour states, which is promising in conserv-
ing communication resources [16]. The communication-based
event-triggered control (ETC) approach has gained significant
attention in the multi-agent system (MAS) field due to its abil-
ity to schedule communication networks intelligently. Thus, it
is possible to reduce the communication burden compared to
the typical approach [17].

Nevertheless, the enormous traffic pressure on the commu-
nication network in practical applications will not be alleviated
as many loads on the AC bus continually switch [17]. There-
fore, the communication burden of distributed control-based
virtual impedance modulation remains challenging.

Moreover, The communication-based method, while intro-
ducing communication technology, can benefit the accurate
sharing of active and harmonic power, it is vulnerable to
cyber attacks [18], which may adversely affect overall control
accuracy and cause instability [19]. A common strategy to
combat cyber attacks involves detecting the attack and imple-
menting suppression measures. Cyber attack detection meth-
ods typically fall into two categories based on their reliance on
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Fig. 1. The comparison of the proposed and other representative studies.

models. The first category is model-based approaches, exem-
plified using Kalman filter-based detectors in [20]. While these
methods can effectively identify FDIAs in power systems,
they have a significant drawback: obtaining accurate physical
models is challenging in real-world scenarios. This approach
becomes less effective when challenged by smart attacks
[21]. Conversely, model-free approaches, such as Al-based
algorithms mentioned in [22], hold the promise of network
attack detection but come with an increased computational
burden [23].

The existing body of research on enhancing resilience
against cyber-attacks primarily toward full resilience in micro-
grids [24], albeit at the cost of increased computational and
communication burden. Another approach involves introduc-
ing adaptive feedback terms to counteract FDI signals [25],
but this method results in a slower response speed for cyber
attack mitigation. Additionally, reducing the weight of the
attacker channel in communication is considered an effective
approach [19], [26]; however, even with significant reductions,
the effectiveness of the cyber attack still persists within the
system.

Based on the above literature review, several significant
research gaps can be identified as follows: (a) The existing
research predominantly concentrates on medium-voltage AC
microgrids. However, there is insufficient research on the ap-
plication of virtual impedance in low-voltage AC microgrids.
We highlight the distinct characteristics of these two systems,
particularly the impact of droop control on the implementation
of virtual impedance [8]-[10], [12], [27]. (b) Harmonic power-
sharing may introduce a sizeable virtual impedance, leading
to a degradation of the Point of Common Coupling (PCC)
voltage quality, which is ignored in [9], [10], [12], [13].
(c) The communication burden remains a challenge in the
distributed virtual impedance for power sharing. [13]-[17]. (d)
The effectiveness of cyber attack detectors is diminished by
inaccurate models and the associated computational burden
[20]-[23]. (e) Conventional resilience approaches for cyber at-
tacks result in computational complexity and fail to completely
eliminate the attack [19], [24]-[26]. (f) While there have been
studies on multi-unit systems, we can hardly find any research
investigating cyber attacks in the communication-based virtual

impedance.

Motivated by the identified research gaps, this paper
presents a distributed communication-based virtual impedance
control method that addresses the challenges of achieving
resilience and low communication burden while enabling
active power, harmonic power sharing, and PCC voltage com-
pensation in low-voltage AC microgrids. The comparison of
the proposed approach with the counterparts can be illustrated
in Fig.1, and the contributions of this paper are outlined
as follows: (1) This study introduces a novel consideration
of voltage quality, encompassing fundamental and harmonic
power in low-voltage AC microgrids. By avoiding the sizeable
harmonic virtual impedance, the proposed method enhances
PCC voltage quality. (2) The proposed method significantly
alleviates the communication burden by eliminating the need
for communication networks once the virtual impedance has
been adjusted. (3) This paper is pioneering research on the
implications of cyber attacks on distributed virtual impedance.
Moreover, The proposed approach doesn’t rely on cyber attack
detection and thus responds swiftly to attack signals. (4) The
proposed cyber attack mitigation algorithm offers computa-
tional savings compared to full resilience towards methods
by leveraging a reasonable assumption that the hacker cannot
compromise the entire communication network due to the
diverse characteristics of the communication measures within
the microgrid system. (5) This study pioneers research on
cyber attack mitigation in the context of communication-based
virtual impedance. A practical method is proposed that disre-
gards compromised communication channels, thereby improv-
ing the response speed to attack mechanisms and effectively
eliminating attack signals. (6) The proposed virtual impedance
strategy adopts a distributed approach, eliminating the risk
of single points of failure, and its stability is validated using
Lyapunov criteria. The adaptability of the control strategy is
also assessed under conditions such as communication failures
and cyber-attacks.

The paper is organized as follows: Section II explains the
investigated inverter system’s operation principle. Section III
presents the proposed communication-based virtual impedance
for power sharing and harmonic voltage compensation meth-
ods. The FDIA model and resilient controller are presented in
Section IV, along with the communication relief controller and
Lyapunov theory-based stability analysis. Section V provides
extensive experimental results demonstrating the proposed
control strategy’s effectiveness. Finally, the article is concluded
in Section VL.

II. ISLAND MICROGRID CONTROL

Fig.2 depicts a schematic of island microgrids that incorpo-
rates a variety of loads, including linear and nonlinear loads.
The participating agents are connected to the AC bus through
an LC filter and feeder. The parameters of the adopted filter,
namely the inductor and capacitor, are denoted by L; and C/,
respectively. The feeder takes on resistor characteristics. The
current of the filter inductor is represented by iz, ;, while the
voltage of the capacitor is represented by V¢ ;. Additionally,
the output current of DG¢ is denoted by i, ;.
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Fig. 2. The scheme of a microgrid with N inverters.

A. Primary control

The P-V and Q-w droop laws are extensively utilized
in resistive feeder systems for power flow regulation, as
demonstrated in equations (1) and (2):

wi =W 4+ ngi Q. (D

‘/i =V* - mpiPi. (2)

where w; and V; represent the frequency and voltage ampli-
tude; w* and V* are the nominal set points of frequency and
voltage amplitude; P; and @); are the calculated active power
and reactive power of ith DG’ The droop coefficient m,,; and
ng; should be set as inverse as the maximum power rating
of DGs. As w; in (1) is the global variable, which means
the output frequency among the participating converters is
the same, the active power could be proportionally shared,
nQ1Q1 = ng2Q2 = -+ = ngiQ;. However, it is challenging
to reach active power sharing because of the mismatched
feeder impedance, which will be detailed in Section II-B.
The reference for the inner controller that manages the
actual output voltage of the filter capacitor is derived from
the outcome of the droop control. It can be written as (3):

Vai=Vi sin(/wi dt) 3)

The inner control is usually composed of a voltage con-
troller and a current controller, in which the reference is the
output of the droop controller, denoted as V,.f; = Vg ;. The
control block diagram of the inner loop controller can be
equivalent to (4).

Ve = Vref'GV(S) — ZO(S)'iO 4)

where Gy (s) denotes the voltage gain of the inner controller,
which should be 1 for a well-designed converter, and Z,(s)
indicates the equivalent impedance of the inverter is deter-
mined jointly by the controller’s parameters [28] and the droop
coefficient.

B. Active power analysis

This section investigates how the mismatch impedances of
individual DGs could contribute to improper active power
sharing, as shown in Fig.3. The voltage drop across the feeder
in [17] can be roughly calculated as follows using (5):

XiQi+ R P;
AV, ~ L (5)
Ve
where X; and R; represent the inductive and resistive compo-
nents of the feeder and inverter output impedance, AV; denotes
the voltage drop.

I I
I« 4V, g
Vrem | z f Zl_fv1 |
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Fig. 3. (a) The effect of feeder mismatch on active power sharing. (b) Virtual
impedance on active power control

In Fig.3, Z({~1 and Zg’z indicate the output impedance. Zi’1
and Z{yz denote the line impedance of feeder 1 and feeder
2, respectively, in Fig.1. Zf’l and va’Q suggest the virtual
impedance for active power sharing.

In a resistive feeder systems, R; >X; [29]. As a result,
the power flow through the line resistance leads to the voltage
drop, which is expressed as

R, P;

Ve
Therefore, the voltage drop between the participating units is
regulated, and the proportionate sharing of active power is

reached by properly modulating individual virtual impedance
to be proportional.

AV, ~

(6)

C. Harmonic analysis

The following prerequisites must be satisfied for the pro-
portional sharing of harmonic power with its maximum output
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harmonic power rate.
biHy =byHy =--- = b H; @)

where b; is the inverse of the maximum output harmonic
power. H; denotes the h-th harmonic power. Fig.4(a) indicates
the equivalent circuit of the inverter system at hth-order
harmonic frequency with a nonlinear load. Note that the
nonlinear load can be regarded as a current source ifwd [12].
Where Z!, and Z!", indicate the harmonic output impedance
in4). Z 2,1 and Z }f,z denote the harmonic line impedance of
feeder 1 and feeder 2, respectively, in Fig.4.

Fig. 4. (a) The effect of feeder mismatch on harmonic current sharing. (b)
Virtual impedance on harmonic current control. (¢) Virtual impedance on
harmonic voltage control.

The mismatch of harmonic impedance between DG1 and
D@G? leads to incorrect harmonic power sharing, as illustrated
in Fig.4(a) and Fig.4(b) as the hth-order load harmonic
impedance Z[gad is significantly bigger than the equivalent
impedance Zé‘q of DGs. Nonetheless, by constructing the
appropriate virtual harmonic impedance Z{f}l and Z{jﬁz, as
illustrated in (8), harmonic power sharing could be achieved
for selected frequencies.

ig,l(ZgJ + Zﬁ,l + 221) = ig,z(Zg,z + Zg,z + Zﬁ,z) ®)

D. Bus voltage compensation analysis

The bus voltage is determined by a combination of the
harmonic currents produced by the nonlinear load and the
equivalent impedance of each inverter. The h-th bus harmonic
voltage is expressed as (9).

h __+h h _ :h h
VPCC - Zo,lZeq,l - Z0,2Zeq,2 (9)

where ZZLI and Zg(b2 represent the equivalent impedance of

DG1 and DG2, including output impedance, line impedance
and virtual impedance under h-th harmonic current, denoted
as qu’i = Z&i + Zf}’i + Zﬁﬂ-. Eq.(9) demonstrates that it
is possible to attenuate the bus voltage harmonic V/i,. by
adjusting the DG's virtual impedance for harmonic voltage

compensation Z" . as shown in Fig.4(c).

v,1

III. PROPOSED IMPEDANCE MODULATION METHOD

In order to improve bus voltage quality while guaranteeing
proportional harmonic power and active power sharing, an
adaptive virtual impedance is presented in this paper. Fig.6
depicts the overall control block diagram, which primarily
consists of the communication layer and the virtual impedance
of the harmonic power sharing, active power sharing and har-
monic voltage compensation loops. By separately adaptively
modulating the virtual impedance, the suggested solution
reduces the requirement to identify the line impedance. It
assumes that each unit needs to share information with the
inverters closest to it.

A. Sparse communication network

An undirected cyber graph of the communication network
is considered to show how the involved converters share data
with their neighbours. For every local ¢th converter of the
microgrid, the communication graph with all its neighbours-
jth can be written as a digraph via edges and links via
communication adjacency matrix A = (a;;)nxn. The com-
munication weight, denoted as a;;, has a value of 1 when
there is regular communication between the ith unit and
the jth unit. Conversely, when there is no communication
or a communication failure between unit ¢ and unit j, the
communication weight is set to 0. The degree of vertex (; is
given as d; = Zj\;l a;;.D = diag(dq,---,dn) is the corre-
sponding degree matrix. Further, the Laplacian matrix L of
the communication network L is defined as L = D — A. With
the sparse communication network outlined above, distributed
generation units can communicate with each other to propagate
reference information.

B. Harmonic extract and power calculation

In this paper, we use the multi-second-order generalized
integrator (SOGI) in [30] to extract fundamental current 4/ (¢),
harmonic current i/ (¢) and harmonic voltage V;" () as shown
in Fig.5.

iy ()
i, (t) o
— Io (t)
M-SOGI [, >
Vbus (t) Vbus (t
—
VblfJS (tl)

Fig. 5. Comparison of this paper with other studies.
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Fig. 6. The proposed virtual impedance framework.

The hth harmonic power of the ¢th inverter is calculated
based on the root mean square (RMS) value ‘/;frms of the
fundamental voltage, the RMS value of harmonic current
jh and its conjugated signal z'fid as [31] which can be

ZO,iT’n’LS
/;h h
Z0,7,' + 7’o,id

denoted as (10).

1
ih — 7V.f

0,irms 9 i

f

Hi = 1, 7ms (10)

Where V;,rmsz‘/i/\/§~

C. Consensus-based control method

In Fig.6, the participating inverters use the communica-
tion network to transmit information about active power
(mp1 Py, ---,mpnPn), harmonic power (b1Hy,---,bnvHy)
and bus voltage distortion rate (D1, ---, Dy). Additionally,
as was previously noted, reasonable harmonic power sharing
cannot match the properly active power sharing and the desired
bus voltage quality. Therefore, it is required to independently
design the active power sharing controller, harmonic sharing
controller and bus voltage compensation controller. The active
power controller is established as (11).

Zg,i = ]ﬁ{z /[ Z g (Mpi Py — my; Py)|dt 11

JEN

The virtual impedance introduced in (12) can be used to
share the harmonic power properly.

Zr =kl /[ > ai(biH; — b H;)\dt

JENI

12)

Unlikely in [32], decreasing the overall impedance for
PCC voltage quality improvement, which potentially causes
instability, we have implemented a voltage compensation loop.
The bus harmonic voltage compensation controller is written
as (13).

Z:f,i = k;ﬁl /[ Z aij(Dj — Dl) + gl—(Do — Dl)]dt (13)

jENI

where the integral controllers are employed to eliminate active
and harmonic power-sharing errors. The loop gain g;=1 is a
pinning gain for the harmonic voltage compensation controller.
kii, k:f}z and k, ; are the impedance reshaping factors for
active power sharing, harmonic power sharing and harmonic
voltage compensation, respectively. The details of parameter
selection are given in Section IV-C. The Dy is the maximum
allowable harmonic voltage distortion rate. D; denotes the hth
order harmonic distortion of ith unit as (14).

Vh

D; (14)
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In Fig.5, I/;f and V" represent the fundamental voltage and  A. Cyber attack problem statement

h-th harmonic voltage, respectively. It is worth noting that the
capacitor voltage is used in place of the PCC voltage due to
the small line impedance in low-voltage grids. If the harmonic
voltage exceeds the permissible distortion limits or the active
and harmonic power may not be shared correctly, the virtual
impedance is automatically adjusted to be the desired value in
such a scenario.

With the virtual impedance reshaping loops, the voltage
reference of the double-loop voltage controller is obtained as
(15):

Vref =Vy— szlg - Zhi}; - Zglg

v

5)

It should be noted that excessively low virtual impedance
can lead to unstable operation due to the potential occurrence
of circulating current among the inverters involved. Mean-
while, an excessively high virtual impedance can result in
poor PCC voltage quality. This study’s overall impedance
encompasses the line impedance, output impedance (modelled
by the inner controller), and virtual impedance. The initial
impedance (line impedance and output impedance) is prede-
termined once the system is established, and they typically
exhibit relatively large initial values. Consequently, the virtual
impedance is adjusted to compensate for the initial impedance.
It is worth noting that even if the virtual impedance (resistance)
has a negative value, the overall impedance (resistance) will
still be positive and sufficiently large to ensure the system’s
stability. Furthermore, the feeder investigated in this paper is
primarily resistive, employing a resistive virtual impedance.
Unlike inductive scenarios, this characteristic contributes to
the system’s enhanced stability as it avoids differential terms.
Furthermore, when the sum of the output impedance and line
impedance becomes negligibly small, it becomes necessary to
introduce an additional fixed virtual impedance to maintain
a sufficiently substantial initial impedance, thus preserving
system stability [33].

IV. CYBER ATTACK AND STABILITY ANALYSIS

Communication-based methods help guarantee that the fun-
damental and harmonic impedances are set appropriately but
are susceptible to cyber-attacks. This section initially describes
and models the false data injection attack (FDIA). Next, we
develop a strategy for the FDIA to challenge convergence
performance. On top of that, the auxiliary controllers, designed
to enhance resilience, can resist cyber-attacks carried through
the communication network, and it is immunized to communi-
cation failure and delay. Furthermore, remain aware that only
at the first stage of system construction does the controller
exchange data with its neighbours. After which, the introduced
auxiliary controller sends the communication network disabled
signal to participated units, while the microgrid can maintain
the desired power-sharing performance and PCC harmonic
voltage quality without further communication. As a result,
the communication burden is significantly reduced.

The attack that draws the greatest attention is FDIA. It can
be thought of as fake data modelled as in (16) and then injected
into the actual data.

Ta,j = T5 + Ujf(t) (16)

where x, ; denotes the information from the attacked neigh-
bouring unit, and x; gives the actual information. The binary
variable termed 7); indicates the presence of FDIA with the
malicious element £(¢) when 7n; = 1 stands for the presence
of an attack and 7; = 0 indicates the absence of FDIA.

For active power sharing controller:

We can intuitively develop the expression P; = H £ / (fo it
Z({Z. + Zgi), as shown in Fig.3, where H£ a represents the
positive term between impedance and active power derived
from (8). Considering the presence of FDIA on the communi-
cation network, the proposed method in (11) can be expressed
as in (17).

Hi 4 foogf

B, R Z aij(npi P — np; Paj)dt + Z5 ; + Zy, ;. (17)

JENI

The state error e{ , which is expected to be 0, is defined
as the differences between the ¢th inverter’s active power and
its optimal value, denoted as eif = np; Py — Py. Where F
represents the optimal output active power of ith inverter. In
the steady state, n,1 Py = --- = n,; P; = Py. The dynamics
of state errors with attacks on communication links are stated
as follows:

Hi

el (t) = 1.7 7 7
[k, Le; + Be(W)]dt + Z ; + Z1,;

7

P (18)

where L is the Laplacian matrix of the communication net-
work. B is the incidence matrix of cyber attack and output.
The derivative of the state errors can be written as (19):

—H{k] ;Le] + Be(t)

- f
e; (t) =
) {[I=k] ;Lel + Be(t)ldt + z1, + Z{ ;)2

19)

For the harmonic power sharing controller:

As shown in Fig.4, we can develop the expression H; =
H}/(Z}+Z!+Z] ), where H]! is a positive term, denotes
the inverse of impedance and harmonic power. Considering
the presence of FDIA on the communication network and
corresponding to (20), we can obtain the following:

Hi,
H,

= /k:},z[z aij(biHi — ija)j}dt + ZéL,i + ZZZ» (20)

JENI

The state error for harmonic power sharing is el = b;H; —
Hy, where Hy represents the optimal harmonic power of ith
inverter. In the steady state, byH; = --- = b;H; = Hy. The
dynamics of state errors with attacks on communication links
are stated as follows:

Hy
—kjy;Le} + Be(t)|dt + Z!', + Z}

e (t) = i ~Hy @)
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The derivative of the state errors can be written as (22):
—H}E! Lel! + Be(t)
~ {[[-Kh Lel + Be(t))dt + 2, + Z1 }?

For the voltage compensation controller:

As shown in Fig.4, we can intuitively develop the expression
Dy = H{(Zh i+ 21 i+ Zhyg 4 Zy;) where H = i/ Vi), .
Considering the presence of FDIA on the communication net-
work and corresponding to (13), we can obtain the following:

D.
H; =Ky, /[Z aij(Da,j — D;) + gi(Do — Dy)]dt + qu,i
L JENI
(23)

As the state error is defined as e?(t) = D; — D}. It can be
represented as follows:

e () (22)

e (t) = / [HPRY (L + G)et + Be(t)dt + 28, (24)
where G = diag(g1,- - ,gn). The derivative of the state error
can be written as (25)

i (t) = —Hpky (L + G)e} + Be(t) (25)

B. Stability analysis

To analyse the stability, the Lyapunov function is defined
as: 1

_ LT

vie) = 5¢ €

where e represents the state error e‘zf , el and e of the proposed

controllers. The time derivative of v(e) along the trajectories
(26) of different controller is calculated as follows:
T

(26)

vie)=e"é
()T —H]K! . Lel + Be(t)
o )

VSR Lel + Be(t)dt + 21, + Z] )
— —H}k) ;Lel! + Be(t)
{f[—k:f}}iLeﬁ‘ + Be(t)]dt + Zg,i + 27132

(e)T[=Hiky (L + G)ejf + Be(t)]

In Eq.(27), in the absence of cyber attacks, which means
Be(t) = 0 and v(e) < 0 for all e # 0 in the steady state.
As a result, eq.(11), (12), and (13) are globally asymptotically
stable. Consequently, v(e) will eventually converge to zero,
leading to the convergence of state error to zero and ensuring
that the active and harmonic power can be proportionally
shared. Additionally, the harmonic voltage will be reduced to
the desired value.

When the system is attacked by FDIA with malicious signal
e(t), we develop a new state variable y;, where y = e — &(t).
With the same Lyapunov function with (26), The derivative of
v(y) can be written as (28).

27)

—Hik Ly!

v,%

v(y) =y"y
{1k Lyt + 2] + 2] )

w))*
v,
= (yh)T _Hﬁkg,il/yzh
SR LyMdt + Z) + 21 32
() [-Hiky (L + Gy

(28)

In (28), it can be observed that ©(y) < 0 for all y # 0 in
the steady state. Consequently, v(y) will eventually converge
to zero, leading to the convergence of state error to zero. This
implies that y = 0 and e = ¢(t) impede power-sharing and
harmonic voltage compensation.

C. Resilient framework and communication relief controller

In this paper, we propose a resilient enhanced auxiliary
controller to suppress cyber-attacks.

The proposed resilience scheme for mitigating cyber attacks
that impede virtual impedance convergence can be rewritten
as (29).

Zyi = *tky /[z a;j(z; — ;) + gi(z; — xo)]dt  (29)
JENG
where Z,;, k,; and x; represent the virtual impedance,
reshape factor and state variable in (11), (12) and (13). “+”
denotes the different Laplacian matrix of the communication
network. )
If we take Ad; j = ;5 — ;. Aém- can be taken as follows
to replace the original data:
AS; = (1-T;,)A6;

]

(30)

where I'; ; is a binary variable, representing the existence of
a cyber attack or not.

Loaf [>T
Fi,j =
0, else

We adopt ¥, ; to identify the cyber attack, which can be
written as (32). T'; denotes the cyber attack measure threshold.
It is defined as Y; = 0.01z; in this paper. If |¥; ;| > T,
I';; = 1, it is suggested there is a cyber attack or else
indicating no cyber attack in the system.

€1y

\IliJ = aij (.TZ — CEj) (32)

If a cyber attack occurs between the jth DG unit and ith
DG unit, the binary signal I'; ; is sent to isolate the corrupted
data; thus, the infected data is disregarded. Consequently, the
proposed communication-based strategy is immune to cyber-
attacks with the procedure in the resilient framework.

The auxiliary controller used for disabling the proposed
method to decrease the communication burden that can be

expressed as follows:

{kv Iz
kvi = '
) 0’

The reshape factors k,, ; determine the convergence speed of
the outer loop. Increasing the value of these factors enhances
communication efficiency among the inverters involved. How-
ever, in the case of the virtual impedance loop, the reshape
factors should be set at a slower rate than the inner loop.
Additionally, since the virtual impedance is calculated based
on power, it should have an even slower convergence rate than
the power loop. To ensure this, as the cutoff angular frequency
of the power loop’s filter is set at 100 rad/s, the reshape factors
are selected as 0.02.

if TipUle---UlNyn=0

(33)
else
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When the inverter system has been built with the proposed
method, it is assumed the harmonic and active power can
be proportionally shared alone with harmonic voltage within
the acceptable range. In this case, the auxiliary controller
triggered, resulting in the impedance reshaping factor k,, ;=0,
rendering the microgrid independent of communication.

V. EXPERIMENT RESULTS

The proposed adaptive control strategy has been tested in
experiments of a distributed AC micro-grid with three inverters
connected in parallel to validate its effectiveness, as shown in
Fig.7. In this microgrid system, the output side of the inverters
is connected to the AC bus through an LC filter and line
impedance.

L=2.2mH
M

Imperix power
test bench
a)Converter x3
b)LC Filter x3
c)Feeder x3

3 x Delta Elektronika
SM1500-CP-30

Fig. 7. Experiment setup.

Following the structure in Fig.7, several cases are carried
out in this paper to verify the effectiveness of the proposed
adaptive control scheme with different operations. The plant
and control parameters of the microgrid are provided in Table
I. In this paper, the 3"¢ harmonic is selected as an example
for verifying. the inverters’ output harmonic and active power
rate follows the maximum capacity proportion set as 1:2:3. The
PCC harmonic voltage disordered rate should be below 5%,
which complies with the IEEE 519-1992 standard harmonic
distortion rate restriction [34].

TABLE I
PARAMETERS OF THE MICROGRID IN EXPERIMENT

Symbol Interpretation Value
Uge DC-link voltage 150V
Zr, Line impedance 0.5Q
Ly Inductor of LC filter 2.2mH
Cy Capacitor of LC filter 12uF
fs Switch frequency 20kHz

mp1,nQ1 Droop coefficient of DG1 1/1000

mpa,nQ2 Droop coefficient of DG2 172000

mp3,n@Q3  Droop coefficient of DG3 1/3000
kph Proportional coefficient 0.001
krn resonant coefficient 50
kov,i reshape factor 0.02
w* Nominal angular frequency  314rad/s
% Nominal voltage amplitude 110V

A. Active and harmonic power sharing

Fig.8 illustrates the performance of the proposed method.
Initially, as shown in Fig.8 (a) and (b), conventional droop
control is used to regulate the microgrids after the system
starts at tl, resulting in an improper power-sharing ratio
of 1:1:1. At t2, the proposed adaptive virtual impedance
is activated, contribute to a proportional sharing of active
power and 3"¢ harmonic power with the desired ratio of
1:2:3. The effectiveness of the proposed communication-based
virtual impedance is further demonstrated by intentionally
imposing communication delays (15ms) and interruptions in
the communication link from DG2 to DG1 at t3 and t4,
respectively. Despite these disruptions, the system response
exhibits no significant changes during these periods, confirm-
ing the proposed method’s immunity to communication delays
and interruptions. The determination of an upper bound on
communication delay can be achieved through the utilization
of Riccati equation-based analysis, as detail demonstrated in
[35]. Consequently, the time delay specified in this study
amounts to 15ms for the network. However, since the delay
analysis is not the main contribution of this paper and in the
interest of brevity, this analysis has been omitted from the
current paper.

t1 2 Comms Comms
Startu Proposed i
I P } p = | delay | fall_>|
1
Delay
15ms,
P1:P2:P3 Pi:P,:P P1:Py:Ps P1:P2:P3
=1:1:1 =1:2:3 =1:2:3 =1:2:3
e s e e e et
5s/di \.., "
‘—OW
CH1:P, CH3:P,4
90W/div | | 90W/div || 90W/div (a)
(. A
HiHyiH3 Hi:HyiH3 Hi:H i H; Hi:HoHg
=1:1: =1:2:3 =1:2:3 =1:2:3
5s/div
l—OW
L
CH1:H, CH3:H;
60W/div | | 60W/div || 60W/div (b)
. .

Fig. 8. Power sharing performance of the proposed controller: (a) active
power. (b) 37¢ harmonic power.

B. Cyber attack and resilience enhancement

Fig.9 (a) and (b) demonstrate the impact of cyber attacks
on microgrids and the effectiveness of the proposed method
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in mitigating such attacks. In the t2-t6 stage, the adaptive
virtual impedance is adopted. Therefore, the active and har-
monic power can be proportional sharing, and there is no
cyber attack in the communication network. Subsequently,
the communication line from DG2 to DG1 is subject to a
false data injection attack with £(t) = 100 W for both active
power and harmonic power controllers at t6. As a result, the
power-sharing ratio deviates from the optimal point. At t7,
the proposed resilient framework is activated, eliminating the
corrupted data and recovering the power-sharing ratio to 1:2:3.
The results demonstrate the resilience of the proposed method
against cyber-attacks, highlighting its potential for enhancing
the security and stability of microgrids.

t7

t2 Proposed t|6 Cyber attack | Resilient control 18

Mo <1125 W
i

DIA
OW. :

=T

l_OW
CH1:P, CH3:P; 5s/div
90W/div || 90W/div || 90W/div (a)
Meoin 311,25 N
HiHz:H3 HiHziH3 Hi:HoiH3
2213 -

oW
CHL:H, CH3:Hs Ss/div
60W/div | | 60W/div || 60W/div ()

Fig. 9. Effect of cyber attack and performance of the resilient controller: (a)
active power. (b) 374 harmonic power.

C. Communication relief strategy

The limited communication resource constraints the wide
use of distributed control. This paper proposes a communi-
cation relief control to alleviate the communication burden
by disabling the communication-based virtual impedance after
the system is built up. Moreover, it is necessary to keep
sharing accuracy among the operational units when one DG
unit drops. This paper tests the active and harmonic power
in the plug-and-play operation after the communication-based
method exit. Fig.10(a),(b) show the performance of active
power and fundamental current, while where Fig.11(a),(b)
show the performance of harmonic power and 3"¢ harmonic
current, respectively.

1

t12 t13 t14
Reconnect | DG2 Drop | Reconnect |

S8 A

tgF’roposed exiH0 DG3 drop tl|
1) 1)

Oy

AN

2123 =1:2:3 ‘i/

it

o

CH1:P, CH3:P; Sefilly
9ow/div | | owidiv || sow/div @)
.

5s/div

5ms/div

CH3:ig3
1.9A/div

(.

Fig. 10. The plug-and-play operation for the active power controller after
communication is disabled: (a) active power. (b) fundamental current.

9 110 11 t12 113 t14
Proposed exlh DG3 drop t| Reconnect, |~ DG2 Drop | "Reconnect

+ 13
Q a2 =
5 5Y1C W o M
HiiH5iH; HiHyH;
=1;2:3 mxw =1:2:3
i
| HiH,
o =1:2 P
| |
e ! Z
l—ovv { ;
CH1:H, CH3:H;
60W/div | | 60W/div || 60W/div
N
5s/div
20ms/div [, 4 N e Sms/div

i f‘\

CH3:irs
L1A/iv || 11A/div

Fig. 11. The plug-and-play operation for the harmonic power controller after
communication is disabled: (a) 3"% harmonic power. (b) 3"% harmonic current.
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As shown in Fig.10(a) and Fig.11(a), the communication-
based control strategy terminates at t9, allowing the active
and harmonic power to continue to be shared proportionally
without communication support. While before t9, the inverter
is regulated by the proposed communication-based virtual
impedance. At t10, DG3 disconnects, while the operational
DG1 and DG2 maintain a power-sharing ratio of 1:2. at t12,
DG@G?2 drops out, and the operational DG1 and DG3maintain a
power-sharing ratio of 1:3. In both cases, the system operates
reliably and accurately without the need for communication-
based control. During periods t11-t12 and t13-t14, the dis-
connected unit is reconnected, and the system returns to its
original configuration with proportional power-sharing.

The fundamental waveform in Fig.10(b) demonstrates con-
sistent and accurate fundamental current sharing throughout
the operation. Fig.11(b) presents the 3"¢ harmonic current of
two dynamic processes. 1) when DG3 drop out at t9, the
harmonic current sharing ratio is changed from 1:2:3 to 1:2:0
among DG1: DG2:DG3. 2) when DG3 is reconnected to
the microgrid at t10. the harmonic output current of DG3 is
increased and, eventually, keeps proportional sharing among
the involved inverter.

Following the information exchange during the build-up
stage via the communication network, the virtual impedance
is modulated to the desired value and remains constant during
the whole process due to the integrator effect of the proposed
method. As a result, even when the communication network
is disabled, the active and harmonic power can still be pro-
portionally shared, and importantly, the microgrid remains the
plug-and-play operation at this stage.
tl Start up t1|5

Proposed enabled t1|6

5s/div

Sms/div

M B

Sms/div

N p=119%
596/div

Vor=10V
p. SVidiv

51=46V @

Sms/div

CH1:Z,;
3Q/div

3Q/div (b)

Fig. 12. The validity of PCC harmonic voltage compensation:(a) PCC voltage.
(b) virtual impedance waveform.

D. Harmonic voltage compensation

To evaluate the effectiveness of the proposed control for
compensating harmonic voltage distort rate and the sensitivity
of PCC harmonic voltage with respect to virtual impedance,
a comparison is developed between the waveforms obtained
before and after the implementation of the proposed method,
as illustrated in Fig.12. In the tl-t15 stage, the harmonic
distortion rate, represented by D, is 10%, with the fundamental
voltage measured at 98V and the 37¢ harmonic voltage at
10V. Subsequently, at t15, the proposed method is employed,
attenuating the 3¢ harmonic impedance. Consequently, the
harmonic distortion rate D decreases to 5%, the 3"¢harmonic
voltage shifts to 5V, while the fundamental voltage remains
unchanged, which validates the effectiveness of the proposed
method for harmonic voltage mitigation.

As elaborated in Section II, PCC harmonic voltage exhibits
a positive relationship with virtual impedance, as shown in
Fig.12(b). Therefore, the reduction in harmonic impedance of
the involved inverters leads to a decrease in the distorted rate of
harmonic voltage as the drop in harmonic voltage diminishes.

E. Comparative study

To illustrate the advantages of the proposed method in this
paper, a comparative analysis was conducted, as depicted in
Fig.13 and Fig.14, showcasing the active power performance.

t1 t2

Startup | Comms fail B

Proposed t|4

CYEET

I

5s/div

CH1:P,; CH3:P;
90W/div | | 90W/div || 90W/div

Fig. 13. Active power sharing performance with the method in [12], [17].

Fig.13 illustrates the active power performance when the
communication link fails using the secondary method intro-
duced in [12], [17]. After activating the secondary control
mechanism at time t2, the power-sharing ratio transitioned
from 1:1:1 to 1:2:3. At t4, a communication failure occurs
within the 2-1 link, inducing a disordered power reference
signal and system power output. It should be noted that the
persistent steady-state condition observed during the commu-
nication failure is attributable to constraints imposed on the
system output to protect the experimental setup. Although
the power-sharing ratio remains 1:2:3 during this period, the
output power is reduced. As indicated in Fig.8 and Fig.13, it
becomes evident that utilising the secondary control approach
proposed in [12], [17] potentially gives rise to power distor-
tions under communication failure scenarios. This distortion,
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however, can be eliminated by applying the proposed virtual
impedance method introduced in this paper.

Fig.14 indicates the active power performance with the
secondary control introduced in [11], [19], under the com-
munication link disabled. It is worth noting that during the
period from t10 to t11, DG3 drops out, resulting in an active
power allocation ratio between DG1 and DG2 inconsistent
with the expected 1:2 ratio. In addition, in another period, t12-
t13, DG2 drops out, and the active power-sharing correlation
between DG1 and DG3 deviates from the expected 1:3 ratio.
This illustrates the necessary role of communication in the sec-
ondary control described in [11], [19], which imposes a heavy
communication burden on the microgrid system. In contrast,
the proposed novel approach in this manuscript alleviates the
communication burden since the microgrid keeps plug-and-
play operation even without communication, as evidenced by
the study results in Fig.10 and Fig.11.

t10

t9 . t14
Proposed exit Reconnect |
|

t11 t12 t13
DG3drop 1. Reconnect _|. DG2Drop .|
| I I

s @

Mo 1,25 0

CH1:P, CH3:P;
90W/div | | 90W/div || 90W/div

Fig. 14. Active power sharing performance with the method in [11], [19]
after communication is disabled.

VI. CONCLUSION

This paper proposes an adaptively adjusted virtual
impedance method contributing to accurate active and har-
monic power sharing. Moreover, it interacts only with neigh-
bouring units during the system construction phase, signifi-
cantly reducing communication time with ensuring plug-and-
play operation. An auxiliary controller is also employed to
isolate corrupted data, thereby enhancing system resilience
against cyber-attacks and communication disruptions. Further-
more, the harmonic voltage compensation controller ensures
that PCC voltage harmonic distortion remains within 5%. The
experimental results verify the performance of the proposed
control scheme.
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