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A B S T R A C T   

By utilizing the properties of quantum mechanics, quantum computers have the potential to factor a key pair of a 
large prime number and break some of the core cryptographic primitives that most information infrastructures 
depend on. This means that today's widely used cryptographic algorithms can soon become unsafe and need to be 
modified with quantum-safe (QS) cryptography. While much work is still needed in developing QS cryptographic 
algorithms, the institutional, organizational, and policy aspects of transitioning the current infrastructures have 
received less attention. This paper provides an empirical analysis of QS transition challenges and policy rec-
ommendations for moving to a QS situation. We analyzed the data collected through interviews with experts and 
practitioners from the Dutch government. The results reveal that institutional, organizational and policy aspects 
of QS transitions are interconnected, and solutions for QS transitions are scattered. Consequently, organizations 
may face a Catch-22 loop without further actionable approaches and planning for QS transitions.   

1. Introduction 

Since the 20th century, the significant developments of quantum 
theory have continuously fuelled new understandings of quantum 
computing research (Bohr, 1913; Feynman, 1948; Heisenberg, 1927; 
Planck, 1900; Schrödinger, 1926). The research on the properties of 
quantum mechanics is ongoing, and significant progress is being made 
to minimize calculation errors in quantum computers (Sood & Chauhan, 
2023). One of the latest breakthroughs includes a 127-qubit Eagle 
quantum computer doing quantum calculations that classical computers 
could not manage (Daley et al., 2022; Kim et al., 2023). In 2022, IBM 
unveiled the 433-qubit Osprey processor, just one year after breaking 
the 100-qubit barrier with their 127-qubit Eagle chip.1 

As quantum technology research accelerates, scientists across disci-
plines anticipate using quantum computers to tackle complex problems 
and unlock new frontiers of innovation. Their application can extend a 
wide range of fields, including, yet not limited to, AI technology, 
transport modelling, and solving optimization problems in the phar-
maceutical and finance industry (Bova, Goldfarb, & Melko, 2021; 
Brooks, 2023; de Wolf, 2017; Dowling & Milburn, 2003; Ménard, 
Ostojic, Patel, & Volz, 2020). 

At the same time, the development of quantum computers also poses 

security threats to critical information infrastructures in various sectors, 
including public services, telecommunication, financial services, electric 
power grids, and many other cyber-physical systems and services 
(Covers & Doeland, 2020; Krause, Ernst, Klaer, Hacker, & Henze, 2021; 
Lewis & Travagnin, 2022). 

Peter Shor presented one of the first practical uses for a quantum 
computer in 1994 (Shor, 1994). Shor presented a quantum algorithm 
that – assuming the availability of a powerful enough quantum com-
puter - could be exponentially faster than a classical computer at finding 
the prime number factors of large numbers. 

Today, these primes are the secret keys that keep most of the 
encrypted information sent over the internet confidential. As the num-
ber of qubits increases, so does the quantum threat – using Shor's al-
gorithm to break the confidentiality, integrity and availability 
safeguarded by current cryptographic systems (Grover, 1996; Shor, 
1994). Moreover, a recent improvement of Shor's algorithm, known as 
Regev's algorithm, could be more efficient than 30-year-old Shor's al-
gorithm, demanding fewer qubits to hack internet encryption (Kramer, 
2023). 

Various efforts are being made to protect critical information in-
frastructures across academia, industries, and government. An impor-
tant initiative is the standardization of quantum-safe (QS) cryptographic 
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algorithms, an ongoing effort coordinated by the National Institute for 
Standards and Technology (NIST). A recent publication by NIST (2022) 
announced the list of QS cryptographic algorithms from the third round 
of the standardization process (e.g., CRYSTALS-KYBER for public key 
encryption, and CRYSTALS-Dilithium, FALCON, and SPHINCS+ for 
digital signatures). 

Yet, it is unclear which of these algorithms will survive the testing 
phase and be implemented in hardware and software solutions. Due to 
backward compatibility and interoperability issues, a simple ‘drop-in 
method’ of new QS algorithms may not be feasible in the existing in-
frastructures (Barker, Souppaya, & Newhouse, 2021; Bernstein & Lange, 
2017; NIST, 2021). There are many uncertainties regarding QS 
algorithms. 

Moreover, the recent discussions at the White House indicate that 
preparatory steps are needed for agencies to begin QS transitions (The 
White House, 2022). In Europe, the European Commission announced a 
new call on the transition towards QS cryptography as a part of the 
Horizon Europe Framework Programme (European Commission, 2022). 
In the Netherlands, the Dutch General Intelligence and Security Service 
has recently published a generic migration manual for QS transition, 
recognizing the importance of protecting public and private organiza-
tions (AIVD, 2021; NCTV, 2022; TNO et al., 2023). 

As the topic of QS transition begins to surface in governments, it 
raises awareness about the complexity of implementing and adopting QS 
solutions in the current critical information infrastructures (Kong, 
Janssen, & Bharosa, 2022). Here QS solutions refer to a range of tech-
nical solution components, including QS cryptographic algorithms, as 
well as software and hardware components that can run these QS al-
gorithms. While the standardization of QS cryptographic algorithms is 
not yet finalized, multiple actors with varying urgency, interest, and 
expectations facilitate the infrastructures (Lovic, 2020; Tibbetts, 2019; 
TNO, 2020; Vermaas, 2017). For organizations, there is a lack of clarity 
on addressing socio-technical predicaments when implementing and 
adopting QS solutions. 

While much attention is given to the development of QS crypto-
graphic algorithms, there is a lack of research on institutional, organi-
zational, and policy aspects of QS transition (Giron, 2023; Joseph et al., 
2022; Käppler, Schneider, & Bettina, 2022; Kumar, 2022). The research 
objective of this paper is threefold: i) to identify implementation and 
adoption challenges that organizations may encounter, ii) to validate 
challenges with a series of interviews empirically, and iii) to provide 
policy recommendations. The main academic contribution is the 
empirically grounded assessment of transition challenges, solution di-
rections and policy recommendations that can inspire theory building on 
QS transitions. 

The paper is structured as follows: Section two presents a back-
ground on critical communication infrastructures and QS transition. 
Section three discusses the research approach. A long list of QS transi-
tion challenges is presented in section four. Section five discusses the 
results of the interview and further extends the discussions. Finally, 
section six presents the main conclusions and provides some directions 
for future research. 

2. Background 

This section is divided into three parts. The first part scrutinizes the 
importance of asymmetric cryptography in facilitating secure informa-
tion sharing. The second part delves into quantum threats in critical 
information infrastructure, and the third part further explains solution 
areas for quantum-safe (QS) cryptography. 

2.1. Asymmetric cryptography in secure information sharing 

An ever-increasing dependency on secure information sharing has 
made critical information infrastructures vital for governments and in-
dustries (Kong, Janssen, & Bharosa, 2023). There are dozens of 

examples of critical information infrastructures, including digital in-
frastructures supporting tax filing and customs declarations, border 
control, electricity distribution, traffic control, internet services, 
banking and online payments, and so on. These types of infrastructures 
are critical for the functioning of societies. Therefore, these in-
frastructures' security (e.g., confidentiality, integrity and availability) is 
imperative. 

Encryption algorithms can prevent unauthorized parties from 
accessing sensitive and vulnerable data to maintain security (Adams & 
Lloyd, 1999; Linn, 2000). The cryptographic keys, randomly generated 
characters' strings, are used in encryption algorithms, and the decryp-
tion time can be affected by the length of these cryptographic keys. 
Depending on different features of cryptography, the keys used to 
encrypt the data may or may not be used to decrypt it (Linn, 2000). Two 
different types of cryptographic keys (e.g., symmetric cryptography and 
asymmetric cryptography) are shown in Fig. 1. 

In symmetric cryptography, data is encrypted and decrypted using 
the same key that is shared. The shared key must remain private, and the 
complexity of the key strengthens the cryptographic algorithm (Adams 
& Lloyd, 1999; Hunt, 2001). However, distributing the keys in private is 
difficult in symmetric encryption, which makes it impractical for 
widespread commercial use. In asymmetric cryptography, also known as 
Public Key Cryptography (PKC), data is encrypted and decrypted using a 
key pair that is mathematically tied together. PKC consists of one public 
key that must be verifiably authentic and one private key that must 
remain private (Adams & Lloyd, 1999; Hunt, 2001). The encrypted in-
formation can only be decrypted by the private key corresponding to its 
public key. Unlike symmetric cryptography, using different keys for 
encryption and decryption for asymmetric cryptography addresses the 
key distribution problem. Many critical information infrastructures 
employ asymmetric cryptographic systems to facilitate secure informa-
tion exchange and digital network communication. 

2.2. Quantum threats to secure information sharing 

While multiple security vulnerabilities are coming from malicious 
software updates and data breaches, the introduction of quantum 
computers poses a new level of security threats to critical information 
infrastructures. The foundational layer with cryptographic primitives 
and encryption algorithms that provide the security of infrastructures 
may no longer be reliable. 

By utilizing the properties of quantum mechanics, factoring a key 
pair of large prime numbers may no longer be difficult for quantum 
computers. Using Shor's Algorithm, a quantum computer can perform 
calculations and analyze complex cryptographic keys much faster than 
today's computers. Thus, the computation power of quantum computers 
can potentially break the widely known PKC schemes such as Rivest- 
Shamir-Adleman (RSA), Diffie-Hellmann key exchange (DHKE), and 
Elliptic Curve Cryptography (ECC) (Csenkey & Bindel, 2023; Mosca & 
Piani, 2022; Paar & Pelzl, 2010; Shor, 1994). A recent article on Science 
discussed Oded Regev's work, who proposed a method of multiplying 
numbers with different dimensions that may substantially improve 
Shor's algorithm and break the encryption faster with fewer qubits 
(Kramer, 2023; Regev, 2023). For other cryptographic algorithms not 
affected by Shor's Algorithm, quantum computers can use Grover's al-
gorithm to speed up the search process to decrypt the encryption 
(Grover, 1996). 

Once current PKCs become compromised, critical information in-
frastructures' confidentiality, integrity, and availability (CIA) can no 
longer be guaranteed (NSA, 2022). This also means that any damage, 
vulnerability, or unavailability of one critical information infrastructure 
(e.g., public services or telecom) can bring cascading risks to other 
critical infrastructures (e.g., health or banking). While the noise sur-
rounding quantum technologies and the reality of developing useful 
quantum computers come with multiple uncertainties, Store Now, 
Decrypt Later attacks can already occur today without needing large- 
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scale quantum computers (Mavroeidis, Vishi, Zych, & Jøsang, 2018; 
Mosca & Piani, 2022; NIST, 2021). Data that must remain confidential 
for the next 10–20 years (e.g., healthcare, finance, and national security 
information) can be harvested, stored, and decrypted later once quan-
tum computers become available (AIVD, 2021; McKinseyDigital, 2022; 
Mosca, 2015). 

2.3. Quantum-safe solutions & QS transition 

Although it is uncertain when quantum computers will be strong 
enough to break PKC schemes, modifications are now being studied to 
replace the existing PKCs with ones resistant to quantum computers. 
Two different solution areas for quantum-safe (QS) cryptography are 
currently being researched. 

The first QS solution area is called Quantum Key Distribution (QKD), 
which uses the properties of quantum physics called quantum bits 
(qubits) (Gibney, 2019; Hong, Foong, & Low, 2016). The unique prop-
erties of qubits, such as Superposition and Entanglement, provide QKD 
with the possibility of creating unbreakable algorithms (Gibney, 2019; 
Hong et al., 2016). While Superposition can represent 0 and 1 simulta-
neously, which allows more operations to be performed at the same 
time, Entanglement shows that two particles are connected, reflecting 
each other and sharing a physical state despite the physical distance that 
separates them (Brooks, 2023; Gibney, 2019). Since any external 
interference (e.g., man-in-the-middle attack, side-channel attacks, etc.) 
in generating and distributing QS cryptographic keys can destroy the 
quantum states, which can allow users to detect the interference, QKD 
has the potential to provide a new approach to security over networks. 
However, at the time of writing, QKD cannot yet be used for QS solutions 
as it requires quantum communication infrastructures with specialized 
equipment and fibre optic cables (Lovic, 2020; NSA, 2022; QED-C, 2021; 
Yunakovsky et al., 2021). This may be impractical for critical informa-
tion infrastructures with complex and interconnected systems of multi-
ple organizations. Thus, more research is needed for the QKD approach 
to secure the entire infrastructure beyond generating and distributing 
QS keys (NSA, 2022; QED-C, 2021). 

The second area of QS solutions is called Post Quantum Cryptography 
(PQC), which suggests upgrading the existing PKC using technologies 
such as code-based cryptosystems, lattice-based encryption, and hash- 
based digital signatures (Bernstein & Lange, 2017; NIST, 2021). Since 
2016, the National Institute for Standards and Technology (NIST) has 
initiated the selection process for PQC to standardize quantum-safe (QS) 
solutions (NIST, 2016, 2022). The list of PQC for standardization from a 

recent publication from NIST (2022) includes CRYSTALS-KYBER for 
public key encryption and CRYSTALS–Dilithium, FALCON, and 
SPHINCS+ for digital signatures (NIST, 2022). While the first PQC 
standards are expected to be completed in 2024, NIST has advised or-
ganizations to explore these algorithms and practical use cases in their 
applications (NIST, 2022). The QS solutions for critical information 
infrastructure must facilitate key exchange mechanisms and encryption 
and perform authentication and digital certification (Amadori, Duarte, 
& Spini, 2022). Thus, algorithm selection, compatibility, and the per-
formance of PQC solutions must be closely monitored. 

Although this paper recognizes the potential of QKD as a QS solution, 
we only focus on PQC as a QS solution. QKD is not feasible yet, and PQC 
is already moving towards standardization, implementation, and 
adoption (Amadori et al., 2022;NIST, 2022; TNO et al., 2023). Going 
forward, several options for using QS cryptographic algorithms based on 
PQC exist, and many implementation decisions are still to be made 
(NIST, 2021, 2022). While technological dependencies among actors 
make QS transition complex, it is not yet clear how the cryptographic 
layer of existing systems should be modified (NIST, 2022; TNO et al., 
2023). 

3. Research methodology 

Although there is much research on the technical aspects, less 
attention has been given to the implementation and adoption challenges 
of QS solutions in organizations and the policies needed to realize the 
transition to PQC. Drawing on these knowledge gaps, we formulated two 
research questions to help us understand the practical challenges and 
identify policy recommendations for QS transition. 

RQ1. What are implementation and adoption challenges for QS 
transitions? 

RQ2. What are policy recommendations for QS transitions? 
The first research question examines QS transition challenges in 

practice by interviewing experts and practitioners to empirically vali-
date the list of challenges found in the literature. The second research 
question seeks to identify policy recommendations that may help 
address QS transition challenges in practice. 

For our study, we conducted semi-structured interviews to triangu-
late our data collection process qualitatively. Triangulation is a well- 
recognized technique in research methodology, allowing for a more 
thorough understanding of our research context and reducing biases in 
the research (Heale & Forbes, 2013; Lowery & Evans, 2004). Prior to the 
interviews, a wide variety of data was collected from documents (e.g., 

Fig. 1. Symmetric cryptography vs. asymmetric cryptography.  
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policy documents, grey literature, and white papers). By utilizing cross- 
reference information from the data triangulation process, the robust-
ness of our data is ensured, and the depth of data analysis is 
strengthened. 

3.1. Scope: public key infrastructure 

Many critical information infrastructures use Public Key In-
frastructures (PKIs) for ensuring secure digital communication and in-
formation sharing (Kong et al., 2023). To verify users' authenticity, 
digital certificates that consist of PKC and digital signatures act as digital 
passports over networks (Bindel, Herath, Stebila, & McKague, 2017; 
Mosca, 2015). These digital certificates are issued from a certification 
path formed under the Root Certificate Authority (Root CA) with all the 
intermediate CAs chained together (Bharosa, van Wijk, de Winne, 
Janssen, & Eds.)., 2015). Once the self-signed Root CA certificate is 
established, the Root CA-signed certificate is issued to intermediate CAs, 
which are trusted by lower-level CAs (Linn, 2000). The lowest layers of 
CAs issue certificates to people, applications, or devices. The certificate 
path in a CA hierarchy is illustrated in Fig. 2. 

By managing these digital certificates, PKI provides strong creden-
tials for digital identity management (Bharosa et al., 2015; Hunt, 2001; 
Linn, 2000). Through the process of verification, issuance, and revoca-
tion of digital certificates, a security framework of PKI ensures a high 
degree of authentication, message integrity, and non-repudiation 
(Adams & Lloyd, 1999; Danquah & Kwabena-Adade, 2020; Huang & 
Nicol, 2017; Hunt, 2001; Nazario & van Oosten, 2001). All aspects of 
information sharing between government-to-government, government- 
to-business, government-to-citizens, and business-to-citizens rely on the 
secure functioning of PKIs. 

As governments increasingly use Information Communication 
Technologies (ICT) and networks to provide accessible governmental 
information and efficient public services, PKIs have become an essential 
part of the public sector, enabling user authentication, message integ-
rity, and message non-repudiation services (Innovalor, 2019; Kong et al., 
2022). Examples range from sharing information on public policy, reg-
ulations, government documents, and forms to maintaining services, 
filing taxes, applying for permits, study loans, and social benefits, using 
PKIs (Coursey & Norris, 2008; Jansen & Ølnes, 2016; Lindgren & 
Jansson, 2013). Fig. 3 illustrates secure information sharing in govern-
ment using PKI. In the Netherlands, the main governmental PKI - known 
as PKIoverheid - provides strong credentials for information sharing 
using PKIoverheid certificates (Innovalor, 2019; Logius, 2020). PKIo-
verheid certificates support various functions, from the authentication 
of users and organizations and signing documents using digital signa-
tures to setting up digital tunnels for secure message exchange. 

Logius acts as Policy Authority (PA) and manages service providers 
that issue and revoke digital certificates for PKIoverheid (Innovalor, 
2019; Logius, 2020; NCSC, 2020). With the government as a frontrunner 
in managing and regulating the facilitation of a national and cross- 
sectoral PKI system, the case of PKIoverheid is selected in the paper to 

examine implementation and adoption challenges for QS transition and 
propose policy recommendations. All public service provisioning and 
many information-sharing efforts depend on PKIoverheid. PKIoverheid 
is essential for the proper functioning of other infrastructures that pro-
vide maintenance, reliability, and safety in government communication 
and service delivery processes. Likewise, there is a high dependency on 
PKIoverheid, which – like other PKIs – has a high vulnerability to 
quantum threats. To identify practical challenges that organizations 
may encounter and policy recommendations for QS transitions, purpo-
sive sampling is used to select organizations that are part of the PKI 
systems in the Dutch government that use government certificates. 

3.2. Data collection 

Since we focused on examining the practical challenges of QS tran-
sition with institutional, organizational and policy aspects, we con-
ducted semi-structured interviews. Semi-structured interviews are used 
as a data collection method to ask questions within a predetermined 
thematic framework. While the interviewer prepares a set of questions to 
guide the conversation, more in-depth information about a particular 
topic can also be discussed in open-ended responses from interviewees 
(Creswell, 2018). The interviews facilitated an in-depth discussion about 
the challenges and opportunities of a QS transition. We used purposive 
sampling and identified 12 respondents in the Netherlands. The main 
selection criteria of industry experts and practitioners is their involve-
ment in the PKIoverheid system and the prior knowledge affiliated with 
the topic of QS transition and the security of PKI systems. The number of 
potential respondents was limited as there are only a few experts in this 
area. The list of respondents is shown in Table 1; the list contains all the 
key persons involved in the government with PKI systems and QS 
transitions. 

The interview was structured in three parts. First, we asked the re-
spondents to introduce themselves and their organizations. This part of 
the interview showed the relevance of their experience and knowledge 
related to PKIs. The interviews were categorized between regulatory 
organizations, PKI users, and external experts providing PKI-related 
services and products. Second, we asked respondents for a general un-
derstanding of QS transition and challenges that may hinder the tran-
sition from the current PKIs. This was done to introduce QS transition 
topic and allow respondents to share their views on QS transition 
openly. Third, we showed the list of challenges found in the literature 
and asked the respondents whether they saw the challenges as relevant 
to their organizations. This step allowed respondents to provide in-depth 
responses and extend their views on QS transition challenges and op-
portunities needed to realize the transition to PQC. 

3.3. Data analysis 

The interviews were transcribed, and the documented transcripts of 
the interviews were uploaded to the program called ATLAS.ti to review 
and verify collected data sources in the process. We followed the Human 

Fig. 2. Certification path in a CA hierarchy.  
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Research Ethics Committee (HREC) ethical guidelines to protect par-
ticipants' privacy. The dataset has been anonymized to eliminate any 
personally identifiable information such as names, addresses and affil-
iated organizations to reduce the risk of exposing individual's personal 
information. The initial analysis of the interviews was conducted by 
identifying relevant parts and open-coding these parts to the object of 
the study (Saldaña, 2013; Williams & Moser, 2019). Then, these parts 
were reread to extract relevant phases to understand QS transition more 
in-depth. The relevant phrases from the data were further abstracted 
into codes on ATLAS.ti by open coding. Through an interpretive process 
on the part of the researchers, categories of codes emerged for QS 
transition challenges and opportunities. The researchers prioritized 
making sense of QS transition challenges and opportunities by capturing 
the original language of respondents from their quotes. After a series of 
discussions, researchers further refined the categories of challenges for 
QS transition and clustered the list of policy opportunities that emerged 
throughout the interviews. 

4. Long list QS transition challenges 

We used the list of challenges previously identified in the literature 
to conduct the interviews. We used 12 challenges to guide our interviews 
because we wanted 1) to have sufficient interview time to discuss in- 
depth challenges in different technological, organizational and envi-
ronmental contexts and 2) to provide more exploration for respondents 
to identify relevant and missing challenges in their field of practice. The 
challenges used in the interviews are marked in (X) in Table 2. 

5. Results 

Section 5 discusses the results of the interviews with experts and 
practitioners. Section 5.1 presents the categories of the main challenges 
for QS transition, whereas Section 5.2 provides the categories of policy 
opportunities that may address QS transition challenges. 

5.1. Overview of main challenges 

This section presents the challenges for QS transition clustered in 
four categories, which are 1) complex PKI interdependencies, 2) lack of 
urgency, 3) lack of certified hardware and software, and 4) unclear QS 
direction and governance. 

5.1.1. Complex PKI interdependencies 
One of the challenge categories for QS transition is complex PKI in-

terdependencies. The issued digital signatures and certificates from PKIs 
are checked and validated by software implemented by market parties. 
The external experts providing products and services for PKIs also 
monitor communities of all the browser companies to discuss changes in 
PKIs (Respondent 1). The services they deliver need to be accepted by 
these parties and various standard bodies such as the Internet Engi-
neering Task Force (IETF), the World Wide Web Consortium (W3C), 
European Telecommunication Standards Institute (ETSI), and NIST 
(Respondent 6). While external experts provide software to govern and 
manage certificates (abiding by European laws), the facilitation of PKIs 
must consider the whole certificate chain, which involves Root CA and 
all the intermediate CAs (Respondent 6). If the encryption level of the 
Root changes, all underlying certificates in the same stack would need to 
be revoked and reissued since they do not automatically inherit the new 
specification (Respondent 5). One of the external experts stated that,  

“If PKI systems use different encryption levels like classical crypto-
graphic algorithms and PQC, the Root CA, intermediate CAs, user 

Fig. 3. Secure information sharing using public key infrastructure.  

Table 1 
List of respondents for the interviews.  

Respondent 
# 

Role Organization Perspective 

1 Chief Architect Government 
Agency 

Regulatory 
organization 

2 Information Sharing 
Architect 

Bank PKI user 

3 Change Manager Government 
Agency 

Regulatory 
organization 

4 Policy Officer Government 
Agency 

PKI user 

5 Strategic Advisor Research 
Institute 

External experts 

6 Chief Technology 
Officer 

Service Provider External experts 

7 Architect Tax Office PKI user 
8 Cryptographer Research 

Institute 
External experts 

9 Policy Coordinator Government 
Agency 

Regulatory 
organization 

10 General Manager Software 
Company 

External experts 

11 Software Developer Software 
Company 

External experts 

12 Vice President of 
Operations 

Service Provider External experts  
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certificates, and a whole ecosystem behind may be affected, causing 
complex integration issues.” (Respondent 12) 

Due to the interdependencies in PKIs, organizations with old 
encryption levels and organizations with new encryption levels might 
not be interoperable. Since PKIs allow different organizations and en-
tities to communicate securely, maintaining technical interoperability 
allows users to share information and use digital transactions over 
networks. The linkages facilitating PKI systems create inherently com-
plex interoperability challenges (Respondent 8). Any changes in the 
current PKI systems for QS transition also need to consider the technical 
interdependencies that PKIs inherently have. 

Moreover, PKI systems are heavily regulated (e.g., eIDAS regula-
tions) and must comply with international standards (e.g., NIST, ETSI, 
X.509 standards, etc.). Since PKI in the Netherlands is ruled by laws and 
regulations, changes in the technical foundation of digital certificates 
cannot occur in isolation. 

“Organizations are not completely free to choose what they want and 
change the PKI systems.” (Respondent 8) 

Parties that provide PKI-related products and services for the Dutch 
government must follow international standards and EU regulations and 
meet the Programme of Requirement (PoR) to be recognized as service 
providers in the Netherlands (Respondent 9). The activities of these 
service providers are monitored, and audit communities also check the 
quality of PKI-related products and services (Respondent 9). Since new 
standards and regulations for QS solutions are not yet available for QS 
transitions, organizations find it challenging to modify the current PKI 
systems that are already compliant with existing standards and 
regulations. 

5.1.2. Lack of urgency 
Another challenge category for QS transition is a lack of urgency. 

Although the topic of QS transition has emerged in the public domain, 

Table 2 
Overview of the challenges categorized in technological, organizational & 
environmental context.  

Context Challenges References 

Technological 
Context 

Incompatible Legacy 
System (X) 

(The Hague Security Delta, 2019), 
(ISARA, 2018), (Machatan & 
Heintzman, 2021), (Wiesmaier 
et al., 2021), (Lindsay, 2020b), 
(Accenture Labs, 2018), (CSIRO, 
2021), (CCC, 2019), (Vermeer & 
Peet, 2020) 

Not-yet mature 
Standards from NIST 

(NIST, 2021), (Accenture Labs, 
2018), (CCC, 2019), (Niederhagen 
& Waidner, 2017), (Menezes & 
Stebila, 2021), (ENISA, 2021) 

No Universal QS 
Algorithm (X) 

(NIST, 2016), (NIST, 2021), (CCC, 
2019), (Vermeer & Peet, 2020), ( 
ENISA, 2021), (Chen & Moody, 
2020) 

Implementation Flaws 
and Side-channel Attacks 

(Wiesmaier et al., 2021), ( 
Menezes & Stebila, 2021), ( 
Niederhagen & Waidner, 2017), ( 
Macaulay & Henderson, 2019) 

Lack of Reliability in QS 
Cryptography 

(ISARA, 2018), (CCC, 2019), ( 
Vermeer & Peet, 2020), ( 
Macaulay & Henderson, 2019), ( 
Tibbetts, 2019), (ETSI, 2015) 

Vulnerable Root CA (X) (ISARA, 2018), (Menezes & 
Stebila, 2021), (Thales, 2019), ( 
Sjöberg, 2017), (Macaulay & 
Henderson, 2019), (ETSI, 2020) 

Complex PKI system & 
Interoperability (X) 

(NIST, 2021), (ISARA, 2018) 
(Accenture Labs, 2018), (CSIRO, 
2021), (CCC, 2019), (Vermeer & 
Peet, 2020), (ENISA, 2021), ( 
Macaulay & Henderson, 2019), ( 
Grote, Ahrens, & Benavente- 
Peces, 2019) 

Cost of Transition (TNO, 2020), (ISARA, 2018), ( 
Vermeer & Peet, 2020), (ETSI, 
2015), (Thales, 2019), (NIST, 
2018), (Petrenko, Mashatan, & 
Shirazi, 2019), (Ma, Colon, Dera, 
Rashidi, & Garg, 2021) 

Organizational 
Context 

Lack of Urgency (X) (Lovic, 2020), (TNO, 2020), ( 
Lindsay, 2020b), (Vermeer & 
Peet, 2020), (ETSI, 2015) 

Knowledge Gaps in 
Quantum Computing (X) 

(Mulholland, Mosca, & Braun, 
2017), (TNO, 2020), (CCC, 2019), 
(Niederhagen & Waidner, 2017), ( 
Macaulay & Henderson, 2019), ( 
Ma et al., 2021), (Vermaas, 2017) 

No one-size-fits-all 
Transition Process 

(NIST, 2016), (NIST, 2021), (TNO, 
2020), (CSIRO, 2021), (CCC, 
2019), (ENISA, 2021), (ETSI, 
2020), (Ma et al., 2021), (ETSI, 
2017) 

Lack of Crypto-Agility (NIST, 2021), (Wiesmaier et al., 
2021), (Macaulay & Henderson, 
2019), (ETSI, 2015), (ETSI, 2020), 
(Grote et al., 2019), (Ma et al., 
2021), (Mehrez & Omri, 2018) 

Lack of In-house 
Management Support (X) 

(Mosca, 2015), (The Hague 
Security Delta, 2019), (CCC, 
2019), (NIST, 2018), (Buchholz, 
Mariani, Routh, Keyal, & 
Kishnani, 2020) 

Unclear QS Transition 
Benefits & Business Case 

(Mosca, 2015), (Ménard et al., 
2020), (The Hague Security Delta, 
2019), (CSIRO, 2021), (Vermeer 
& Peet, 2020) 

No Technical Skills & 
Qualified Personnel 

(TNO, 2020), (CSIRO, 2021), ( 
NIST, 2018), (Peterssen, 2020) 

Unclear QS Governance 
(X) 

(Mulholland et al., 2017), (NIST, 
2021), (The Hague Security Delta, 
2019), (Machatan & Heintzman, 
2021), (Wiesmaier et al., 2021), (  

Table 2 (continued ) 

Context Challenges References 

CSIRO, 2021), (Niederhagen & 
Waidner, 2017) 

Environmental 
Context 

Low level of Investment 
in the EU 

(Ménard et al., 2020), (CCC, 
2019), (Rasanen, Makynen, 
Mottonen, & Goetz, 2021), (Lewis 
& Travagnin, 2018), (Lewis, 
Ferigato, Travagnin, & Florescu, 
2018) 

Lack of Awareness (X) (Mulholland et al., 2017), (Lovic, 
2020), (TNO, 2020), (Vermeer & 
Peet, 2020), (Macaulay & 
Henderson, 2019), (ETSI, 2015) 

No Clear Ownership & 
Operating Institution (X) 

(Mulholland et al., 2017), (NIST, 
2021), (Lindsay, 2020b), (Ma 
et al., 2021), (Lindsay, 2020a) 

Different Interpretation 
of QS Scenarios 

(NIST, 2021), (ENISA, 2021), ( 
Vermaas, 2017), (ETSI, 2017), ( 
Smith, 2020) 

Lack of Policy Guidance 
(X) 

(The Hague Security Delta, 2019), 
(Lovic, 2020), (Tibbetts, 2019), ( 
Lewis & Travagnin, 2018), (Lewis 
et al., 2018), (Lindsay, 2020a), ( 
Lewis, 2017) 

Need for Various 
Stakeholders (X) 

(Mulholland et al., 2017), (The 
Hague Security Delta, 2019), ( 
CCC, 2019), (Vermeer & Peet, 
2020), (Chen & Moody, 2020), ( 
Rasanen et al., 2021) 

Legal Issues (Niederhagen & Waidner, 2017), ( 
Ma et al., 2021), (ETSI, 2017), ( 
Lewis, 2017) 

Bureaucratic Process (Macaulay & Henderson, 2019), ( 
Lewis & Travagnin, 2018), ( 
Lindsay, 2020a)  
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the respondents indicated that the level of urgency remains low. While 
regulatory organizations indicated a growing awareness, PKI users such 
as government agencies and banks do not have the same level of urgency 
(Respondent 1). One of the respondents pointed out that, 

“We expect only to come in 10 or 15 years. And that's far away. So the 
time horizon of an average bank for calculating security issues is 
about three years.” (Respondent 2) 

In the case of quantum threats, the respondent states that it is un-
likely for such threats to occur tomorrow. The risk appetite was different 
for PKI users. Some think that a time horizon of 10–15 years can be 
considered not urgent, but there is disagreement about the time horizon. 
Likewise, government agencies using PKI systems did not see the ur-
gency in their organizations. In their views, the high urgency would only 
mean that PKI systems would no longer work tomorrow (Respondent 7). 

Moreover, there is a lack of understanding of what a QS transition 
means for organizations. While it may be impossible for organizations to 
opt for QS transition decisions to be single-handled by one organization, 
respondents stated that knowledge of quantum threats and PKIs is 
mainly missing in non-experts, and organizations are not aware of the 
technical complexity that PKIs inherently have. 

“If you ‘don't understand, there will be no urgency because you don't 
understand the threat, what it does, or what impact it has. First, you 
need to understand.” (Respondent 4) 

The respondent from the regulatory organization also indicated that 
the QS transition topic is difficult for policy-makers to grasp. Even 
though the facilitation of PKIs is essential in securing businesses and 
public services in society, the level of fuzziness in quantum threats does 
not provide a clear view for policymakers to recognize the risks asso-
ciated with PKIs (Respondent 9). The respondent added that it does not 
help when experts disagree because it would only make regulatory or-
ganizations not proceed with QS transition simply because experts do 
not agree. Nothing has yet been decided for QS transition (Respondent 
9). 

In addition, the urgency among different organizations is considered 
a challenge when the level of urgency varies in the PKI systems. While 
the level of urgency remains low in the PKI ecosystem as a whole, many 
organizations have varying levels of risk appetite and do not see the 
consequence of not transitioning to quantum-safe (Respondent 12). 
While there is a lack of understanding and knowledge on the topics of QS 
transition, the respondents also stated that the level of urgency might 
also differ for small government agencies and SMEs since they do not 
have enough resources to recognize quantum threats and the need for 
QS transition (Respondent 5). 

5.1.3. Lack of certified hardware and software 
The third challenge category for QS transitions is the lack of certified 

hardware and software. Suppose there are new updates in hardware and 
software. In that case, PKI service providers and PKI users in critical 
information infrastructures need to adopt new solutions to maintain 
interoperability and backward compatibility. In the case of QS transi-
tion, a hybrid structure that works with both classical cryptographic 
algorithms and QS solutions (e.g., PQC) is under discussion. 

“We could also look for a hybrid approach where we deliver both the 
old and new format or come up with a mixed format.” (Respondent 
6) 

Having a hybrid structure would also mean that certified hardware 
and software may need to recognize two different encryption levels in 
the X.509 scheme (Respondent 5). Since the current PKI systems only 
recognize classical cryptographic algorithms, there is a need for hard-
ware and software that can replace the existing systems. The current PKI 
systems for regulatory organizations require an HSM (Hardware Secu-
rity Module) and a hybrid data model to issue certificates recognizing 
two different encryption levels, including classical cryptographic 

algorithms and QS solutions (Respondent 1). 

“For us, ‘it's quite simple. We just need two things. We need to have 
like an HSM, We need to have a hybrid data model to create these 
new keys.”(Respondent 1) 

While the respondent emphasized that QS transitions for regulatory 
organizations are relatively easy, it may be difficult for PKI users such as 
banks, the tax office and other government agencies to change their 
systems (Respondent 1). This is because no currently certified hardware 
and/or software can run QS solutions yet. The respondents from external 
experts agreed that the development of certified products that imple-
ment QS solutions has not yet happened, and this would be a big chal-
lenge for organizations that need to change their systems. 

“QS transition is often compared to the transition from SHA-1 to 
SHA-2, but the difference would be that QS transition does not have 
hardware and software ready.” (Respondent 6) 

“For the transition, we are very dependent on our suppliers. We 
cannot transition without them.” (Respondent 11) 

Moreover, another respondent from PKI users also indicated a lack of 
technical expertise and qualified personnel with the knowledge and 
experience to work with the hardware and software for QS transition 
(Respondent 7). Getting to certified products that support QS solutions, 
there may need to be some judgment that it is safe enough to rely on 
these new products in practice. This also requires a certification process 
that can be pretty intensive and time-consuming (Respondent 6). 
However, the standards for new QS solutions are not yet agreed upon. 
Commercial software providers also need to leverage those new specific 
algorithms to ensure that their software can generate certificates using 
the new QS encryption scheme. This is because service providers' 
existing commercial software only used classical encryption levels. This 
would not support the post-quantum encryption level (Respondent 12). 
There is a lack of technical expertise and qualified personnel who un-
derstand how the process of a QS transition works (Respondent 5). For 
PKI users who need to sign their emails and contracts, users of notary 
services, and organizations that use custom software to perform specific 
types of work, new certified hardware and software that can run QS 
algorithms are not yet available (Respondent 12). 

5.1.4. Unclear QS direction and governance 
The fourth challenge category of QS transition is unclear QS direc-

tion and governance. The respondents stated that organizations 
currently do not have directions for QS transition. The respondents from 
the PKI users category stated that organizations are all monitoring the 
development of QS solutions (which have not yet been finalized) and 
remain conservative towards the QS transition because security issues in 
the current PKI systems have not yet occurred. 

“Organizations are keeping their eyes on the development. They do 
not have an actual QS transition strategy or other actions that they 
have planned.” (Respondent 7) 

Within organizations, modifying PKI systems is considered as “under 
the hood” changes by the IT department, which often go unnoticed in 
user functionality (Respondent 7). Another respondent also emphasized 
that it would be more challenging for SMEs with insufficient resources to 
transit to QS PKI systems without recognizing the impact of quantum 
threats (Respondent 2). As long as the security remains status quo, no 
issues have emerged in the current PKI systems for organizations. Thus, 
without recognizing the impact of quantum threats in organizations, it is 
challenging to realize the scope of QS transition and organize what 
changes may be needed. The respondents also agreed that it might be 
easier for homogenous organizations, such as banks, to plan for a QS 
transition with the ECB as a regulator and DNB (Dutch National Bank) in 
the Netherlands. However, the respondent also emphasized that the 
direction for a QS transition is not yet available in the sector 

I. Kong et al.                                                                                                                                                                                                                                     



Government Information Quarterly 41 (2024) 101884

8

(Respondent 2). 
For regulatory organizations, IT and government in the Netherlands 

are very decentralized, and every ministry has responsibility for certain 
executive agencies falling under that ministry (e.g., energy, water 
management, education, national security, etc.) (Respondent 9). Mobi-
lizing the governance of PKI systems to proceed with a QS transition may 
take a lot of time and requires convincing non-technical people 
(Respondent 9). The respondents agreed that the changes in the current 
PKI systems may extend to other critical infrastructures. However, there 
is no clear path to where and what to do with which technology. 

“It's very difficult on our operational level to organize change 
because we are waiting for the instructions on what to do.” 
(Respondent 3) 

Although PKIs have evolved immensely over the past decades, pre-
vious experience has shown that modifications in the PKIs are complex. 
Without a clear governance, it would be difficult for organizations to 
proceed with changes in the current PKI systems. For external experts, 
having organizational-level governance was not an issue. Since PKI- 
related changes are part of their core business, they stated that a 
governance structure is in place to address changes. However, they saw 
the most significant risk in cross-organization-level governance. 
Although Logius acts as a Policy Authority (PA) and manages the PKI 
system for the PKIoverheid certificates, the coordination and account-
ability for the QS transition remain unclear, and organizations were 
unsure of their roles and responsibilities. (Respondent 4). 

“It is not yet clear enough who is doing what and the main risks are 
cross-organizational.” (Respondent 6) 

“Someone has to make costs to facilitate. Who is taking the burden? 
What will it do to the whole ecosystem?” (Respondent 10) 

Since the facilitation of PKI systems requires multiple actors to 
secure information sharing and digital transactions, cross-organizational 
governance is crucial for the QS transition. However, no specific docu-
ment provides guidelines and no national roadmap to move along the QS 
transitions. 

“The organizations do not know who is making the decisions for QS 
transition and who are collaborating, who to include paying for the 
cost of transition.” (Respondent 5) 

hile the existing PKI governance indicates a set of roles, security 
policies, encryption mechanisms, and procedures with diverse actors. 
This is not suitable for a QS transition since it requires clear re-
sponsibilities to follow and priority setting given scarce resources. With 
varying levels of urgency, interest and expectations for QS transition, 
organizations are waiting for each other, and it is unclear who should 
make the first moves (Respondent 8). 

Table 3 shows various implementation and adoption challenges that 
organizations may encounter, and many uncertainties fuel QS transition 
challenges. The four categories of QS transition challenges also show 
institutional, organizational and policy aspects of QS transition are 
interconnected, and many dependencies among actors within the 
ecosystem also need to be considered for QS transition. 

5.2. Policy recommendations 

This section presents four main policy recommendations, eg., 1) 
assessment of organizational impact and readiness, 2) collaboration in 
organizational ecosystem, 3) financial incentives and 4) funding and 
policy guidance. 

5.2.1. Assessment of organizational impact and readiness 
The first category of policy opportunities centres around the need to 

assess organizational impact and readiness. Organizations need to be 
ready to implement and adopt QS technologies. One form of assessment 

mentioned in the interviews is cryptographic impact assessment. Orga-
nizations do not know their cryptographic assets and have a varying 
lifespan of legacy technology in the current PKI system (CCC, 2019; 
ETSI, 2017; Kong et al., 2022; NIST, 2016). By conducting cryptographic 
assessment, organizations can identify the scope of the QS transition (e. 
g., where they use cryptography, why they use cryptography, and how 
they can replace that to quantum-safe with what priorities) (Respondent 
4). 

“Organizations need to know which processes need to be changed for 
QS transition, and they need to be aware of which of the crypto-
graphic assets need to change to quantum-safe.” (Respondent 5) 

For organizations that do not have their core business in PKI-related 
services and products, cryptographic assessment in their inventory may 
create awareness and help organizations understand the impact of 
quantum threats in their businesses. Others echoed this, as one 
respondent stated that organizations need to realize the impact of the 
technology and how it will impact their business in the long run 
(Respondent 12). For policy-makers, the cryptographic assessment may 
provide a tool for identifying risks at societal levels once PKI systems 
become no longer reliable (Respondent 9). PKI users will need to be 
made aware of changes that are taking place, and check whether their 
systems are compatible and update them (Respondent 1). 

Moreover, another form of assessment that can be taken is testing for 
QS solutions. Organizations should prepare pilot testing to assess the list 
of PQC algorithms. NIST has announced four candidate algorithms for 
standardization (e.g. CRYSTALS-KYBER for public key encryption and 

Table 3 
Overview of categories and challenges.  

Challenge Category QS Transition Challenges 

Complex PKI 
Interdependencies 

-PKI systems are heavily regulated (e.g., eIDAS 
regulations) and must comply with international 
standards (e.g., NIST, ETSI, X.509 standards, etc.) 
-Various standard bodies need to be considered, such 
as IETF, WWW, W3C, ETSI, NIST 
-Changes in PKIs cannot occur in isolation & need to 
consider the whole certificate chain 
-Interoperability issues may arise between 
organizations with old encryption levels and 
organizations with new encryption levels 
-New standards and regulations for QS solutions are 
not yet available for QS transition 

Lack of Urgency -Quantum threats are viewed as unlikely to occur 
tomorrow 
-Level of urgency varies with different risk appetite 
-A lack of understanding of what QS transition 
means 
-No clear view for policy-makers to recognize the 
risks associated with PKIs 
-Level of urgency remains low in the PKI ecosystem 
as a whole 

Lack of Certified Hardware 
&/ Software 

-Updates & new solutions need to consider 
interoperability & backward compatibility 
-Certified hardware and/or software may need to 
recognize two different encryption levels in the 
X.509 scheme 
-A lack of technical expertise and qualified personnel 
with knowledge and experience 
-Agreements are needed for new QS solutions before 
software providers generate certificates using new 
QS encryption scheme. 

Unclear QS Direction & 
Governance 

-Organizations currently do not have directions for 
QS transition 
-Changes in the current PKI systems may extend to 
other critical infrastructures 
-External experts saw the biggest risk in cross- 
organization governance 
-IT & government are very decentralized, unsure of 
the roles & responsibilities 
-Organizations are waiting for each other, and it is 
not clear who makes the first moves  
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CRYSTALS-Dilithium, FALCON, and SPHINCS+ for digital signatures) 
(NIST, 2022). However, these algorithms have not yet been tested in 
real-life settings, and performance has not been applied to different use 
cases (CCC, 2019; Macaulay & Henderson, 2019; Machatan & Heintz-
man, 2021; Vermeer & Peet, 2020). Having multiple candidates for QS 
solutions may raise technological uncertainties and further delay the QS 
transition, which is expected to take a decade (Respondent 8). One of the 
respondents indicated, 

“First, create your own test environment to play around with the new 
certificates, then you can maybe make a new product.” (Respondent 
1) 

By testing these PQC algorithms, organizations can further develop 
certified hardware and software for PKI systems. The technical un-
certainties of QS solutions make it difficult for organizations to decide 
which PQC algorithms to use in the current infrastructure (Respondent 
6). Thus, assessing the list of potential QS solutions, recognizing the use 
cases and fixing all the vulnerabilities are needed for organizations to 
proceed with the QS transition (Respondent 6). 

5.2.2. Collaboration in organizational ecosystems 
The second category for policy opportunities is coordinating 

collaboration in organizational ecosystems. Since the PKI systems do not 
operate in isolation, QS transition depends on many different influences 
and may require multiple actors in the process (Kong et al., 2022; The 
Hague Security Delta, 2019). The PKI systems in the Netherlands must 
comply with international standards, European and Dutch regulations, 
and a Programme of Requirement (PoR) that ensures a statement of 
compliance for third-party arrangements (Innovalor, 2019; Logius, 
2018, 2020, 2022). As noted by a respondent, mapping out the current 
PKI environment and coordinating collaborations can mobilize QS 
transition with other organizations that are part of the PKI ecosystem. 

“I think you start with the part of certificates. What are the organi-
zations? And you go top-down and roll it out. For instance, we have 
our Certificate Roots in the Netherlands.… I will go top down based 
on the CAs and all those kinds of companies.” (Respondent 2) 

The PKIoverheid certificates are generated and stored with the re-
quirements laid in eIDAS regulations and follow ETSI's recommenda-
tion, which guarantees the document's authenticity with a digital 
signature (Logius, 2022; QuoVadis, 2022). Due to various regulatory 
bodies, standard bodies, service providers, hardware and software 
companies that facilitate PKIs, organizations may need to monitor the 
standard bodies (e.g., NIST, ETSI, etc.) and update policies based on the 
CAB forum (Respondent 1). Since PKIs are unique in the sense that there 
is inherent cooperation with organizations and across entities, it is 
crucial for organizations not just to wait for QS solutions to become 
available but to seek collaboration in the ecosystem to move fast enough 
for QS transitions (Respondent 6). 

Moreover, collaboration can also take place by stimulating forums 
and open dialogues with industries and academia. While QS solutions 
are being standardized, the use cases still need to measure the perfor-
mance and feasibility of QS solutions. 

“There's much more to be done. What you see at those standardiza-
tion levels is that standardization organisations depend on other 
bodies' research. What is working? What have you experienced? 
What are your conclusions?” (Respondent 8) 

The creation of consortiums and collaboration across sectors may 
provide opportunities for organizations to share up-to-date knowledge 
and expertise in cryptography and QS transition for the current PKI 
systems. Since there is not yet a solution to be implemented in current 
PKI systems, external experts saw that monitoring general market 
practices and solutions is also important (Respondent 10). Organizing 
forums and dialogues can engage organizations to share knowledge and 
best practices for QS transitions via seminars, webinars, MOOCs, and 

organize workplace training programs with higher education in-
stitutions and research institutes. 

5.2.3. Financial incentives and funding 
Subsidies and funding can nudge organizations to move towards QS 

solutions. Funding was one of the main categories for policy opportu-
nities concerning QS transitions. Depending on the current PKI systems 
and the availability of resources, a QS transition may require additional 
costs for risk assessment, technical expertise, and changes in the legacy 
systems (ISARA, 2018; Kong et al., 2022; TNO, 2020). In the case of 
hybrid certificates, hardware and software may need to manage two or 
more different certificates with two levels of encryption (Ma et al., 2021; 
Thales, 2019). Since organizations do not have urgency for QS transi-
tion, the cost of transition for organizations is not yet determined. One of 
the respondents indicated that, 

“Hoping that they've already allocated some budget to do that 
because you have to buy new stuff, you have to replace things.” 
(Respondent 5) 

Small government agencies and SMEs are seen as most vulnerable 
due to scarce resources for QS transition. The respondents indicated that 
to better address QS transitions for organizations, financing QS transi-
tion needs to be discussed, and if so, who will make the cost to facilitate 
QS transition (Respondent 10). Perhaps allocating budgets for QS tran-
sitions or stimulating organizations to apply for subsidies may provide 
additional incentives for QS transitions. 

Furthermore, incentivizing cross-sectoral research and upscaling the 
market for hardware and software may be needed. The cross-sectoral 
organizational research can not only promote collaboration but also 
may generate a market for QS transition. If hardware and software are 
not available for QS transition, this may hinder organizations from 
modifying current PKI systems. As stated by a respondent, 

“Once a choice is made for the algorithms, then the industry, the 
suppliers delivering all kinds of technology will need to start work-
ing.” (Respondent 5) 

Suppose a vendor supports a certain QS solution standard, and it has 
been certified. In that case, PKI users who need to change the system will 
choose the hardware and software vendor that offers the standard that 
meets their needs and will be the robust standard for the future. 
(Respondent 7). Since getting QS solutions tested, implemented and 
certified in hardware and software can be an extensive process, vendors 
must be at the forefront of taking a bold step to have hardware and 
software ready. Without commercial viability testing, changes in the 
current PKI systems can result in the high technology switching cost trap 
(ETSI, 2015). 

In addition, cross-sectoral research may help accelerate the research 
on QS transition to protect the current PKI systems. While much atten-
tion is paid to QS building blocks for fundamental components such as 
encryption and digital signatures, further research is still needed for 
more complex protocols (Respondent 8). 

“It's not that we think that research is done and uncovered. We think 
there's still some room there, plenty more. The momentum is only in 
the more fundamental research… Some internal protocols are also 
very hard to upgrade. Also, very interconnected, think of payment 
systems. The clock is also ticking.” (Respondent 8) 

There needs to be sufficient movement in the cryptographic pro-
tocols used for many different things in telecommunication and banking 
systems (Respondent 8). By providing the financial budget for interna-
tional/ EU projects, QS solutions can be further studied, and organiza-
tions may develop complex protocols involving different QS solutions 
applications. These kinds of cross-sectoral research can provide up-to- 
date knowledge and learning opportunities and keep the available in-
formation for organizations to implement QS solutions in their PKI 
services and products to better maintain the secure facilitation of PKI 
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systems. 

5.2.4. Policy guidance 
Policy guidance is another main category of policy opportunities. 

There is a void in knowledge on how to transit towards QS PKI systems, 
and organizations do not know how to coordinate the process of QS 
transition (CSIRO, 2021; Kong et al., 2022; NIST, 2021). Since the 
modification in the current PKI systems needs to ensure interoperability 
and backward compatibility, establishing a set of policy guidance is 
considered necessary for a QS transition (Respondent 11). 

“We can see it with the eIDAS. That has helped a lot for everybody to 
have guidance and clarify what a digital signature is, what is 
allowed, and what's not. If you have something similar regarding QS 
solutions, it will help a lot.” (Respondent 10) 

The organizations that are part of PKI systems should follow ETSI 
standards and the eIDAS regulation and monitor standard bodies such as 
NIST, ETSI, IETF and other market parties such as CAB Forum that also 
influence PKI systems (Respondent 6). These standardization bodies 
strongly impact ensuring QS solutions are considered seriously by users 
(ETSI, 2015). 

While upgrades in the current PKI systems need to comply to several 
regulations, there is no regulation on QS transition for organizations to 
follow. Existing cryptographic algorithms used in the current PKI sys-
tems may be technically broken but legally compliant. As one of the 
respondents stated, 

“For instance, a signature that is set with classical cryptography is 
legally still valid but technically broken. So what does that mean?” 
(Respondent 5) 

The existing regulations that govern PKI systems raise legal impli-
cations for the QS transition. Organizations remain conservative when 
changing the current PKI systems because no regulations clarify the le-
gality of the QS solutions. If changes are made in the Root, a whole PKI 
ecosystem that is behind it will be affected. (Respondent 12). Currently, 
the policy guidance for the QS transition only outlines generic advice for 
organizations to start inventorying the cryptographic systems and 
extend the length of the asymmetric path to be quantum-safe (Respon-
dent 5). Since the QS transition cannot be single-handled by one orga-
nization, policy guidance is necessary to clarify what needs to be taken 
into account and what changes organizations do not have an influence 
on. 

“If you look at the ecosystem, there are multiple interacting policies. 
What is important here is that next to a policy statement require-
ment, there should be on the right levels of hierarchy to plan and 
what order to implement things best.” (Respondent 6) 

Since PKI systems are heavily regulated and PKI-related services and 
products need to be certified and audited, organizations find it chal-
lenging to choose the QS transition (Respondent 6). The respondent 
further emphasized that the policy guidance should provide clear roles 
and responsibilities for QS transition and a vision for how to implement 
changes for the QS transition (Respondent 6). Otherwise, the complex 
hierarchy of existing policies and new changes needed for the QS tran-
sition may misalign, and organizations may find themselves making 
changes with regulations competing with other regulations and laws in 
the Netherlands (Respondent 7). 

Moreover, policy guidance should be available to clarify what the 
hybrid structure for QS solution refers to. The term hybrid structure has 
been mentioned repeatedly by respondents. One of the respondents 
indicated that, 

“What can help here is focusing a lot on the hybrid part. Typically, 
when we say hybrid, at least one of the definitions we discussed. 
Cryptographically, when you say hybrid, the system is secure as long 
as one of the two components is.” (Respondent 8) 

The term is an umbrella term to describe the PKI system that uses 
classical and quantum-safe primitives. If one of the two primitives re-
mains secure, not degrading the security, and PKI systems are still in 
compliance, the hybrid part could be a way to speed up the regulation 
process (Respondent 8). However, there is no clear guidance yet, and the 
term hybrid structure remains more of a concept. No agreement was 
made for the QS standards and procedures on what to prioritize and 
what steps organizations should take for the QS transition not addressed 
(Respondent 4). The policy guidance should clearly indicate what the 
hybrid structure means for organizations to minimize interoperability 
and backward compatibility issues. 

Based on the policy recommendations of the four categories in 
Table 4, much research is needed to tackle the socio-technical pre-
dicaments of QS transition. This also indicates that transitioning critical 
information infrastructures remains complex, and solution components 
for the transition challenges are scattered and unclear. 

Policy recommendations in the assessing organizational impact and 
readiness category include conducting an impact assessment of quantum 
threats in their businesses, making QS implementation obliged for 
certain (sensitive) data, preparing pilot testing to assess the list of PQC 
algorithms, and identifying different use cases for QS solutions. Policy 
recommendations for collaboration in the organizational ecosystem 
category include mapping out the current PKI environment and coor-
dinating collaborations, stimulating forums & open dialogues, creating 
consortiums and collaboration across sectors, and providing subsidies to 
stimulate the adoption of QS solutions. Policy recommendations for the 
financial incentives and funding category include incentivizing cross- 
sectoral research, extending research on more complex protocols, and 
upscaling the market for hardware and software. Finally, for the policy 
guidance category, policy recommendations include raising legal im-
plications of QS transitions, defining clear roles and responsibilities, 
developing a vision for implementing changes, and clarifying what the 
hybrid structure of QS solutions refers to. 

6. Conclusion 

One day, the looming threats of quantum computers may become a 
reality. While security issues over networks are often considered a 
never-ending game of cat and mouse, the impact of the quantum threat 
on critical information infrastructures may be much more catastrophic. 
With the ever-growing dependence on critical information 

Table 4 
Overview of possible policy recommendations.  

Policy Category Policy Recommendations 

Assessment of Organizational 
Impact & Readiness 

-Conduct impact assessment of quantum 
threats in their businesses 
-Make QS implementation obliged for a certain 
data 
-Prepare pilot testing to assess the list of PQC 
algorithms 
-Identify different use cases for QS solutions 

Collaboration in the 
Organizational Ecosystem 

-Map out the current PKI environment and 
coordinating collaborations 
-Stimulate forums & open dialogues 
-Create consortiums and collaboration across 
sectors 
-Provide subsidies to stimulate the adoption of 
QS solutions 

Financial Incentives & Funding -Incentivize cross-sectoral research 
-Extend research on more complex protocols 
-Upscale the market for hardware and software 

Policy Guidance -Raise legal implications for the QS transition. 
-Define clear roles and responsibilities for QS 
transition 
-Develop a vision for how to implement 
changes for the QS transition 
-Clarify what the hybrid structure for QS 
solution refers to  
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infrastructures, failure to recognize the urgency for QS transitions and 
assess cryptographic assets may have far-reaching consequences across a 
wide range of sectors. Organizations may be unable to address the socio- 
technical predicaments of a QS transition overnight. 

Although NIST is leading the standardization of QS solution algo-
rithms that may be implemented in current PKI systems, our research 
reveals that the availability of QS algorithms alone is insufficient for 
preparing and guiding organizations for a QS transition. The imple-
mentation and adoption challenges for QS transition include complex 
technological interdependencies, lack of urgency, lack of certified 
hardware and software, and unclear QS direction and governance. These 
four categories of QS transition challenges show that institutional and 
organizational challenges may also need to be addressed next to the 
technical challenges, and many dependencies among actors exist in 
critical information infrastructures. This also implies that challenges for 
QS transition are interconnected and the current emphasis on technical 
standardization only partly supports QS transitions. 

Moreover, the list of policy recommendations for QS transition in-
cludes assessing organizational impact and readiness, collaboration in 
the organizational ecosystem, financial incentives and funding, and 
policy guidance. The recommendations show that solutions for QS 
transition challenges are scattered and not yet clearly identified. 
Although a QS transition is a massive operation that requires collabo-
ration beyond organizational boundaries, there is no central coordina-
tion, and organizations do not have well-defined roles and 
responsibilities. Many uncertainties signal a Catch-22 loop where a delay 
in one challenge may further lead to delays in other challenges. Gov-
ernment agencies might be waiting for QS software to arrive. In contrast, 
software vendors do not develop SQ solutions as there is no urgent de-
mand today and uncertainties regarding the availability date of suffi-
ciently powerful quantum computers. For policy-makers, it also implies 
that they must understand the gravity of the challenges, and actionable 
approaches are needed to prepare for the QS transition. 

As the paper lays the empirical foundation for QS transition research 
on challenges, it seems crucial that researchers take the next step in 
unravelling how to address socio-technical challenges that are both 
complex and interconnected. By doing this, it may lead to a situation 
where countries and organizations take different paths of QS transition 
to become quantum-safe. Given the impact of quantum threats and the 
importance of critical information infrastructure in our societies, the QS 
transition topic offers many research opportunities left to investigate. 
While the limited sample size of respondents in this study highlights 
potential future research opportunities to expand the sample size, it also 
suggests exploring strategies to increase awareness and bridge the 
knowledge gap for QS transition. Moreover, the direction and roadmaps 
for QS transition are still undefined and much research is needed to 
understand the QS solutions in various use cases. “How can we coordi-
nate QS transition and move together as a whole?” may be a crucial 
question with many unknowns that we must answer in time to realize a 
QS future. 
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