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ABSTRACT
Business-to-government (B2G) information sharing can benefit
government organisations, as well as businesses. Yet, businesses
are often reluctant to share, as data sharing might not just pro-
vide benefits but also entails risks. Therefore, a system supporting
B2G information sharing should provide the appropriate level of
openness, such that the advantages of openness and possibilities
to control risks for businesses are balanced. At the same time, the
information obtained by the government should be useful. We iden-
tified three architectural layers at which B2G information sharing
architectures can have different levels of openness, viz. the Software
Layer, the Access Control Layer and the Data Layer. In this work,
we compare three archetypical configurations of architectures for
B2G information sharing with different levels of openness. Our
aim is to provide insight into their impact on the possibilities for
obtaining advantages from information sharing and managing risks
of opening up data. We found that the relationship between the
different levels of openness and the advantages and risks of infor-
mation sharing is highly complex. We discuss this complexity and
find that different levels of openness are appropriate in different
situations.
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1 INTRODUCTION
To perform some of their functions, government organisations need
information from businesses. Therefore, businesses are required
to share at least some information with the government; for exam-
ple tax or customs declarations. Government organisations could
benefit from acquiring additional information that businesses do
not have to provide according to legislation to cross-validate the
accuracy of these declarations. Yet, government organisations often
do not want to increase the administrative burden for businesses
[5]. Therefore, such additional information sharing would be on a
voluntary basis. Because of this voluntariness, the willingness of
businesses should be taken into account when designing an informa-
tion sharing architecture that supports this business-to-government
(B2G) information sharing.

To illustrate, in the container shipping domain Customs moni-
tors the goods flow [1, 10]. The information quality in the obligated
documents, e.g. customs declarations for import or export of cargo,
is typically low compared to the information that the businesses
base their own operations on [10, 17, 19]. Customs organisations
have use for higher quality information to perform more effective
and efficient risk assessment, which also benefits compliant compa-
nies [5, 10]; for example customs could use commercial documents
such as invoice or container packing list to cross-validate these dec-
larations. Customs is expected to contribute to the competitiveness
of their country and thus do not want to obligate the businesses
in the supply chain to share the additional high quality informa-
tion [5]. Hence, for them to obtain the additional information, the
businesses need to be willing to share.

There are several ways inwhich thewillingness of businesses can
be increased to share additional information with government or-
ganisations. Government organisations can incentivise businesses,
e.g. by performing less disruptive inspections on businesses that
share the additional information that is needed to justify such a
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regime [5]. Another way is by reducing the efforts required for busi-
nesses to share the information with government organisations.
Additional data processing to share data with a separate informa-
tion sharing system can be avoided when government organisations
piggy-back on the data flow between businesses [23]. To make this
piggy-backing possible, an information sharing system should ex-
tract the B2G information flow from business-to-business (B2B)
information flows; e.g. make an invoice or packing list visible for
customs via a special dashboard.

Businesses, as well as government organisations, might benefit
from a high level of openness in such an information sharing sys-
tem. A higher level of openness allows government organisations to
more easily obtain the data that is useful to them and to freely use
this data to improve their effectiveness and efficiency. Furthermore,
it allows re-use of data and supports the generation of new services
and value, e.g. to the public [16]. The benefits for businesses in-
clude the enabling of new value-added services such as improved
logistics planning, efficiency gains, and closer collaboration with
other parties [6, 8, 22].

However, a higher level of openness may conflict with the need
that businesses have for controlling their data [18]. Businesses may
view autonomous control over data and sharing arrangements as
key to their competitive position [7, 14, 24, 25]. They want control
over the information sharing system, as well as use the information
sharing system to control access to the data. Opening up data to
others, means that businesses have to give up some control and
autonomy. They may fear that they will be more vulnerable to
misuse of the data or to opportunism by others, and that sensitive
information is not kept confidential [6, 9, 15, 26, 29]. For example,
businesses might be willing to share their invoices with customs
for expedited customs treatment of their cargo at the border, but
want to be sure that this data is not visible to the competitors that
might be participants of the same sharing system. This negatively
impacts the willingness to share data, especially in an open way.

A designer of a system in which government organisations can
piggy-back on the B2B information flow will need to balance the
opportunities to gain advantages of openness with possibilities for
businesses to control risks, in order to increase the willingness of
businesses to share. However, the insight into the impact of different
levels of openness is restricted to the rough idea that more openness
provides easier access to data, but also means loss of control over
data. This makes it hard to establish exactly how various degrees
of openness can affect the balance required to support information
sharing. Yet, in a multi-stakeholder setting, striking such a balance
will be unavoidable.

The aim of this investigation is to get insight into the effect of
architectural design choices concerning the openness of informa-
tion sharing systems. To do so, we compare different configurations
of information sharing architectures with different levels of open-
ness. Two of the architectures are extremes, viz. completely open
and completely closed . In addition, we consider a configuration
with an intermediate level of openness as well. We discuss the
configurations and their selection in §2.

Openness of data and risk control can be considered by regarding
several factors, such as information accessibility and security. To
get a more nuanced view (e.g., something can improve security,
but harm scalability), we identify these factors and use them in our

comparison of the three theoretical configurations. The comparison
framework is discussed in §3.

For the actual comparison (presented in §4), we establish what
the configurations look like for architectures in the context of infor-
mation sharing in international container shipping. We presented
the configurations and an analysis of their impact during a work-
shop involving senior level staff at a large business involved in
container shipping. We used the results of the discussion with the
members of the workshop to establish additional relevant architec-
tural layers and to further work out the analysis. We then discussed
the relevance of the results with domain experts.

Finally, in §5, we provide an overview of the comparison and
discuss what level of openness would be appropriate in what situ-
ation. This overview could support designers of B2G information
sharing architectures in finding the appropriate level of openness
for their design. This could help them to balance the advantages of
openness with the possibility for risk control that is required for
businesses to be willing to share additional information via their
architecture.

Information sharing in international container shipping is a
domain that currently is an active subject for research (see e.g.
[12, 21]), and the insights in this paper are thus relevant for this
body of work. Furthermore, this work extents the existing work
on the design of B2G information sharing architectures (see e.g.,
[13, 17, 27, 28]).

2 OPENNESS OF THE ARCHITECTURAL
LAYERS AND THE CONFIGURATIONS

As discussed in the introduction, we expect that openness will
have an effect on the possibility for businesses and government
organisations to obtain advantages from information sharing and
on the possibilities for businesses to control risks. A way to get
insight into these effects is by comparing information sharing archi-
tectures with different levels of openness to each other. However,
the possible architectural design choices that are concerned with
openness are too numerous to cover. We thus have to select the
configurations that will provide us with the best insight.

For the selection of architectural configurations to compare, we
first identify three layers at which information sharing architec-
tures can have different levels of openness. These architectural
layers are 1) the software layer, 2) the access control layer, and 3)
the information layer. The architectural layers are shown in figure
1. For each range of openness on the different layers, there are still
numerous possibilities. We presume that architectures that have
levels of openness that are close to each other, do not have very pro-
nounced differences in advantages and risk control. Comparing two
archetypical architectures that are extremes concerning openness,
would in that case provide more information on what the impact
of openness is. In addition, we include a configuration that is at
the centre of the openness scale as well, as the dynamic between
openness and advantages and risk control could be different in
the centre than in the extremes. In this configuration, openness is
context-based.

Openness pertains to enabling parties to access, modify or share
something. To mitigate risks, parties want to control the infor-
mation sharing system itself. The extent to which they can do so
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Figure 1: Overview of the architectural layers and different
levels of openness on a scale

depends on the extent to which they can access, modify and share
the software necessary to use the information sharing system. This
thus makes the software layer relevant for our comparison.

For the software layer, on one side of the openness scale a de-
signer could choose to use software that is completely open source,
and is freely available to all parties to use, modify or redistribute
[2, 11, 30]. On the other end of the openness scale for the software
layer, the information sharing system is based on proprietary soft-
ware. This type of software is developed and owned by a specific
party that can sell or license the software to other parties [2]. Other
parties cannot modify the code of such software [30].

A context-based level of openness for the software layer is one
in which the parties are separated into different groups for which
there are different levels of openness of the software. For instance,
there could be a group of trusted users that can use and modify the
software, while this is not possible for all other parties. Openness
then depends on in which group a user is.

Businesses want control over the data itself. The way in which
access control is arranged, thus is relevant as well. This is arranged
at the access control layer of the architecture of the information
sharing system.

When an access control layer of an information sharing sys-
tem is fully open, access control is fully delegated to other parties.
For example, access control could be performed by the party that
governs the information sharing system, instead of the party that
supplies the data. On the fully closed side of the spectrum, access
control is fully proprietary and arranged by parties themselves. For
an intermediary level of openness, parties can partially delegate
access control to others.

Parties can partially delegate access control by, for instance,
delegating the decision making on who should be authorised to
access data to another party, while still supplying the business
rules on which this decision is based. Another example is when
parties themselves decide who is authorised to access data, but they
delegate identity management to other parties that they trust.

Table 1: The comparison framework

Category Comparison factor Aspects

Obtaining
advantages

Information
accessibility

Ease of providing access
Ease of gaining access

Scalability New users
New data types

System
reliability

Fault tolerance

Controlling
risks

Risk of failure

Access
control

Level of control
Refinedness

Security Inference attack risk
Unauthorised disclosure risk

The possibilities for actually accessing data, depends on the open-
ness of the information that is shared as well. The last architectural
layer that is relevant, thus is the information layer. For the infor-
mation layer, at one end of the openness scale, all data is shared
without encryption. A choice for a completely closed information
layer would entail encrypting all the data when it is shared. At an
context-based level of openness for in the information layer, parties
are allowed to encrypt only parts of the data that are sensitive to
them. For instance, they can separate documents that they want
to share in data elements and then only encrypt the data elements
that are sensitive.

As we cannot compare all possible combinations of different
levels of openness for these three layers, we will compare three
archetypical configurations. The first one, is the completely open
configuration. For this configuration, the software is open source,
access control is fully delegated and information shared is not
encrypted. In the context-based configuration, the software is only
open to a group of users that are trusted. In this configuration access
control is partially delegated and only sensitive data is encrypted.
For the closed configuration, the software and access control both
are proprietary. Furthermore, all data that is shared, is encrypted.

3 THE COMPARISON FRAMEWORK
In this research, we are concerned with balancing the obtaining of
advantages from open data sharing and the control of risks. In this
section, we discuss some of the factors that make up or impact the
obtaining of these advantages and the controlling of risks. These
factors are the basis of the comparison framework (see table 1) that
we use for comparing the configurations.

We identified the factors based on the empirical findings from the
workshop that was conducted for this research. In addition, we took
into account empirical findings from the EU-funded CORE project
where various implementations of information sharing architec-
tures were developed and tested. In this project, users identified
these comparison factors as key issues to be solved.

As discussed in the introduction, both government organisations
and businesses can benefit from information sharing. To reap these
benefits and to be able to obtain and use data, information acces-
sibility is important. Information accessibility can be perceived
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from two points of view. The first is from the point of view of the
party that wants to obtain access to data. These are the govern-
ment organisations and the businesses involved in the information
sharing.

We can also look at information accessibility from the point of
view of the party that wants to provide access to the data. In our
case these are the businesses. If it is hard for businesses to provide
access, they might not do so. Therefore, it is important to consider
data accessibility from their point of view as well.

The accessibility of information shared via the information shar-
ing system is determined by the ease of gaining or providing access
to the information. We can view the ease of access as the number of
steps that need to be performed by parties to gain or provide access
to data. In addition, the effort required to perform those steps is
important.

Businesses that are initially not willing to share data via an ar-
chitecture, might be willing to do so at a later time. When more
businesses use the architecture, more information might be acces-
sible to them. This could then cause an influx of more businesses.
Furthermore, in time, businesses might want to share new types
of information using the information sharing system. However,
to allow more businesses to connect and to share additional data,
the architecture should be scalable. Scalability is thus another fac-
tor related to enabling parties to obtain advantages from a higher
level of openness of information sharing. Scalability can be viewed
as the ability to change the levels of parameters that capture the
performance aspects of a system [20]. The parameters that are in-
teresting for our comparison, are the number of users involved and
the different types of data that are shared.

The reliability of the system impacts the possible advantages as
well as the risks. If components of the system have a high risk of
failing, and this results in the system not being able to perform its
functions (i.e., it has a low fault tolerance), then the system cannot
be considered reliable. If the system is not reliable, then government
organisations as well as businesses might not want their processes
to depend on the information sharing via the system. Furthermore,
the businesses might not trust that they can actually control risks
when using the system.

In the introduction, we discussed some of the risks for businesses
associated with opening data. To control these risks, businesses
need to be able to determine what parties should and should not get
access to their data. The way in which access control is shared by
parties, determines the level of access control of a party. Of course,
this is directly and clearly impacted by the openness of the access
control layer. However, we still include this as a factor, as it can be
impacted by openness for other layers as well.

In addition, access control can be more or less refined. Refined-
ness of access control is determined by the coarseness by which
access to data can be controlled. This coarseness refers to the data
itself in this case (e.g., full documents or individual data elements).
A higher level of refinedness means that businesses can decide to
provide different levels of openness to data, based on their need to
control risks.

To avoid risks of unauthorised access to information, security
is an important factor for comparison as well. There are several
ways in which parties can get unauthorised access to information.
However, not all of them are related to openness. An inference

attack happens when sensitive information can be inferred from
non-sensitive information, for instance using datamining [31]. In
addition, parties can disclose information to others that are not
authorised to have access to this information.

4 COMPARING THE CONFIGURATIONS
In this section, we compare the three configurations specified in
section 2. For each of them, we discuss the differences we found
between the configurations for each of the factors in the comparison
framework and we provide a discussion of how this related to the
openness of the configurations on the different architectural layers.
These results were derived from the workshop with experts from
the container-shipping business, discussion with domain experts
and from logical analysis.

In each subsection, we first provide an analysis of the impact of
each level of openness for each layer. Then, we summarize these
results in a table (see table 2-7). In some cases, we were not able to
establish exactly what the impact of openness of an architectural
layer was. In those cases, this layer is left out of the table. In the next
section, we provide an overview of these findings and determine
what configurations are best in different situations.

4.1 Information accessibility
In the completely open configuration, access control is delegated
to other parties. This results in less steps for businesses to control
access when providing access. For gaining access, delegating access
control results in parties having to request access from a different
party. We did not find an impact of this on the ease of gaining access
to data for government organisations or businesses.

In the open configuration, the architecture has an open infor-
mation layer. Parties can therefore directly share new data via the
system. No prior processing of the data is required to encrypt it,
for instance. Once data is shared, parties can immediately use it.
A high level of openness for the information layer in the open
configuration, is thus associated with a high ease of gaining and
providing access to information.

The party supplying the data is themselves responsible for access
control in the closed configuration. They should thus fulfil the steps
to make a decision and verify the identity of the requesting party.
They thus have to perform more steps in order to provide access to
data than in the open configuration. We could not find an impact
on the ease of gaining access to data, for the access control layer of
the closed configuration.

In the closed configuration the ease of providing access is ad-
ditionally hampered because parties need to encrypt data before
they can actually share the data via the system. Furthermore, after
the encrypted data has been shared via a system with a closed
configuration, several things need to happen before parties can
access it. First of all, a party that wants access should obtain the
encrypted data. Then, they should request a key from the party
that supplied the encrypted data. A closed information layer of the
closed configuration is thus associated with a lower ease of gaining
access to data.

The level of openness for the access control layer in a context-
based open configuration does not seem to impact the efforts re-
quired to gain access to information. However, it does affect the
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Table 2: Impact of the configurations on data accessibility

Open Context-based Closed
Access
control
layer

Ease of
providing
access: High

Ease of providing
access: Intermediate

Ease of
providing
access: Low

Information
layer

Ease of
providing
access: High

Ease of providing
access: Low

Ease of
providing
access: Low

Ease of
gaining
access: High

Ease of gaining
access: Depends on
sensitivity

Ease of
gaining
access: Low

ease of providing access. Businesses in an information sharing sys-
tem with a context-based open configuration delegate part of access
control. This means that they do not need to perform all steps to
control access themselves. The ease of providing access to data is
therefore between that of an open access control layer and a closed
access control layer.

In the context-based open configuration, the data that is to be
shared, first needs to be divided into different data elements. Busi-
nesses should determine for these data elements whether they are
sensitive or not and thus whether they should be encrypted. Then,
they need to encrypt that data. This means that they have to per-
form additional steps, possibly even compared to the configuration
with the completely closed information flow. Thus, the ease of
providing access to data is lower. After the data is shared via an
information sharing system with a context-based configuration,
the steps necessary to access it depends on whether data elements
are sensitive to the business supplying them. The data elements
for which there is no need to keep them confidential are directly
accessible, such as in an open configuration. However, to access
sensitive, encrypted data elements, parties need to go through the
same steps as in a closed configuration.

We could not find a clear relationship between the openness for
the software layer for the configurations and information accessibil-
ity. In addition, it is important to mention the role of standardisation
in information accessibility as well. Standardisation allows for the
automation of certain tasks. This automation can lead to the ef-
forts of performing steps becoming nihil after implementing the
appropriate systems. For instance, if only certain documents are
shared with a standard format, the identification of sensitive data
elements and their encryption can be automated. It will require
some initial effort to design a system that does this and to make a
list of data elements that are considered sensitive. However, after
this, the structural efforts required will be lower.

4.2 Scalability
New users of an information sharing system with an open configu-
ration, first of all, need the appropriate software to be able to link
to the information sharing system. As the data is open source, it is
freely available, and thus easy to obtain. To enable the sharing of
new types of data, new data elements need to be added to the inter-
face with the information sharing system, or other modifications

need to be made. This can be easier when the information sharing
system is based on open source data.

Access control is fully delegated for the information sharing sys-
tem in the open configuration. When the number of users increases,
or the types of data that are shared increases, this can result in addi-
tional access control requests. If access control of all businesses are
delegated to a single party, then the number of requests that need
to be handled by this party might quickly become high, lowering
scalability.

However, the delegation of access control allows for federated
access control and federated identity management, meaning that a
user can use their credentials from one or more service providers
to get access to resources of other service providers [3]. In the
container-shipping domain, access control can be federated to
trusted third parties, such as port community systems. This creates
a network of these trusted third parties that are all connected to
the information sharing system. If access control is federated, less
requests for access might end up at a single party and this can
improve scalability. For an open access control layer, scalability
thus varies according to whether access control is federated.

At the information layer, information is not separated into indi-
vidual data elements for the open configuration. This means that
it is not necessary to make access control decisions for individual
data elements. This can protect scalability.

For the closed configuration, new users need to acquire the
software to link to the information sharing system as well. As the
software is proprietary, they need to either buy or license it. They
cannot modify the source code of the software. Therefore, they
cannot adapt it to meet their specific needs. Furthermore, they
need to convince the party that owns the software to make the
modifications necessary to allow the sharing of additional types of
data. Scalability is thus lower due the closed information layer in
the closed configuration, than in the open configuration.

Businesses themselves have to arrange access control to their
data in a closed configuration. When the number of requests in-
creases, either due to more users or due to sharing of additional
types of data, each access request ends up with the business that
supplied the data. This means that there is no single point where
all the access requests need to be processed. On the other hand,
individual businesses might have less capacity to handle access
requests than, for instance, the party that controls the information
sharing system.

In a completely closed access control layer, access control is not
delegated at all. This means that it cannot be federated. If there are
many users involved in the information sharing, it might not be
feasible for a single business to arrange a way to verify their identity
and determine whether they can be trusted. This can severely limit
scalability.

Just as for the open configuration, in the closed configuration,
the data is not separated into different data elements for which
access control decisions need to be made. Therefore, less additional
decisions need to be made when the volume of the data that is
shared increases due to new users and new data types. This means
better scalability.

In the context-based open configuration, parties within a trusted
group of users can obtain and modify software. It requires a deci-
sion of this group to allow new users and to modify software to
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Table 3: Impact of the configurations on scalability

Open Context-based Closed
Software
layer

New users: High
scalability

New users: Depends
on decision making
process trusted
group

New
users:
Low scal-
ability

New data types:
High scalability

New data types:
Depends on decision
making process
trusted group

New data
types:
Low scal-
ability

Access
control
layer

New users:
Depends on
federation of
access control

New users: Depends
on federation of
access control

New
users:
Low scal-
ability

New data types:
Depends on
federation of
access control

New data types:
Depends on
federation of access
control

New data
types:
Low scal-
ability

Information
layer

New users: High
scalability

New users: Low
scalability

New
users:
High scal-
ability

New data types:
High scalability

New data types: Low
scalability

New data
types:
High scal-
ability

accommodate new data types. How easy this is and the number of
new users and new data types that the group can make a decision
on, depends on their decision-making process.

In a context-based open configuration access control is partially
delegated. This means that scalability depends on what parts of
access control are delegated and whether the parts that are dele-
gated are federated. For example, a larger number of users could
be accommodated when identity management is federated.

For the context-based configuration, the data is divided in data
elements. When it has to be decided per data element whether
access should be granted, this leads to a higher number of decisions
that need to be made when more data is shared because new users
or data types are added. This lowers scalability.

4.3 System reliability
For the open configuration, the access control is delegated. When
access control for all parties is delegated to a single component of
the system, then this component might have to take into account
a high variety of users that request access to a variety of data.
This makes it highly complex and thus increases the risk of failure.
Furthermore, if such a central component fails, fault tolerance is
low, as no access control decision can be made anymore, or even
wrong decisions might be made on a large scale.

However, if access control is delegated to a federation, there
might be several components involved that all serve a lower variety
of users and data types. This would result in less complexity and

a lower risk of failure for these components. On the other hand,
federating access control introduces more failure points, as there
are more components that can fail. This increases the risk of failure.

When access control is federated, if the failure in an access con-
trol component consist of mistakenly providing access to data of
others, than this failure potentially has consequences for a lot of
other parties. This reduces fault tolerance. On the other hand, if
the failure consists of no longer being able to make access control
decisions, access might still be controlled by the other components.
This improves fault tolerance. When we look at the access control
layer, we can thus conclude that the risk of failure and fault toler-
ance, depends on the way in which the delegation of access control
is arranged in the open configuration.

In the open configuration, information is shared without encryp-
tion. This means that there are less components involved in the
sharing of the information that could fail. This reduces the risk of
failure for the open configuration. We did not find an impact on
fault tolerance based on the open information layer in the open
configuration.

In the closed configuration, parties arrange access control them-
selves. As they only need to control access to their own data, access
control is less complex than in the case of an open configuration
in which access control is not federated. This leads to a low risk of
failure. Furthermore, if the systems of one party fails, other parties
can still control access to their own data. Fault tolerance is thus
high as well, if we look at the access control layer.

All data that is shared in the closed configuration is encrypted.
This means that additional components are needed to encrypt the
data, decrypt the data and to provide a key. As each of these com-
ponents could fail, the risk of failure is higher in the closed config-
uration when we consider its closed information flow.

Access control is partially delegated for the context-based con-
figuration. In the same way as for the open configuration, its fault
tolerance and the risk of failure depends on how access control is
delegated.

In a context-based configuration, additional components are not
only needed to encrypt data, decrypt it and provide keys. In addition,
components are needed to distinguish sensitive data elements that
should be encrypted from those that are not sensitive. This is thus
another component that might fail, leading to a risk of failure that
is even higher than that for the closed configuration. Furthermore,
the separation of the data in data elements, might make the access
control process more complex, increasing the risk of failure even
further.

We could not find an impact of the openness of the software
layer on the system’s reliability for the different configurations. The
literature also is not clear on whether open source or proprietary
software is more reliable [2].

4.4 Access control
To put in a request for access to information, a party needs to know
that the data exists and where to put in a request. For this, they
need to be able to link to the information sharing system. Providing
parties with the opportunity to obtain the software necessary to
make such a link, can be viewed as a first step in providing them
access.



Comparing the Openness of Archetypical Business-to-Government Information Sharing Architectures dg.o’18, June 2018, Delft, Nl

Table 4: Impact of the configurations on system reliability

Open Context-based Closed
Access
control
layer

Fault tolerance:
Depends on
arrangements for
delegation

Fault tolerance:
Depends on
arrangements for
delegation

Fault
toler-
ance:
High

Risk of failure:
Depends on
arrangements for
delegation

Risk of failure:
Depends on
arrangements for
delegation

Risk of
failure:
Low

Information
layer

Risk of failure: Low Risk of failure: Very
high

Risk of
failure:
High

For the open configuration of the information sharing system,
the software is open source. This means that the software needed
to link to the information sharing system is available to all parties.
Every party that wants to link to the information sharing system
can obtain the software to do so, in that case. This results in a
lower level of access control for the businesses. When we look at
the access control layer of the open configuration, we can see that
access control is delegated. From this, it follows directly that the
level of control of businesses is low in an open configuration.

The data in the open configuration is not encrypted when it is
shared. Therefore, businesses do not have the option to control
access by key distribution. This means that after the data is stored
somewhere else than in their system, they do not control it anymore.
An open information flow is thus associated with a lower level
of access control. Furthermore, it is associated with a low level of
refinedness, since it is not possible to have different levels of control
over parts of the data that is shared.

For the closed configuration, parties cannot directly influence
who should be able to obtain the software needed to link to the
information sharing system. This choice is left to the party that
owns the software. This means that they have a lower level of
control of access due to the low level of openness at the software
layer. Furthermore, as the access control is not delegated at all in
the closed configuration, businesses have a high level of control
over their data.

When the data is shared, it is encrypted for the closed configura-
tion. This means that storing the data, does not automatically mean
having access to the data. This provides businesses with a means
to control access to data even after it is shared. This increases their
level of control. The refinedness of access control is as low for the
closed configuration as for the open configuration. For both, all
data is respectively not encrypted or encrypted.

In the context-based open configuration, the trusted group of
users together decide who can obtain the software to link to the
information sharing system. This means that in this configuration,
businesses have a higher level of control over access than in the
extreme configurations. In addition, the level of control depends
on what parts and how much of the access control is delegated to
others in the context-based configuration.

Table 5: Impact of the configurations on access control

Open Context-based Closed
Software
layer

Level of
control: Low

Level of control:
High

Level of
control: Low

Access
control
layer

Level of
control: Low

Level of control:
Intermediate

Level of
control: High

Information
layer

Level of
control: Low

Level of control:
High

Level of
control: High

Refinedness:
Low

Refinedness: High Refinedness:
Low

For the context-based configuration, businesses have a high level
of control over the data that they encrypt. However, they have a
low level of control over the data that they do not encrypt, once it
is shared. As businesses can choose freely to encrypt or not encrypt
data elements, they can choose for different levels of control over
the data elements. Therefore, we can still consider a context-based
open information layer to be associated with a high level of control
over the data when we look at the information layer. Furthermore,
the division of data into data elements, allows for a higher level of
refinedness of access control in the context-based configuration.

4.5 Security
In the open configuration, businesses delegate access control and
identity management to other parties. These other parties could dis-
close the information to others, even when they are not authorised
to access the information. This makes the risk for unauthorised
disclosure higher. However, another valid point of view is that it is
unclear what unauthorised disclosure means for a completely open
configuration. As the businesses have fully delegated the decision to
provide access, it could be argued that they are no longer the party
that is able to provide an authorisation. As soon as they knowingly
share the data via a completely open system, they yield the right to
authorise access to other parties.

In an open configuration, the data shared is not encrypted. This
means that a party intercepting the data, might get unauthorised
access to it. When they have access to the data, they can perform
an inference attack as well as disclose it to additional parties.

The proprietary access control in the closed configuration does
not have problems with other parties involved in access control
that might provide unauthorised disclosure of data. The impact of
a low level of openness on the access control layer, thus results in a
higher level of data security. However, as parties control access by
themselves, it is hard for them to determine what other data from
other businesses a party requesting data has. This means that it is
hard for them to make access control decisions that reduce the risk
of an inference attack.

The closed configuration has better security because of the en-
cryption of the data. Parties that want to access the data illegiti-
mately, need to first intercept the encrypted data, and then they
need to obtain a key. If it is harder for parties to intercept data, it is
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harder for them to perform inference attacks on it and disclose it
to others.

In the context-based open configuration, part of access control
is delegated. The risk of unauthorised disclosure depends on who
access control is delegated to. Furthermore, it is possible to delegate
parts of access control in such a way that it could help to reduce in-
ference attacks. If the access control decision for all data is delegated
to a central component of the information sharing system, then this
component could keep track of who was provided with access to
what data. The decision can then be made on basis of business rules
provided by the businesses that supply the data. These business
rules could express that parties that already have access to certain
data elements, should not get access to others. Businesses could
choose to not allow combinations of data elements from which
sensitive information can be derived.

In an information sharing system with a context-based open
information layer, businesses can encrypt the data elements for
which it is important to protect security. The risk of interception
for this data is the same as for a system with a closed information
layer. The data that is not encrypted could be accessed directly
when it is intercepted. However, this will be data for which the
business is not concerned about its security. This usually will be
when the data is not sensitive to them and when it does not have
a commercial value. This means that it might not be worth for
perpetrators to try to intercept this data, lowering the risks of such
interception.

Domain experts indicate that often businesses perceive open
source software as less secure and therefore would rather choose
proprietary software. However, according to the literature, pro-
prietary software is not inherently more secure than open source
software and vice versa [2, 4]. Open source software, or even avail-
able source software could improve security by allowing parties
to view the source and find security issues [2]. On the other hand,
openness provides possible perpetrators with a lot of knowledge
as well, that they might misuse [2]. The context-based scenario
could provide a nice middle ground in which only trusted parties
can view and modify the source code. Further research is required
to say something definitive about this and examine whether such
a solution would be more secure and would also be perceived as
more secure by businesses.

5 SUITABILITY OF THE DIFFERENT LEVELS
OF OPENNESS

The comparison of the different configurations of the information
sharing system, shows that the impact that the level of openness
has on the possible advantages of information sharing and the
possibilities for risk control is highly complex. In some cases, the
impact of a level of openness of a layer for a configuration might
not even be unambiguous (e.g., for impact of a context-based open
information layer on access control). In addition, we observe that
often there is not a linear relationship between levels of openness
and the extent to which advantages can be obtained or risks can be
controlled. An example of this is that refinedness of access control
is low for architectures that have a configuration with a completely
open or completely closed information layer, but not for the context-
based configuration.

Table 6: Impact of the configurations on security

Open Context-based Closed
Access
control
layer

Inference
attack risk:
Unknown

Inference attack risk:
possible to lower by
delegating certain parts of
access control

Inference
attack
risk: High

Unautho-
rised
disclosure
risk:
Unclear

Unauthorised disclosure
risk: Depends on the
parties that access control
is authorised to

Unautho-
rised
disclosure
risk: Low

Information
layer

-Inference
attack risk:
High

Inference attack risk: Low Inference
attack
risk: Low

Unautho-
rised
disclosure
risk: High

Unauthorised disclosure
risk: Low

Unautho-
rised
disclosure
risk: Low

This high complexity also means that it is impossible to conclude
that one level of openness or a configuration is better in general
than the other. This is very situation specific, as each of them has its
advantages and disadvantages. However, we can say that something
about what configuration is appropriate in what situation.

Designers should choose a configuration with a high level of
openness when they need their system to be highly scalable. They
can further improve scalability of such a configuration by federating
access control. On the other hand, this choice does result in less
opportunities to control risks. An open configuration thus is only an
appropriate choice when the consequences associated with losing
control over the data for businesses are low. Otherwise, businesses
might not want to share most of their data. Furthermore, a fully
open configuration can be a good choice when it is important that
businesses and government organisations do not have to put in a
lot of effort into providing or gaining access to data.

The choice for a closed configuration should be made only when
scalability is not an important priority, due to the scalability issues
resulting from the use of proprietary software and not delegating
access control. It is important to take into consideration that in a
closed configuration, when there is a high variety of parties that
could request access to data, it might be impossible to verify their
identities for the businesses. This makes a completely closed access
control layer infeasible in such situations.

A fully closed configuration is a good choice in a situation where
losing control over data can have big consequences for businesses.
In addition, when an information sharing system with a closed
configuration is used, businesses should be willing to put more
effort in providing parties with access to their data. Businesses and
government organisations that want to obtain access should be will-
ing to go through additional steps as well. The efforts for the party
providing data can be reduced by standardising and automating
steps (e.g., automating access control decisions).

A context-based open configuration be beneficial when there is
a mix between data that is and that is not sensitive. Furthermore,
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Table 7: An overview of the configurations and a description
of when they are suitable when looking at the different ar-
chitectural layers

Open Context-based Closed
Information
accessibility

High
importance

Low importance for
party providing access,
or possible to automate
processes. High
importance for party
gaining access

Low impor-
tance, or
possible to
automate
processes

Scalability High
importance

Low importance Low
importance
and limited
number of
users
request
access

System
reliability

Intermediate
importance

Low importance High
importance

Access
control

Low impor-
tance

Mix of
sensitive/non-sensitive
data

High
importance

Security Low impor-
tance

Mix of
sensitive/non-sensitive
data

High
importance

this configuration is appropriate when the government organisa-
tions and businesses need to gain access to data easily as well. The
context-based configuration provides high accessibility for the data
that is not sensitive and a high level of control for data that is sen-
sitive. These benefits, however, come at the costs of a lower ease
of providing access to data, although this can be countered if the
processes involved in sharing the data can be automated. Further-
more, reliability of a system with a context-based configuration is
lower than for the other options. Reliability thus should not be a
high priority. The same is the case for scalability.

6 CONCLUSIONS, LIMITATIONS AND
SUGGESTIONS FOR FURTHER RESEARCH

A B2G information sharing system should balance the advantages
of open information sharing for government organisations and busi-
nesses with the need for risk control by businesses. We identified
three architectural layers at which information sharing systems can
have different levels of openness, namely the software layer, the
access control layer and the information layer. We compared the im-
pact of different levels of openness by comparing open, closed and
context-based open configurations of information sharing systems.

We found that the impact of different configurations on the
advantages and risk control are highly complex. This means that
different configurations are appropriate in different situations. This
requires a designer of B2G in formation sharing systems to not just
determine how important risk control and gaining advantages is to

businesses and government organisations. They need to establish
the importance for these parties of different factors (e.g., security,
scalability) that impact the advantages and risk control. In that way,
they can get a more nuanced view of the situation and they can
better determine what configuration is suitable.

Our approach has some limitations. As the impact of openness
is highly complex, it is likely that the results are not comprehen-
sive and that there exist other ways in which the possibilities for
advantages and risk control are impacted. It would especially be
interesting to look at additional configurations that are in between
the extremely open and closed ones. Furthermore, additional factors
that need to be looked at to determine the impact on advantages and
risk control might be identified in further research. Furthermore,
future research focusing on studying more practical cases might be
used to extend the current insight.
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